WHAT IS THE DOL REGISTERED APPRENTICE PROGRAM

Industry-driven model that combines on-the-job
learning with job-related instruction leading to
increasing levels of measurable skill attainment

and wages.

What are the Components of Apprenticeship?

Employer Involvement
Employers are the foundation of every apprenticeship program.

oy
=

Rewards for Skill Gains
Apprentices receive increases in wages as they gain higher level skills.
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BENEFITS
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Apprentices earn while There are 545,000+ apprentices
they learn, reducing their nationwide in more than

need to take on debt. 1,000 occupations.
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Nearly 9 out of 10 apprentices are Workers who complete
employed after completing their apprenticeship programs earn
apprenticeship. Average $300,000 more over a career than
starting salary: $60K¢ peryear. their peers who don't.
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Apprenticeship:

Two levels of Apprenticeships. Employers would have the option of signing on to level
1, level 2, or both.

Zero Skill to Intermediate Level (Cyber) Apprenticeship

Level 1

Sit for Security+ OR >
g

AASIT (S\t for CCNA Routing & Switchin:

Intermediate Skill fo Advanced Skill Cyber Apprenticeship

Level 2

IT289: Capstone

IT471: Routing and Switching Il

IT286: Network Security Concepts

IT213: Software Development Concepts

MM212: College Algebra

Sit for Cloud+
Sit for Linux+ or LPIC-1

IT388: Routing and Switching |

IT283: Networking with TCP/IP

IT275: Linux System Administration

IT278: Network Administration

IT222: Introduction to Cloud Computing

< Sit for Network+ Certfication >

C5204: Professionalism

' ' _ Sit for GCIH (Certified Incident
Sit for Certified Ethical Hacker Handier)

CM241: Technical Communications

IT412: Information Systems Security

C Sit for CISSP

BS

Cyber

IT479: Cyber Security Intemship

IT331: Tech Infrastructure

55250: Tech Revolution

HU245: Ethics

MT140: Intro to Management

| MM250: Discrete Math

OR

IT385: Certified Ethical Hacker Il IT411: Digital Forensics IT410: CISSP 1l
IT262: Certified Ethical Hacker | IT390: Intrusion Detection IT279: CISSP Il
IT374: Linux Security IT316: Computer Forensics IT277: CISSP |

IT484: Cyber Security Policies

IT400: Ethics in Cyber Security

5C200: Discv. Science — Current Issues

Infermediate Skill to Advanced Skill Cloud Apprenticeship

Cloud

< Sit for MCSA: Linux on Azure )

Sit for AWS Certified SysOps
Administrator - Associate

5it for AWS Certified Solutions
Architect - Associate

IT117: Website Development

IT306: Cloud Services Management

IT413: Migrating Data and Apps to Cloud

IT473: Capstone in Cloud Computing

IT273: Networking Concepts

IT374: Linux Security

IT332: Prin. Of Info. Systems Arch.

IT414: Software Dev. Ops. In Cloud Envir.

CM220: Compaosition |1

IT303: Virtualization and Cloud Security

IT375: Windows Enterprise Administration

IT133: MS Office Applications on Demand

CM241: Technical Communications

IT404: Security Testing for Cloud Applic.

IT304: App. Dev. & Scripting the Cloud

IT104: Intreduction to Cyber Security

HU245: Ethics

IT403: Advanced Cloud Security

$5250: Tech Revolution

IT190: Information Technology Concepts

IT227: Cloud Infrastructure Admin.

IT460: Systems Analysis and Design

IT301: Project Management |

CM107: Composition |

IT234: Database Concepts

MT140: Intro to Management

MM250: Discrete Math

5C200: Discv. Science — Current Issues

Multiple Level 2
options will be
created. BS Cyber
and BS Cloud
Computing will be
two pathways.

Other pathway will
also be created based
on Industry and
Employer feedback.
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Custom pathways

Custom Apprenticeship outside of the Above Structure

may also be
created.
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Apprenticeship: Cybersecurity Credentials

Prepares Apprentices to sit for industry recognized credentials that meet the
qualifications of DOD 8570.

Approved Baseline Certifications
IAT Level | IAT Level Il IAT Level llI
A%+ CE CCNA Security CASP CE

CCNA-Security CySA+ ™ CCNP Security
Network+ CE GICSP

SSCP GSEC o
Security+ CE Yellow Highlight =
SSCP Level 1 Apprenticeship
IAM Level | 1AM Level Il IAM Level Il

CAP
GSLC
Security+ CE

Blue Highlight = Level
2 Apprenticeship
IASAE | IASAE Il IASAE Il

(cybersecurity)
CASP CE CASP CE CISSP-ISSAP
CISSP (or Associate) CISSP (or Associate) CISSP-ISSEP
CSSLP CSSLP

CSSP Analyst CSSP Infrastructure Support CSSP Incident Responder
CEH CEH
CFR CySA+™
CySA+™ GICSP
GCIA SSCP

GICSP
SCYBER

CSSP Auditor CSSP Manager
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