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National Initiative for Cybersecurity Education (NICE)

e The NICE Strategic Goals
e Why we need a Cybersecurity Workforce Framework
— Development process
— Target audience
e The Framework: categories; specialty areas; work roles
— Resources for adoption
— CyberSeek.org
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NICE Strategic Goals

Accelerate Learning and Skills Development
* Inspire a sense of urgency in both the public and private sectors
to address the shortage of skilled cybersecurity workers

Nurture A Diverse Learning Community
e Strengthen education and training across the ecosystem to
emphasize learning, measure outcomes, and diversify the
cybersecurity workforce

Guide Career Development & Workforce Planning
e Support employers to address market demands and enhance
recruitment, hiring, development, and retention of
cybersecurity talent

GUIDE

https://www.nist.gov/itl/applied-cybersecurity/nice/about/strategic-plan

NICE -
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NICE Strategic Goal #3: Guide Career Development and Workforce
Planning

Support employers to address market demands and enhance

recruitment, hiring, development, and retention of
cybersecurity talent

Objectives:

3.2 Publish and raise awareness of the NICE

Cybersecurity Workforce Framework and encourage
adoption
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Why we need a workforce framework

e Standardized taxonomy and lexicon for describing cybersecurity work
e Professionalization of the industry
 Employers: define workforce, identify gaps, create position descriptions

* Workers (current and future): explore work roles, identify areas of
interest, areas for development

e Training/certification: help workforce gain and demonstrate KSAs
e Educators: develop curriculum, degrees, research

* All together create ecosystem and pathway that guides activities and
reduces confusion

NICE
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What is the history behind the NICE Framework?

e Beg. ~2010 an effort to understand cybersecurity work and those who
perform it

e Focus originally on the government workforce with input from industry
and academia; now appropriate to all sectors

e Standardizing occupations and associated information to help create
career pathways public<>private sector and academia>workforce

e First draftin 2011
e SP 800-181, Released in 2017, now in second version

e May 2019 EO on Cybersecurity Workforce encourages wide adoption:
— Adopted across federal government, increasingly state and local level
— Recently adopted in New Brunswick, Canada
— Industry also adopting: JP Morgan, AT&T, Fidelity Investments, etc.

NICE
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NICE Framework — NIST Special Publication 800-181

Workforce Categories (7)

OPERATE OVERSEE PROTECT COLLECT
AND AND AND ANALYZE AND INVESTIGATE

MAINTAIN GOVERN DEFEND OPERATE

SECURELY

PROVISION

*Specialty Areas (33) — Distinct areas of cybersecurity work

* Work Roles (52) — The most detailed groupings of IT, cybersecurity, or cyber-related work,
which include specific Knowledge, Skills, and Abilities (KSA’s) required to perform a set of
Tasks.

NICE
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NICE Framework: Tasks and KSA’s

* Tasks — Specific work activities that could be assigned to a practitioner working
in one of the NICE Framework Work Roles; and,

* Knowledge, Skills, and Abilities (KSAs) — Knowledge, Skills, and Abilities (KSAs)
are the attributes required to perform work roles and are generally
demonstrated through relevant experience, education, or training

Category
Specialty Specialty Specialty
Area Area Area

NICE
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Secu rEIV Provision (7 Specialty Areas, 11 Work Roles)

Category Specialty Area

Work Role

Risk Management

Authorizing Official/Designating
Representative

Security Control Assessor

Software Development

Software Developer

Secure Software Assessor

Securely Systems Architecture

Provision

Enterprise Architect

Security Architect

Technology R&D

Research & Development Specialist

Systems Requirements
Planning

Systems Requirements Planner

Test and Evaluation

Testing and Evaluation Specialist

Systems Development

NICE
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https://www.nist.goV/itl/applied-cybersecurity/nice/resources/nice-cybersecurity-workforce-framework
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Resources to use the Framework

 Visit NICCS portal https://niccs.us-cert.gov/workforce-
development/cyber-security-workforce-framework/search

e Or CyberWatchWest: http://cyberindustry.org/Workrole

e Example: if you search the keyword “Educator”, it leads to

— Tasks ID: TO380. Description: Plan instructional strategies such as lectures,
demonstrations, interactive exercises, multimedia presentations....

e Leads to a Work Role: Cyber Instructional Curriculum Developer

e QV-TEA-001 which is found under the Category “Oversee and Govern”
under the Specialty Area of Training, Education and Awareness.

* The NICCS portal also shows entry, intermediate and advanced
credentials, education, training, etc for these roles.

NICE

RTINS IMITIAT YE 500 CYRERSECURITY _CULCATICH



https://niccs.us-cert.gov/workforce-development/cyber-security-workforce-framework/search
http://cyberindustry.org/Workrole
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Career pathway tool
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NICE Working Group effort

NIST
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Illustrative mapping of certifications to NICE
Framework

Cybersecurity tralning Is important within any organization, Having empioyees with the knowledge. skills, and abilites ©
perform cyber-related tasks for the protection of systems, networks, and sensitive Information Is critical. Therefore, as a
referance resource the NICE Working Group Tralning and Cemtifications Subgroup has created a mapping matrix that allows
one 1o see what certifications may be of value 1o a particular work rele listed In the HICE Framewao

The mapping matrix provides an overall view of current commercially avallable Cybersecurity certifications that may be of
value to the cybersecurty workforce. Itis not a mandatory or a final listing, but rather a compendium of current
certifications identified by public and private sector organizations as valuable for the determination of certifications that
support the National Institute of Standards and Technobogy (NIST) Special Publication 500-151, Mational initiative for
Cybersecurity Education [NICE) Cybersecurity Workforce Framework (aka the NICE Framework).

Download the Mapping Matrix
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