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JI:D IEC. JEP30 PartModel Standard

= Scope = Developed in coordination with
— Data exchange requirements Component Manufacturers, OEM’s,
for all electronic parts & EDA Industry
— Physical, Electrical, Thermal,

assembly process classification
= Used/Referenced by IPC

= Objectives Traceability Standards & GSA TIES
— Increase traceability, reliability,
& quality
— Reduce human errors of = Expanding to include:
manual entries from datasheets — Product Change Notices
— Streamline design-to- — Proauct Discontinuance
manufacturing — Digital Signatures




THE ﬁpeﬂGROUP O-TTPS Standard / ISO/IEC 20243

Scope: O-TTPS Certification Program :

* Mitigates Threats across Product Life Cycle * Process based

* Technology Development & Supply Chain * Applicants choose between self-assessed or

* Process focused: Product -> Organization 3™ party assessed tiers.

e Part 1: Guidelines, requirements, & * Demonstrate conformance to the standard
recommendations to assure against maliciously ¢ OEM’s, hardware/software component
tainted & counterfeit products throughout suppliers; resellers, integrators and
COTS ICT product life cycle distributors

* Part 2: Assessment procedures

Future Plans

* Other government / market needs
* Workforce skills / experience

e Address critical infrastructure

Scope of O-TTPS is overarching:
Applies to procurement management, info and IP protection, secure design, and supply chain traceability

Design Sourcing Build Fulfillment » Distribution Sustainment Disposal J

Technology Supply
Development Chain




0009+ Supply Chain Integrity,
« g T g Transparency, and Trust (SCITT)

SCITT Kicked off in 2021;

Promote interoperability, simplify and automate workflow for managing compliance of goods and

services across end-to-end supply chains

An Architecture for Trustworthy & Transparent Countersigning COSE Envelopes in
Digital Supply Chains (in development) Transparency Services (in development)
* Defines scalable & flexible decentralized architecture e Concise Signing and Encryption (COSE)
to enable auditability & accountability of supply » Defining a method for issuing and verifying the counter-
chains signatures on COSE messages
* Outlines Security Guarantees * Based on an authenticated data structure

 Minimum adoption barriers for producers

e Ability for consumers to verify

* Flexible implementations for auditing/compliance




M/V\A: Supply Chqi Table of Contents

I E T I:@’ Trq nquren | 1. Introduction

1.1. Requirements Notation

2. Use Cases

SCITT Kicked off in 2021: 2.1. Software Bill of Materials (SBOM)

Promote interoperability, simplify and automate worl|  2¢ Confidential Computing nd

: : 2.3. Cold Chains for Seafood
services across end-to-end supply chains

3. Terminology

: 4. Definition of T
An Architecture for Trustworthy & Transparent etinition of fransparency

Digital Supply Chains (in development)

5. Architecture Overview
5.1. Claim Issuance and Registration

5.1.1. Issuer Identity

* Defines scalable & flexible decentralized architecture .
to enable auditability & accountability of supply . 5.1.2. Naming Artifacts or-
* OQutlines Security Guarantees o 5.2. Transparency Service (T5)

5.2.1. Service Identity, Remote Attestation,

 Minimum adoption barriers for producers |
and Keying

e Ability for consumers to verify 5.2.2. Registration Policies

* Flexible implementations for auditing/compliance 5.2.3. Registry Security Requirements

5.3. Verifying Transparent Claims
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y Chain Integrity,
yarency, and Trust (SCITT)

Table of Contents

1. Introduction

1.1. Requirements Notation

2. Common Parameters
3. Generic Receipt Structure
4. COSE_Sign1 Countersigning yutomate workflow for managing compliance of goods and
4.1. Countersigner Header Parameters
. CCF 2 Tree Algorithm

5.1. Additional Parameters o ]
sparen Countersighing COSE Envelopes in

5.2. Cryptographic Components ) )
ont) Transparency Services (in development)

5.2.1. Binary Merkle Trees
5.2.2. Merkle Inclusion Proofs

5.3. Encoding Signed Envelopes into Tree Leaves hitecture] + Concise Signing and Encryption (COSE)

5.4. Receipt Contents Structure oply * Defining a method for issuing and verifying the counter-

5.5. Receipt Verification signatures on COSE messages

5.6. Receipt Generation )
P e Based on an authenticated data structure

. CBOR Encoding Restrictions
. Privacy Considerations
. Security Considerations

. IANA Considerations )liance




ﬁ G-19a / AS6171 Test Methods Standards

INTERNATIONAL-

AS6171 General Requirements, Test Methods Covered in the Slash Sheet
Suspect/Counterfeit, Electrical, Electronic, and * AS6171/2: External Visual Inspection (EVI)
Electromechanical Parts * AS6171/3: X-Ray Fluorescence (XRF)

e AS6171/4: Delid/Decapsulation Physical Analysis (DDPA)

Risk-Based Selection of a sequence of . AS6171/5: Radiological Inspection (RI)

counterfeit detection tests . AS6171/6: Acoustic Microscopy (AM)
* Metrics to quantify effectiveness of a * AS6171/7: Electrical Test
* AS6171/8: Raman Spectroscopy
test set |
e AS6171/9: Fourier Transform Infrared Spectroscopy (FTIR)
* FIeX|b|I|ty to select combinations of e AS6171/10: Thermogravimetric Analysis (TGA)
tests * AS6171/11: Design Recovery (DR)

* Allow optimization based on
Other Highlights:

— equipment availabilit
quip K * 7 New Test Method Under Development

— part construction  Tampered Parts & Defects Taxonomy

— Expected use * Hardware Trojans

| | . + Netlist A
— likely failure modes & mechanisms. etlist Assurance

ANSI




ﬁ G-32 Cyber Physical Systems (CPSS)

INTERNATIONAL-

G-32 Objectives:

1.

Characterize and address the risk to CPSS, assess vulnerabilities, and recommend System
Engineering focused mitigation actions. omains of Consige,~
For Risk Mitigal"/bol
Share the knowledge of how vulnerabilities are SEaraton Sl
Sharing nrormation .an
. . . . Bt Data Security
introduced and exploited in cyber physical systems. epere
Document best practices for addressing areas of Issues and -
Events Management Application
o . . Security
concern utilizing existing processes, procedures, and
standards. ) e
Trac;aab:(lity and anagement ar;d
racking Access Contro
Develop a taxonomy for CPSS.
Establish standard methods for identifying Anti-Malicious and it

Anti-Tamper : ‘
Life Cycle Support,

Obsolete,
Unsupportable,
Disrupted Supply, or
Unavailable Items

vulnerabilities in cyber physical systems introduced at

any point in the CPSS life cycle & mitigating impacts.

Develop validation and verification methods to ensure /| Cross Cutting Capabilities |

Risk Assessment Risk-Informed Training Education and
and Management Decision Making Outreach

requirements are addressed.




ﬁ G-32 Cyber Physical Systems

INTERNATIONAL-

JA7496 - Cyber Physical Systems Security Engineering Plan (CPSSEP)
Supports developing a systems engineering approach to standardization of cyber physical systems security.

JA6678 — Cyber Physical Systems Security Software Assurance (SwA):
(a) Framing, Assurance, Realization and Utilization

(b) Structure follows NIST SP 800-39 (Managing Information Security Risk) and Common Criteria Common Criteria for
Information Technology Security Evaluation (ISO/IEC 15408)
(c) Developed as blueprint for multi-sector application

(d) Designed to be used by specific sectors adaptations of SAE JA7496 for implementing CPS cybersecurity

A6801 - Cyber Physical Systems Security Hardware Assurance (HwWA):

(a) Clarify HWA requirements with CPS system engineering activities

(b) ID & analyze risks associated with hardware Systemlevel
components

(a) Develop countermeasure implementation plan

(b) Standardize practices for implementing HWA
countermeasures

(a) and more...

=

User Defined
Requirements

Scheduled
Review

Triggering
Eventor

Component-Level

SE=Systems Engineer

SwE=Software Engineer
HwE=Hardware Engineer

Hardware

a Avoi
"
* -
Assurance » Ffirmware |«
Assurance

Continuous Application across the System Life Cycle

10

SSE=Systems Security Engineer


https://www.sae.org/works/documentHome.do?comtID=TEAG32&docID=JA7496_202206&inputPage=dOcDeTaIlS
https://www.sae.org/works/documentHome.do?docID=JA6678&inputPage=wIpSdOcDeTaIlS&comtID=TEAG32
https://www.sae.org/works/documentHome.do?docID=JA6801&inputPage=wIpSdOcDeTaIlS&comtID=TEAG32

STANDARDS
ASSOCIATION

IEEE SA Overview :

* Standards Development
* Programs & Services
* |EEE SA Open Source

* Government Engagement Programs

on Standards (GEPS)

» Conformity Assessment Program

(ICAP)

 |[EEE SA Centers of Competence

anaardas pevelopme

IEEE S/A\ IEEE Standards Association &
Microelectronics

Developer / Committee

¥

Designation / Title of Standard, Specification, Other
Publication, or Program

¥

Description

v

IEEE - Institute of Electrical and
Electronics Enginegrs

Design Automafion Standards

IEEE 1481-2019 - Standard for Integrated Circut (IC) Library

Committes (DASC

Architecture (OLA)

Addresses ways for integrated circuit designers to analyze chip timing and power consistently across a broad sef of electr
design automation (EDA) applications. Methods by which integrated circuit vendors can express timing and power
information once per given technology are also covered.

|EEE - Institute of Electrical and
Electronics Enginegrs

Design Automafion Standards

Committes (DASC

IEC 615234 Edition 1.0 201503 (IEEE 1801-2013), IEEENEC
Intemational Standard - Design and Venification of Low-Pawer
Inteqrated Circuits

Establishes a format used to define the low- power design intent for electronic systems and electronic intellectual property
(IP). The format provides the ability to specify the supply nefwork, switches, isolation, retention, and other aspects relevant
to power management of an electronic system.

|EEE - Institute of Electrical and
Electronics Engineers

Design Automafion Standards

IEEE P1666 - Standard for Standard SystemC Language

Committes (DASC)

Reference Manual

Defines SystemC(R) with Transaction Level Modeling (TLM) s an 150 standard C++ class library for system and harcware
design

|EEE - Institute of Electrical and
Electronics Enginegrs

Design Automafion Standards

IEEE P1735 - Recommended Practice for Encryption and

Committes (DASC

Management of Electronic Design Intellectual Property (IF)

Specifies embeddable and encapsulating markup syntaxes for design intellectual property encryption and rights
management, together with recommendations for integrafion with design specification formats described in IEEE 1800
(SystemVerilog) and IEEE 1076 (VHDL)

IEEE - Institute of Electrical and
Electronics Enginegrs

Design Automafion Standards

IEEE P2418 - Standard for Power Modeling to Enable System-

Committes (DASC

Level Analysis

Describes a parameterized and abstracted power model enabling system, software, and hardware intellectual property (IP
centric power analysis and optimization. tt defines concepts for the development of parameterized, accurate, efficient, and
complete power models for systems and hardware IP blocks usable for system power analysis and optimization.

|EEE - Insfitute of Electrical and
Electronics Engineers

CIFSSC - Functional Safety
Standards Commifiee

IEEE P2851 - Standard for Functional Safety Data Format for
Interoperahility within the Dependability Lifecycle

Defines a data format with which resuts of funclional safely analyses (such as FMEA (Failure Mode and Effects Analysis),
FMEDA (Failure Modes, Effects and Diagnostic Analysis), FMECA (Failure Mode, Effects and Criticality analysis), FTA
(Fault Tree analysis) and related functional safety verificafion activities.

|EEE - Insfitute of Electrical and
Electronics Engineers

Microprocessor Standards
Committes (MSC

IEEE 17221-2021 - Standard for Device Discovery, Connection
Management. and Conirol Protocol for Time-Sensitive Networking

System

Specifies the protocol, device discovery, connection management, and device control procedures used to facilitate
interoperability between systems that use IEEE 802 time sensitive networking standards.

|EEE - Institute of Electrical and
Electronics Engineers

Smart Manufacturing Standards
Committze (SM

IEEE 2671-2022 - Draft Standard for General Requirements of
Online Detection Based on Machine Vision in Intelligent
Manufacturing

Specifies through the general requirements of online detection based on machine vision, including requirements for data
format, data transmission processes, definifion of application scenarios and performance metrics for evaluating the effect
of onling detection deployment.

|EEE - Insfitute of Electrical and
Electronics Engineers

(0/SAB - Standards Activities Board

IEEE P267? - Guide for General Requirements of Mass
Customization

Provides the definitions, terminologies, operation procedures, system architectures, key technological requirements, data
requirements and applications of and related o user- oriented mass customization. This quide provides reference
information to be used by manufacturing enterprises for designing and implementing business models of mass
customization.

|EEE - Insfitute of Electrical and
Electronics Engineers

C/SAB - Standards Activifies Board

IEEE P2808 - System Architecture of Digital Representation for
Physical Objects in Factory Environments

Defines the system architecture of digital representation for physical objects in factory environments. The system
architecture describes the objective, important companents, required data resources and basic establishing procedure of
digital representation In factory environments.

IEEE - Institute of Electrical and
Electronics Engineers

Smart Manufacturing Standards

IEEE P2879 - General Principles for Assessment of a Smart

Committee (SM)

Factory

Defines basic terminologies, assessment process requirements, indicator mefrics, assessment metfods and assessment
criteria of smart factories

COC ok f Clocts

Cafhunrn an A Crirtnmne Enninsarinn

IEEE 2675-2021 - Standard for DevOps:Building Reliable and

Specifies practices for groups including development operations and ather key stakeholders to collaborate and
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NISI- National Institute of Standards &
Technology

SP 800-161r1 C-SCRM for Systems and Organizations Revisions

= |ntegrates broader ERM C-SCRM & NextGen C-SCRM controls

= Templates to enable C-SCRM

= Risk Appetite & Tolerance guidance

= Guidance on C-SCRM program management function development

= Address Critical Success Factors
= Appendix E on FASCSA
= Appendix F on EO 14028 Section 4(d),Software Supply Chain Security

12



SP 800-218 Secure Software
Development Framework (SSDF)

= A core set of high-level secure software
development practices

= Help software producers:

— reduce the number of vulnerabilities in
released software,

— reduce the potential impact of the exploitation
of undetected or unaddressed vulnerabilities,
and

— address the root causes of vulnerabilities to
prevent recurrences.

= Organized into 4 Groups
— Prepare the Organization (PO)
— Protect the Software (PS)
— Produce Well-Secured Software (PW)
— Respond to Vulnerabilities (RV)

= Software producers & acquirers can use it to
foster communications for procurement
processes and other management activities.

NISI- National Institute of Standards &
Technology

Hardware Security Program -
NIST IR 8320

= |dentify threats, develop mitigations
and manage vulnerabilities

= Develop standards, guidelines for
IP/data protection/sharing, security risk
management and establish provenance

= |ntegrate point tools for an automated
cybersecurity tools and techniques

= Develop cybersecurity measurements
and metrics

= Leverage and extend existing NIST
cybersecurity principles and practices

13




Telecommunications
( ’ w oty SCS 9001
® Association

SCS 9001 is a certifiable, process-based standard for the ICT industry. Aligned
with EO14028, BEAD NOFO and NIST Publications and provides guidance for:

SCS 9001 Global (1) Secure software development;
Supply Chain Security (2) Validation methods for ensuring software ID and source traceability;
Standard (3) Product security;
(4) Governmental requirements on source of origin and transparency of internal
controls.

TIA QUEST
Forum's Supply
Chain Security
Working Group

Updates Anticipated by EOY 2022:

=  General improvements from lessons learned from the Pilot Program and initial engagements

= Changes on Hardware provenance and development requirements

= |ncreased coverage of procurement, shipping and logistics requirements

= More support for government requirements such as BEAD NOFO UK Telecommunications Security Act
= Decoupling from the ISO 9001 standard:

= More flexibility in selecting facilities needing a QMS or just a security standard

=  Maintains the ISO Annex SL format for ease of integration with existing Quality Management Systems as
required

ANSI ©2022 14


https://tiaonline.org/what-we-do/tia-quest-forum/working-groups/supply-chain-security-working-group/
https://tiaonline.org/what-we-do/scs-9001-supply-chain-security-standard/buy-handbook/

Microelectronics Standards

and Guidance Landscape

Gi:l;smndanb Institute




Department of Defense RFI 2020

Objectives

= |dentify Standards Development Organizations (SDOs) activities;

= Gain understanding about procedures, policies, participation, and fees;

= Learn history and engagement with federal & other government agencies;
= Determine interest for supporting future ME standards development.

Outreach

4y secia ¢EEE CIPC [T

Electronic Components Industry Association

JEDEC.

/psemi @
INTERMNATIOMNAL-

AAAAAAAAAAAAAAAAA

Respondents

OIEEE Cipc Jedec. S

INTERNATIONAL-

( ANSI ©2022 16




ANSI RFI 2022

| experts
. orated technica
Outreach ~ upaates incorp torganizations

Fl Respondents ds developmen

= 2020R of standar

tworks

ANSI’s ne

and members

operational security standards for the procurement of microelectronics Prodyctg and sepy;

/ective(s) Of the standard(s) are to Create 5 System Of best practices for Procyrip, and assuring microelectronics Prodyctg and Serviceg For this activity, procurements are

. P The op) b ‘

Assocrate Director, Standards Facrlitatron primarily SCoped t microelectronic integrated circuits, the components that Comprise thgm, and the Serviceg supporting the fyy procurement Iifecycie. These standards Wil g stablish
cbernat@ansr org risk—based approach that considers technoiogy aiternatives, Supplier demographics (e.g., rnanufacturing Iocation, company ownership, workforce composition), processes (e g accesg ‘

. during manufacturing SUppligrg: design, sourcing, manufacturing packaging, ang distribution processes), Supply Chaijn reliability, and othg, Matterg 9€rmang to Supply chain
Responden S shoyjy Send Re g Ubmittayg OPerationg Securiy, Standargg OF Mitigatione Shoujg Provide ri; Mitigation techniques througp, best Practices jp, SNineerjny design ang Valuatiop, Prodyct Verificatiop, technology ‘
and ingy;, ies to Christing Bernat and Jgjm, angd intellectual Propery, controls, any Other Mechanisme for implemer, Ntation in the desigp, Manufacye and yse of microelectronics Prodyctg and Services.
McCabe, ‘
® Request for lnformation: Respondents Shoulg add thejy directly relatey standards into the tables on the next worksheet following the formag Provideq. The Lanscape tableg Contajn two Sections. ‘
Instruca‘ons
1) Microelectronics supply Chain Standards Tec €chnicgy Pillarg

(&) Standards Development Organizations and othe, Standards Activities Listing ‘
It i q ent; i ards jn [e] ® pillars 4 Vidug d; S: 9 an nal cong, Xt aroung ‘

is re Uesteq that respong, Nts agy theijr Stang; rds ji Section 2ang then Note Which o Of the he ingj  stan ards addresg in Section 1 usin n X Additio, Onte;
the Pillars can pe foung in the "Pillars Context" worksheet Of this exce, Upon completion, Pleasg Send the spreadsheet back to Christine Bernat and Jjm McCabe. Respondents
interested in entering information through OneDrive Shoulg Provige 1 priITiary Point of Contact for entry to ANS|. ‘

J=D=b@ INTERNATIONAL.
_— /N pgﬂ GROUP ? - ,

i t I [
I l I Z a Website: WWW.ansi.org
Contacts: James McCabe Description: The tableg foung in the "ANS) Microelectronics Standards Landscape" include standards previously identified for the Us. Department of Defense (DoD) in response {0 both 2020 and
Senior Director, Standards Facilitation 2022 Requests for lnformation, discussions from the July 2022 ANS| workshop, and othe, relevant activity Capturey by ANS) Staff. o beha Of the Dop, ANS| jg seeking information
n jmmcabe@ansi, org aboyt published standards, standards AClivitiag underway from standards development organizations (SDOs), Or other guidance docurnents that will help to assure Supply ¢ Y chaijn and ‘
p O ices,

Telecommunications
e

Industry
Association




July Workshop Results

= 45 standards, related guidance and policies
identified & incorporated into ME landscape

= |n addition to SDOs, other resources from:
— DHS — U.S. Department of Homeland Security

— DoD — U.S. Department of Defense

— EASA — European Union Aviation Safety Agency

— NASA — U.S. National Aeronautics and Space Administration
— NIST — National Institute of Standards & Technology

— NSA — National Security Agency

— Whitehouse EO’s
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RFI Technical Pillars

Evaluating Standards Content

= Respondents were asked to
identity which supply chain
oractice and risk management
areas that their documents
addressed.

= Standards may address more
than one of the pillars.

= Breakout groups organized by
these pillars.

Supply Chain Practice Areas:

Procurement
Management

Information & IP
Protection

Secure Design

Supply Chain
Traceability

The process and contractual considerations required for evaluating
and defining engagements with external entities for procurements,
including the risks/mitigations identified from the other supply chain
practice areas. Procurement processes are focused on mitigating risks
associated with sourcing IP and parts (e.g., counterfeit, DMSMS), and
should include considerations for vendor demographics as identified in
FY20 NDAA Section 224 (e.g., company ownership, location,
workforce composition)

Risks attributed to the confidentiality of intellectual property and
information not intended for public dissemination. May overlap with
other supply chain practice areas. Processes are focused on
mitigations associated with networks and personnel.

Design practices to improve assurance (e.g., verification and
validation), manage risk when the part is outside vendor or user
control, and address supply chain volatility (e.g., open architecture or
modularity). May overlap with other supply chain practice areas.

Practices focus on the ability to identify and authenticate the
provenance of devices, source materials, and/or microelectronics
services. May include secure design and/or procurement
management methods to improve microelectronics supply chain
illumination and advance non-repudiation in the microelectronics
supply chain.
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Activity Listing & Pillar Affiliation

Contents:

Pillars Affiliation Notation: Individual standards are evaluated and note for their applicability to the pillars. This will assist
to filter and identify existing and needed standards.

Standards Listing: Provides direct links to the committees, individual standards as well as brief context and status of
documents to give users access to and a better understanding of what is available today.

STANDARDS AND GUIDANCE LISTING

2 & @ L B
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& & S ¢ R £
S G SIS 2 K R
&8 8 P S & W L % 2 &
> IRV P %" © F e v &° Description N & NG &2
S S &S NI & 80y Fe¥e® £ S & S
0 5 . [+ wX
f ééc@ é"'g ‘ o R ﬁ‘oq aé\g{;b"% sa;_gb < \,_;é‘ c‘s:.-,fa-
QtPc' & \‘\'3 > * |- Oy® o X M ‘= M <7~ v

SA-EDI Standard defines a specitication that documents security concerns for hardware IP and its az=sociated
components when integrated into an 1. With the new standard, IP providers can either identify security concerns b
mitigate within their IP or disclose the concerns to their integrator. Users of the SA-EDI standard can provide
b b b B |Accellers B Security Sz surance WG Standard 10 consistent zecurity collateral in 3 uniform format. Published Dionated to IEEE a5 3164
The standard iz to capture and propagate the functional safety intent. Thiz helps to better integrate analysis
methods such as FMEDA, OF & and FTA and to enable a functional safety-aware design and verification Flow for
Dats for Interoperability & Traceability in the Functional | electronic circuits and systems. Enabling functional safety is a multi-disciplinary challenge which significantly
w I w I Accellera Functional Safety Wi Safety Ljfecucle benefits from alignment and standardization across the supply chain inwolving different industries and domains. WP ‘whitepaper published with standard development in progress
The Fortable Test and Stimulus Standard [F55) defines a specification to create a single representation of
stimulus and kest scenarios, usable by a variety of users across many levels of integration under different
configurations. This representation Facilitates the generation of diverse implementations of scenarios that runon a
wariety of execution platforms, including, but not necessarily limived o, simulation, emulation, FPGEA protatyping,
and post-zilicon. With this standard, users can specify intent once and observe consistent behavior across multiple
= " = " Accellera Eortable Stmulys Wi Eartable Test and Stimuluz Standard 2.0 implement ations. Fublished
Among ather things, the 5G Supply Chain Working Group works vo establish a common assurance framewark. for
trusted BiG network s; develop ar identify standards to be applied to 5G systems; and evaluate auditdcertification
options for ICT solution providers, infrastructure and endpoint device original equipment manufacturers. These
objectives are intended to address end-to-end ICT supply chain visibility, coordination of existing supply chain
Alliance for Telecommunicatians ATIS Srandard: 55 bletwork Assured Supply Chain (ATIS:l management best practices, industry alignment with federal guidelines, improwved threat monitoring tools and a
W Industry Solutions [ATIS] 55 Supply Chain DO000E0] method toinfluence nationalfinternational standards dewvelopment. Giz0zE Active Standard
CRSSI Mo, 1253 is a companion document to the RIST publications relewvant to categorization and selection [ie.,
RIST SP 300-5%; MIST 5P 800-37; MIST 5P 200-60, Guide for Mapping Types of Information and Information
Systems to Security Categories; and Federal Information Processing Standards [FIPS] 199, Standards for Security
Categorization of Federal Information and Information Systems) and applies to all WMSE. This Instruction also
CMSS] Mo, 1265 Security Categarization and Contral provides MS5-specific information on developing and applying overlays for the national security community and Identified in the July 2022 AMS! warkshop Infarmation and IP
® Dlepartment of Defense Syztems [CHSS) Selection for Mational Security Systerm parameter values for MIST SP 800-53 security controls that are applicable to all WSS, HAF2OM Published protection WG
Es=tablishes policy, assigns responsibilities, and provides procedures for science and technology (5&T) managecrs
and engineers b0 manage system security and cybersecurity technical rizks from foreign intelligence collection;
hardware, software, cyber, and cyberspace vulnerabilities; supply chain exploitation; and reverse engineering to:
o OoO-sponsored research and technolagy that is in the interest of national security.
o OO warfighting capabilities.

LDiffice of the Under Secretam of = A=signs responsibilities and provides procedures for S&T managers and lead systems engineers for technolagy
Defense for Besearch and DaDl 000,53 Technalogy and Program Pratestion to. area protection plans [TAPP=), 84T pratection, program pratection plans [FPP=), and engineering cybersecurity Identified in the July 2022 AMS|workshop Information and P
H k3 Diepartment of Defenze (Do) Eogineeing (OUSORAE)  [aiptaio Technological Aduantage activities. B0z Fublizhed protection WG

Thizs Instruction, in accordance with the authorities in 0o Qirective [DoD0) 5134.01 (Reference [a)) and DoOO
514402 [Reference [b)): a. Establishes policy and assigns responsibilities to minimize the risk that Do0%s

Diffice of the Under Secretam of warfighting miz=zion capability will be impaired due to wualnerabilities in system design or abotage or subversion of 3
Defenze for Besearch and DDl 520044 Protection of Mizsion Critical Functions to SYstem’s mission ofitical functions or critical components, as defined in this Instruction, by foreign intelligence, 1dentified in the July 2022 AMS! warkshap Infarmatian and IP
b b Department of Defenze (Do) Epoineeing (OUSORAF) | Achiewe Trysted Systems and Mletwarkz (TSR terrorizts, or other hoztile elements. 101542015 Published protection Wi

To zafequard sensitive national security information, the Department of Oefense [DoD] launched CMMC 2.0, 2
comprehensive framework, to protect the defense industrial base from increasingly frequent and comple:
cyberattacks. With its streamlined requirements, CRRC 2.0:

Diffice of the Under Secretam of Cuts red tape for small and medium sized busineszes
[Oefenze tor Besearch and Sets priorities bor protecting Dol informeation
Diepartment of Defense [OoD] Eraineering (OIS0 BAE] DD Cubersecurity baturity bodel Certification (05T Feinforces cooperation between the DoD and industry in addressing evalving cyber threats 1Hidd2021

*Image not intended to be a full representation of all listing content
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Overall Statistics
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Organizations Represented

Accellera National Institute of Standards and Technology (NIST)

Alliance for Telecommunications Industry

Solutions (ATIS) National Security Agency (NSA)

Department of Defense (DoD) Open Compute Project (OCP)
Department of Homeland Security (DHS) RISC-V International
European Aviation Safety Agency (EASA) RTCA Inc.

Institute of Electrical and Electronics

Engineers (IEEE) SAE International

International Standards Organization (ISO) Silicon Integration Initiative (Si2)

nternet Engineering Task Force (IETF) Telecommunications Industry Association (TIA)

PC The Open Group

nternational Electrotechnical Commission (IEC) Transported Asset Protection Association (TAPA)
JEDEC Unified Extensible Firmware Interface Forum (UEFI)
National Aeronautics and Space Administration

(NASA)
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Takeaways

Several standards organizations are developing related standards.

Collectively, there is a toolbox industry and government can leverage.

No commonly agreed singular high-level specification/practice
providing how to leverage the collection of existing resources.

Several forums are well-positioned to fill gaps and support future
standards development needs.

Other organizati

the excel and su

0
b

s wishing to submit their documents should utilize

mit to cbernat@ansi.org and [mccabe@ansi.org
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ANSI Staff Contacts

Jim McCabe Christine D. Bernat

Senior Director, Standards Associate Director, Standards
Facilitation Facilitation

1-212-642-8921; jmccabe@ansi.org  1-212-642-8919 cbernat@ansi.org

WWW.ansi.org WWW.aNsi.org

ANSI

American National Standards Institute

24


mailto:jmccabe@ansi.org
http://www.ansi.org/
mailto:cbernat@ansi.org
http://www.ansi.org/

