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▪ The SCITT initiative aims to define industry standards for managing the 

compliance of goods and services across end-to-end supply chains

▪ A generic scenario for SCITT includes the following personas:

▪ Policy Managers

▪ Producers

▪ Auditors

▪ Consumers

▪ A key goal is to promote interoperability, simplify, and automate this workflow

Supply Chain Integrity, Transparency, and Trust (SCITT)
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SCITT: Standard Components
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Goal of SCITT is to simplify and standardize these interactions

An Architecture for Trustworthy and Transparent Digital Supply Chains
Countersigning COSE Envelopes in Transparency Services 

Algorithms for 
Transparent 

Registry
(Merkle trees)

Registration Policies

Formats for 
Signed Claims

(using CBOR and COSE)

Issuer Identification
(re-using DID)

AuditingClaim Endorsements

Formats for 
Receipts

https://datatracker.ietf.org/doc/draft-birkholz-scitt-architecture/
https://datatracker.ietf.org/doc/draft-birkholz-scitt-receipts/
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Producer Consumer

SCITT 
Registry

Policy
Entries

Evidence 
Entries
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Producer Consumer

SCITT 
Registry

Policy
Entries

Evidence 
Entries

Example evidence:
• Release completion
• Reports on product 

updates and warranty 
claims

• Operational logs
• Disposition / Disposal / 

Recycling Logs

Example evidence:
• Firmware image 

applied correctly

Example evidence:
• Chip packaged 

correctly
• Chip tested for 

basic 
conformance to 
design

Example evidence:
• Silicon fab quality 

check passed
• Production 

conforms to 
design

• Integrity and 
performance 
checks pass

Example evidence:
• Mask is integrity 

protected
• Mask is sent 

through private 
channel

• Receipt by FAB 
verified

Example evidence:
• IP blocks used are 

signed
• IP blocks are 

licensed correctly
• EDA tools 

analysis is clean

Signed Evidence →



SCITT Example: Microelectronics

7

Producer Consumer

SCITT 
Registry

Policy
Entries

Evidence 
Entries

Example evidence:
• Release completion
• Reports on product 

updates and warranty 
claims

• Operational logs
• Disposition / Disposal / 

Recycling Logs

Example evidence:
• Firmware image 

applied correctly

Example evidence:
• Chip packaged 

correctly
• Chip tested for 

basic 
conformance to 
design

Example evidence:
• Silicon fab quality 

check passed
• Production 

conforms to 
design

• Integrity and 
performance 
checks pass

Example evidence:
• Mask is integrity 

protected
• Mask is sent 

through private 
channel

• Receipt by FAB 
verified

Example evidence:
• IP blocks used are 

signed
• IP blocks are 

licensed correctly
• EDA tools 

analysis is clean

Example policy:
• Release approved
• Build output BOM matches 

deployment payload
• Build configuration acceptable
• No known unmitigated 

vulnerabilities

Example policy:
• Chip passes 

acceptance 
tests

• Chip 
electrically 
acceptable

Example policy:
• Substrate tests 

check
• Trace circuitry 

checks
• Product conforms 

to design

Example policy:
• Source design 

artifacts are 
correct and 
unaltered

• Licenses for IP 
in order

Example policy:
• All design and 

integrity 
checks pass

Policy Gate →

Signed Evidence →

✔️ ✔️ ✔️ ✔️✔️
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▪ IETF SCITT: https://datatracker.ietf.org/group/scitt

▪ An Architecture for Trustworthy and Transparent Digital Supply Chains: 

https://datatracker.ietf.org/doc/draft-birkholz-scitt-architecture/

▪ Countersigning COSE Envelopes in Transparency Services 

https://datatracker.ietf.org/doc/draft-birkholz-scitt-receipts/

▪ GitHub: https://github.com/ietf-scitt/

▪ Join the SCITT mailing list at https://www.ietf.org/mailman/listinfo/Scitt

▪ SCITT general meetings are held each Monday at 8 AM Pacific.

▪ Meeting agenda, minutes and video links here

▪ Meeting link: https://armltd.zoom.us/j/99133885299?pwd=b0w4aGorRkpjL3ZHa2NPSmRiNHpXUT09

▪ Meeting id: 991 3388 5299

▪ Meeting passcode: 531470

More Information
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Join us @ IETF 115 London, 5 November – 11 November 

https://datatracker.ietf.org/group/scitt
https://datatracker.ietf.org/doc/draft-birkholz-scitt-architecture/
https://datatracker.ietf.org/doc/draft-birkholz-scitt-receipts/
https://github.com/ietf-scitt/
https://www.ietf.org/mailman/listinfo/Scitt
https://docs.google.com/document/d/1vf-EliXByhg5HZfgVbTqZhfaJFCmvMdQuZ4tC-Eq6wg/edit?usp=sharing
https://armltd.zoom.us/j/99133885299?pwd=b0w4aGorRkpjL3ZHa2NPSmRiNHpXUT09
https://www.ietf.org/how/meetings/115/
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