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Cybersecurity 

and

standards

A safe connected world
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Summary:

This talk will elaborate on the ever 

increasing need to show transparency 

and trustworthy from product vendors 

and service providers, showing how 

standards and third party certification 

play a critical role in the provision of 

this trust.
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This survival of the fittest, which I have 

here sought to express in mechanical 

terms, is that which Mr. Darwin has 

called 'natural selection', or the 

preservation of favoured races in the 

struggle for life.

Herbert Spencer, 1864
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Source: https://www.top10antivirussoftware.com/software-comparison
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Source: www.corsec.com
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Three cases
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Source: https://en.wikipedia.org/wiki/Darwin%27s_finches



© 2018 DEKRA        

In the wrong place at the wrong time
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Enough is enough?
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https://msdn.microsoft.com/en-us/magazine/mt795185
https://blogs.microsoft.com/microsoftsecure/2017/03/22/a-new-best-practice-to-protect-technology-supply-chain-integrity/ .
https://blogs.kde.org/2013/06/19/really-source-code-software
https://blog.torproject.org/blog/deterministic-builds-part-one-cyberwar-and-global-compromise
https://wiki.debian.org/ReproducibleBuilds

https://msdn.microsoft.com/en-us/magazine/mt795185
https://blogs.microsoft.com/microsoftsecure/2017/03/22/a-new-best-practice-to-protect-technology-supply-chain-integrity/
https://blogs.kde.org/2013/06/19/really-source-code-software
https://blog.torproject.org/blog/deterministic-builds-part-one-cyberwar-and-global-compromise
https://wiki.debian.org/ReproducibleBuilds
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Enough is enough!
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Thesis:

The survival is for the trustworthiest.

Assertion:

Third party scrutiny and evaluation is the best 

path to trustworthiness.
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You like potato and I like potahto.
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Standards come into play
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Standards are documents that provide requirements, specifications, guidelines or 

characteristics that can be used consistently to ensure that materials, products, 

processes and services are fit for their purpose. 

Regulators and governments count on ISO standards to help develop better 

regulation, knowing they have a sound basis thanks to the involvement of 

globally-established experts.

The approach and need for standards may be different, but we have a common 

need for them.

Source: ISO
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Third party certification comes into play
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The cost of low trust is going to put companies out of business.

Self declaration of trustworthiness seems not to be sufficient nowadays. Each 

daily summary of product vulnerabilities and company pitfalls is a sound proof.

The front-end integrators, product vendors and service providers need to start 

mitigating their supply chain risks if they want to survive.

Third party participation is required in all aspects of trust building: standards 

development, verification, validation and certification of technology, processes 

and services.
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Thank you

Miguel Bañón

Global Technology Leader for Cybersecurity

mbp@epoche.es
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