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ience — Emergency management framework

6 Prevention

6.1 General

Prevention refers to activities that eliminate causes and conditions leading to emergencies or disasters
and focuses on eliminating or reducing emergency risks in order to protect human lives, health,
livelihoods, assets and services.

Prevention includes:
- riskassessment (6.2);

- risk treatment [6.3);
- impact reduction (6.4).

6.2 Riskassessment

Risk assessment may include:

- hazard identification, monitoring and forecast of events (Annex A):
- assessment of the risk of an emergency (Annex B).

NOTE: A general guidance on risk assessment is provided in I50 31000. The specifics of assessing the risk of an
incident /emergency is addressed in Annex 4 and Annex B,

6.3 Risktreatment
Risk treatment can be done in accordance with 150 31000 and includes:
- selection of risk treatment options;

- preparing and implementing risk treatment plans;
- monitoring and review.

There is no universal risk treatment applicable to all hazards. Preventive measures are hazard-specific.
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Operational Risks
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Unconventional Emergencies

b b

AR AR R A FA

2008 K RIKE K EH

20144F12 F 31 H g4 AR 7 = 4

20155E8 12 H REHHAF fE AL dh AR K S i

2015412 H 20 H IR B K

201943 H 21 HIL 75 7K fe b it B S ik




Background

| Improve the emergency risk
Risks Management within management and control system

Emergency Management Framework _

Establish and improve emergency risk assessment

D standards

Conduct a national comprehensive risk survey of

D natural disasters

Strengthen safety production risk management and
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Improve public health, food and drug safety inspection
and testing and risk prevention and control systems
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3 FEHEE Improve the three-dimensional social security

revention and control system
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Improve the three-dimensional social security
prevention and control system
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Risk for Urban Safety
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Build a group of safe development  Build a safe and developed city that is
demonstration cities thatare compatible with the basic realization of
compatible with the goal of building  scialist modernization.

a well-off society in all respects _
Accelerate the establishment of a safe
development city based on the central
urban area, driving the surrounding areas,
radiating counties and townships, and
benefiting the people's livelihood
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Dual Prevention System on Risk

‘ Carry out security risk identification

‘ Scientifically assess the safety risk level
Construct

double _ —
prevention Effectively manage security risks

mechanism
Implement security risk announcement
warning

Establish and improve the hidden danger
investigation and management system
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Background

Strengthen Emergency Management

On November 29, 2019, the 19th collective study of the Political Bureau of the CPC
Central Committee — emergency management system and capacity building.

The hidden dangers and safety risks of various accidents in our country are intertwined
and prone to occur frequently, and the factors affecting public safety are increasing.

It is necessary to strengthen risk assessment and monitoring and early warning,
strengthen the safety risk investigation of key industries such as hazardous
chemicals, mining, road transportation, and fire protection, and improve the
comprehensive monitoring of multi-hazards and disaster chains, early risk
identification, and early warning capabilities.
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Risk Assessment Principles
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Risk Assessment & Urban Safety
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Current Situations %

National and local standards \

related to risk assessment

o e ek s

related to risk assessment

GB/T 23694-2009 Risk management terms
implementation guidelines
1SO 31000 Risk management — Guidelines GB/T 27921-2011 Risk Management

Risk Assessment Technique
Risk management — Risk

ISO/IEC 31010 . Safety Production Risk Assessment
assessment techniques DB 11/T 1478-2017 Specification for Production and

SA/SNZ HB 436: 2013 Risk management guidelines  Business Units (Beling)

DBAT 1645-2018 Regmngl igﬁ;gtt)ilolsﬁl_(l E,zé;ls{::z)ssment
SA/ISNZ HB 89: 2013 Risk management guidelines | P o

DB37/T 3546-2019 Regional S'.gcur'ny Risk Assessment

Specification (Shenzhen)
DB 4406/T 4-2019 Regional Security Risk Assessment

Specification (Shandong)




Current Situations

ISQ 31000 Standards

PR T A6 H A JUF R A | AT JUF 44T Risk analysis PR A
Risk identification | Control analysis | 5 5 ot JA % 4] Risk evaluation
Consequence | Likelihood | Level of risk
et S a4 NA A SA NA NA SA
LA Bayesian analysis and Bayes nets (A-SA) (SA-SA) | (A-SA)
A i ¥ F % Bow tie analysis NA SA A SA A A
(A-SA) (A-SA) | (SA-ISO)
Sk AL 7% Brainstorming SA A A A A A
(NA-SA) (NA-SA) |(NA-SA) | (NA-SA)
A % % 9 4+ A7 Business impact | A NA SA A NA A
analysis(BIA) (A-ISO)
FBE L5 M %24 Cause and effect | SA A SA NA NA NA
analysis
FF 44 Cause-consequence analysis | A A SA SA A A
& &K Checklists SA A A NA NA NA
(NA-ISO)
Pl 48 £ Consequence/likelihood | SA A SA SA SA A
matrix
B R 3 4 A Cost benefit analysis | NA A A NA A A
(CBA) (A-ISO) (SA-ISO) (A-ISO) (SA-SA)
W4T Decision tree analysis NA NA SA SA SA SA
(A-SA) (A-ISO) (A-ISO)

Risk management principles,

Risk assessment method
framework and process




Current Situations

UK Urban Safety Risk Registry

London Risk Register NKTL\ID\ ﬁ\%\ SRk . ATREE & B Matrix A - Hazards, diseases, accidents, and societal risks

Mo, XEogk. EEfEmwm. Zich
Version 6.0 February 2017 | Ej & E %ﬁ-\lf-l_&lj

Risk D Outcome Description/Variation and Further Impact Score Controls in Place Review Dates

H - Mational Information Ofthe risk Existing risk Date of last review
HL— Local Response Describes the key consequences of the risk, consequences management and date of next
L— Locally Applicable provides additional detail around local variation arrangements scheduled review

from national planning assumptions

Impact severity

Risk sub-

- e i Outcome Description/

Variation and Further Information R

Likelihood

Assessor)

I Industrial and Enviren Pollution Incidents

Risk Category Likelihood Score Risk Rating
Of the risk uccurring in S,‘c'al? based 0“, Likelihood of occurring in the next five years
the next 5 years likelihood and impact

UK City Risk Registry UK Country Risk Registry
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Risk Assessment for hina Urba Safety

= e

BRI
. I 3
Basic Framework A wE | [wsde] [Rebbi
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» 1. Assessment background A | UK. AdE TR
: : 9. = s
» 2. Evaluation method and basis X | R wnvl =
+ 3. Natural disaster risk assessment / AR J s {%
» 3.1 Weather disaster risk assessment > g > i — —\ A
» 3.1.1 Elements of Meteorological Disaster System RE LT " B0 T~ o q:: j%:
« 3.1.2 Analysis of the status quo of meteorological disasters \ > SNAZIE R iy
« 3.1.3 Analysis of main hidden dangers of meteorological o i e R HEIE | |
disasters i
» 3.1.4 Risk identification results L s
» 4. Accident disaster risk assessment H
« 5. Public safety risk assessment | 1T |
* 6. Social Security Risk Assessment - ——— — ‘
» 7. Risk response measures T %E‘L J‘%” i SRR T ks BEACDS Jal
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» Annex Il Introduction to common risk assessment methods




Current Situations

Risk Assessment for China Urban Safety

Basic Framework

+ 1. Assessment background

» 2. Evaluation method and basis

« 3. Natural disaster risk assessment

+ 3.1 Weather disaster risk assessment

« 3.1.1 Elements of Meteorological Disaster System

« 3.1.2 Analysis of the status quo of meteorological disasters

« 3.1.3 Analysis of main hidden dangers of meteorological
disasters

« 3.1.4 Risk identification results

* 4. Accident disaster risk assessment
« 5. Public safety risk assessment

* 6. Social Security Risk Assessment
* 7. Risk response measures

 Annex 1 Summary of Public Security Risk Sources (Points)
in Area X

» Annex Il Introduction to common risk assessment methods

v

1) Typhoon

The main cause of the typhoon disaster in Area X is the strong wind, heavy rain and storm
surge brought by the typhoon, which affect the safety of sea, land and air transportation,
ports and docks and construction sites, and cause the collapse of trees and billboards,
injury and waterlogging. Luohu District encountered 11 typhoons from 2010 to 2012.
Among them, 4 typhoons affected Luohu District in 2010, namely "Santo", "Lion Rock",
"Moranti" and "Fanyabi". , The meteorological disasters caused by the 4 typhoons were

relatively minor, and the relatively serious impact was "Santo"; in 2011, there were 2
typhoons that affected Luohu District, namely "Haima" and "Nasa", and 2 typhoons
caused Meteorological disasters are relatively mild; the number of typhoons affecting
Luohu District in 2012 was 5, and the severity of the impact was the most serious in
recent years. The impact of wind and rain in “Vicente” was the most prominent, and
“Vicente” was The typhoon that caused the most rainfall and the longest rainfall duration
in Luohu District in the past 10 years.




Current Situations

Basic Framework

Source Scope and Distribution

+ 1. Assessment background hoon induced flood h nfal

« 2. Evaluation method and basis 1 g?;gs(t)grn naucedTioo IZF :)on T (el ST All

» 3. Natural disaster risk assessment : _ :

+ 3.1 Weather disaster risk assessment Strong winds and thick | Aiport, maritime traffic, urban

» 3.1.1 Elements of Meteorological Disaster System 2 | fog cause traffic accidents | Strong wind and fog expressway

« 3.1.2 Analysis of the status quo of meteorological disasters by sea, land and air

» 3.1.3 Analysis of main hidden dangers of meteorological R Strong winds and thick o Outdoor electronic equipment,
disasters 3 | fog cause traffic accidents | Thunder and lightning o0eN Shace crowd

+ 3.1.4 Risk identification results by sea, land and air PEN sp

« 4, Accident disaster risk assessment

« 5. Public safety risk assessment 4 | Air pollution Haze Al

* 6. Social Security Risk Assessment

* 7. Risk response measure.s . | | 5 High temperature Heat Relatively closed working space

 Annex 1 Summary of Public Security Risk Sources (Points) In X area
in Area X

» Annex Il Introduction to common risk assessment methods
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Risk Assessment for China’s Urban Safety
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* 0. u I I X ° %
+ 3.1 Weather disaster risk assessment | e (ol
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Risk Assessment for China’s Urban Safety

Basic Framework

+ 1. Assessment background

« 2. Evaluation method and basis

« 3. Natural disaster risk assessment

+ 3.1 Weather disaster risk assessment ‘ P e pared NessS SySte m
+ 3.1.1 Elements of Meteorological Disaster System

« 3.1.2 Analysis of the status quo of meteorological disasters

« 3.1.3 Analysis of main hidden dangers of meteorological ‘ Emergency response

disasters
« 3.1.4 Risk identification results
* 4. Accident disaster risk assessment :
« 5. Public safety risk assessment ‘ Emel‘ge ncy SU ppl |eS
* 6. Social Security Risk Assessment
* 7. Risk response measures

» Annex 1 Summary of Public Security Risk Sources (Points :
X Y Foms ‘ Emergency drills

» Annex Il Introduction to common risk assessment methods

‘ Emergency management platform

v



Current Situations

Risk Assessment for China’s Urban Safety

Basic Framework (Cont)

* 1 General

» 1.1 Definition of risk assessment

* 1.2 The purpose of risk assessment _ St S e
« 1.3 Scope of risk assessment * 5.2 Compile a prioritized risk list

» 1.4 Principles of risk assessment * 6 Risk treatment

» 2 Risk assessment preparation » 6.1 Principles of risk disposal

» 2.1 Develop an evaluation plan * 6.2 Means of risk reatment

« 2.2 Describe the assessment area * 7 Risk communication and monitoring

+ 2.3 Job security and mobilization * 7.1 Risk communication
+ 3 Risk identification * 7.2 Risk monitoring

* 5 Risk assessment
* 5.1 Risk comparison and ranking

» 3.1 Objects of risk identification *8appendix
» 3.2 Methods of risk identification * 8.1 Scope of application -
« 3.3 Procedure for risk identification * 8.2 The basic process of risk management

» 8.3 Description Form of Basic Information of Risk Assessment in Area X
* 8.4 Emergency Risk List

* 8.5 Scene description template

* 8.6 X zone damage parameter critical value setting

* 8.7 Risk Analysis Template

* 4 Risk analysis

* 4.1 Risk scenario description
* 4.2 Possibility analysis

* 4.3 Consequence analysis

* 4.4 Determination of risk level




Current Situations

Risk Assessment for China’s Urban Safety

Risk Assessment Basic Information Report | Emergency Risk Identification Form
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Latest Development

Standardization

* Risk assessment workflow
* Risk list and risk registration form

* Risk assessment classification
criteria

* Risk Assessment Index System
* Risk Assessment Report Template

Risk Assessment Standards for Urban Safety
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Recommended Principles

* Risk scenario setting method
* Risk probability analysis method
* Risk consequence analysis method

* Risk monitoring and inspection
methods

* Risk management strategy




Latest Development

During the “14" Five Year Plan”

Risk

Classification

+ Basic process
* Basic contents
* Risk list

Urban public safety risk assessment scenarios

Conventional .
ol + Basic contents
Ris + Basic
requirements
* Recommended
method
\ y
Unconventional
Risk

* Basic process and main phase methods and requirements,
scenario application

Risk Assessment

+ Basic contents
* Basic
requirements

* Recommended

method
\ y




Latest Development

Drafting Requirements
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Risk Classification
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Process for Risk Classification

Consultation
Inspection
Survey
Brainstorm
Mapping

System Analysis
Delphi method
Scenario Analysis

Checklist
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Risks Analysis
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Risks Analysis Process

Bayesian analysis
Butterfly diagram
Business Impact Analysis
Causal analysis
Comparative Analysis
Hazard and operability
analysis

Human Reliability Analysis
Scenario analysis

Delphi method

Simulation calculation



Latest Development

Risk Assessment Single risk source risk analysis template for urban
o public safety
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RN E X 5

Awarded Research Projects

Title

Summary

Status

"Research on Technical Standards for Urban Security
Risk Prevention and Control" (Key R&D Project,
2018YFF0213304)

"Comprehensive Risk Assessment Technology for
Public Safety of the Winter Olympics" (Key Ré&D
Project, 2018YFF0301000)

Research and Application of Safety Risk Assessment
Technology, Standards for the Winter Olympics
(2019YJ059)

Develop the standards and the urban public
safety risk inventory

Develop standards for urban public safety
risk identification, risk analysis and scenario
construction

Develop relevant standards for risk
assessment of the Winter Olympics

Active

Active

Active
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Research Project Support
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Research on technical standards for disaster and risk prevention
and control in important fortified buildings, ports and marine
scientific research
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Comprehensive Risk Assessment for Public
Safety of the Winter Olympics
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The 14" “Five-year Strategy”

Assessment

Classification
criteria

Evaluation method
Evaluation Report

Risk

Management

Risk retention
Risk Aversion
Risk transfer
Risk control

Safety
Management

Risk
Management

Emergency
Management
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The 14™ “Five-year Strategy”

WG 01 Ri&
(Terminology)

WG 03 B 2 #E
(Emergency management )

Best Practices Internationalization
(Authenticity, integrity and trust for products and documents )
[] Pilot [[] Exchange (Conmnts renires)

WG 06 Z 3
1SO/TC 292 %4 511 (Protective security)

[[] System [] International standards cran ) || We o7 KA E T

(Guidelines for events)
WG 08 I 22 4

[ ] Database [ ] Conference and webinar (Supply chan securiey

WG 09 fEHLE
(Crisis management)
CG Bk&% 4
(Communication group)

DCCG K E R &EH

(Developing Countries Cooperation Group )

UNCG Bt [ & 1E4L
(UN Cooperation Group)

4

Safety Development ’ Dual scheme
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Internationalization

WG 01 Ri&

(Terminology)

WG 02 &S 5 WM

(Continuity and organizational resilience)

WG 03 [ 2 B

(Emergency management )

WG 04 7= i AR B St . SE BT

(Authenticity, integrity and trust for products and documents )

WG 05 L [X#)14:

1SO/TC 292 4= 5 H)) 1tk

(Security & resilience)

(Community resilience)

WG 06 “ZZ {3

(Protective security)

WG 07 KALE BN 2416/

(Guidelines for events)

WG 08 ft Nk 2 4

(Supply chain security)

WG 09 fEHLE HE

(Crisis management)

CG B4

(Communication group)

DCCG K E R &EH

(Developing Countries Cooperation Group )

UNCG Bt E & 1E4H

(UN Cooperation Group)
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6 Prevention

6.1 General

Prevention refers to activities that eliminate causes and conditions leading to emergencies or disasters
and focuses on eliminating or reducing emergency risks in order to protect human lives, health,
livelihoods, assets and services.

Prevention includes:
- riskassessment (6.2);

- risk treatment [6.3);
- impact reduction (6.4).

6.2 Riskassessment

Risk assessment may include:

- hazard identification, monitoring and forecast of events (Annex A):
- assessment of the risk of an emergency (Annex B).

NOTE: A general guidance on risk assessment is provided in I50 31000. The specifics of assessing the risk of an
incident /emergency is addressed in Annex 4 and Annex B,

6.3 Risktreatment
Risk treatment can be done in accordance with 150 31000 and includes:
- selection of risk treatment options;

- preparing and implementing risk treatment plans;
- monitoring and review.

There is no universal risk treatment applicable to all hazards. Preventive measures are hazard-specific.
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