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METRIX#77 .
Preparedness - 3" Wave Imperative




METRIX 15t Wave: 1850 to 1975

Market-Driven, Process Improvements

* Focus on Cost and Volume

* Theory “X” Management

e Assembly Lines
* Trade Unions

e Wealth came from “raw
materials” and production
facilities




METRIX The 2" Wave Began In 1975

Market-Driven Product Improvements

e Cost and Volume is assumed
 Theory “Y” Management

e Quality Circles

e Shift to Low Cost Labor Sites
* Development of Outsourcing

e Wealth comes from Process “Know-
How”

= -:.:ih &
W L 1
THE RACE FoR Quaumy HAs No FinisH LiNE-
50 TECHNICALLY 1T°5 MmoRE LiIKE & DEATH MarcH,




METRIX#77
ETRIXZ, Now the 3" Wave

* In the United States and Europe, supply chains are 4 to 7 layers
deep (Farm to Fork)

 Some are dozens deep.




METRIX#/7

Reliable and Predictable

Can You Be Depended On?

= Cost & VVolume is
Assumed

= Quality 1s Assumed
= Regulation is Increasing

= Shift to Reliable Sites







METRIXZ77 The New Corporate Office - HomeSourcing

A new dimension in the preparedness challenge

According to the
Brookings Institute,
15% of the value of
an enterprise resides
In tangible assets,
while 85% rests In
Intangible assets -
the largest part of
those Intangibles
being information.




Focus on education and incremental development



METRIX A Mentoring Role: 2" Party Assessments




METRIX#77 . . . .
Dealing with Executive Resistance?




MEIRIXZ77 Eyolution of Justification Argument - General
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METRIX# Example 1: The Telephone

Gen.eral A Multi-functional
Operations & Indispensible
©
8 Business Tool f
Shift
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; Use
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Market
Penetration
Non-
Specific >
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Value (None Needed)

Argument Type



MELRIAY7 Example 2: The PC

General 4 Fabric of
Operations Society
ge, The Internet Culture
o e Interne <pift
s
= Identified
; Use
o
I The “Killer App”
: Spreadsheets
: Word Processing
: Others
| Entertainment
Non- & .
o Education
Specific >
Soft S Hard $ Obvious Ubiquitous
Value (None Needed)

Argument Type



METRIX#77 Small and Large Business Preparedness

Q@(@ Resiliency
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I
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gty How Soon?

The works of two authors

Malcolm Gladwell: The Tipping Point

Geoffrey A. Moore: Crossing the Chasm

2.5%
Innovators




Supply Chain Leads the Way

\'\_ Y
N N =2

: o
\pgly Chain Execution




METRIX And Waiting in Line

The Other Arguments

—Governance
—Valuation
—Compliance
—Risk Management
— Liability

—Supply Chain

Part of the necessary evolution of Public-Private collaboration and executive
acceptance of the value of preparedness







METRIX#77 .
Making Progress, But More to Do!




METRIX
The Small Business Challenge

22



METRIX777 The Mechanics of ISO Auditing




METRIX There Are 9 Types of Audits

3

ersions
t
1. Organization Registration/Certification * 1°* Party
2"d Party

e3rd Party




METRIX The Process

3"d Party Audits consist of 2 “stages”
= Stage 1: Document Review
= Stage 2: Onsite inspection and discussions. Evidence-based
o No claim of statistical significance can be made!
o Some standards establish guidelines (1SO 28001)
o PS Prep standards do not use these guidelines (ANAB decision)
= No consulting can take place!

Audit plan must be submitted in advance and agreed to by both
parties. Discusses location, logistics, and process.

Management should be present for the beginning and end as well
as for discussion on an “as needed” basis.

Have your paperwork ready. This is not covered in a Stage 1



The Audit Process — Stage 1

METRIX#77




METRIX

Stage 2: On-site Audits

» Executive Interviews

 Team discussions

e Survey’s

* Record inspections
- Not Statistical Sampling

* Documentation review
* Training records

e Contracts review

* Observations

« Customer correspondence




METRIX Sample Stage 1 Report

BS 25999-2 STAGE 1 AUDIT REPORT

1. Complete the follmwing table of locations to be induded in the scope of the audit Confimn infomation with
the erganization; DO NOT RELY OM INFORMATION INCLUDED IN THE F-27F. Mote: K distinct addresses
exist for adjacent buildings, then these mustbe listed.

Address Description of activities # of employees | # of Shifts

w

Planning the Business Continuky Management System

Za, Has e organzation defined the scope of
its business continuity management system
(BChS)?

O CONFORMS COMOMCONFORMS COCOMCERN

Evidence of confomnity, nonconfomity, or concems for
followe-up at Stage 2:

Documentthe scope here:

List any exdusions hene:

Summ anze justification for organization’s exdusions
here:

the organizalion identfied the key
products and senvicas within the scope of its
BChST

COCONFORMS COOMOMCOMFORMS COCOMCERN

Evidence of confomnity, nonconfamity, or concems far
follow-up at Stage 2:

%...Haz the arganizabion et business continuity
objectives that reflact consideration of the
following: requirements for business continuity;
arganization al objectives and oblig ations;
acceptable lewel of fsk; statutony, requlatony
and contractual duties and interests of its key
stakeholders?

O CONFORMS COMOMCONFORMS COCOMCERN

Evidence of confomnity, nonconfomity, or concems for
followe-up at Stage 2:

d. Has the organizaion  documented a
business continuity management policy that

OCONFORMS COONOMCOMNFORMS CJCOMCERN




METRIX Opening and Closing Meetings

This is where the work really begins
Auditors will expect management to be present

They will ask for confirmation of the scope statement

Suggestion:

= Don’t volunteer to activities that are out of the plan
=Don’t let someone who is not briefed on the protocol, speak!

The auditors will follow a prescribed format



METRIX

Typical Audit Plan

Aodites Name: I
Address:

Fhiome Mamber:
Marnzgerment Representative:
Aodit Homber:
Budit Critena/Standard:
Type of fudit: [Registration, Sunceillance #, atc.
Aodit Date(s):
Lead Auditor:
Podit Tearn:
Technicd Expert(s]:
Ernployes Count:
MNurrberof Shifts:
Riewi=ion of the audt plan:
Budit Scope: auditar-days | days on-sitel days aff-ste) of ‘s managament systam for
the finset dessrpthee scope stEtement hers].
SIC/ELMACE Code:
Aodit Objectives: To assessthe adequacy, effectivenass and corfommance of ‘= maragement system, by
renviening the extert to which:
= The erganization adheresto its own policies and procedures,
= The organization conformes with the requirements ofthe standardtechnical specifieation, and
=  The organization i effectivetly achieving ts own objedtives.
= [inzet any other objectives hare]
= [inzet any other objectives hare]

Reference Documents: The audit will be conducted in accordance with:
= 15019011 2002, Guidelires forgually avlbremnvinmmental srRems avdiing

= PJIR-4 Handhoodi for Qually, Ervimamental, and Cooepational amd Sty Management Syses amd
Fesporsiok Care & Avddors

= PJIR-11 Aucd Matrzes, Rew. Dated

=  PRO-3, R Registabion Madslogo Use Pfocedre
= [inset any other reference document s hears]

= [inset any other reference document s hears]

Budit Working Language:

budit Reporting Language:
Matters Relzted to Corfidendiality: Bccept where required by law, statae orthe regulaions of ts accrediation
bodies, PJR treas a= stricthy confidential any information that comes into ks possession during pre-audi, audit,
and post-audi activities.

Resource Reguirerments: Please provide 3 hard copy of your documentaion, a simple lunch on-sie, aceess to
photocopy and facsimile equipmert, and a private work area for auditor review.

Mote 1: The times, processes and elements audied are subject to change as condtions wamanit.

Mote 2: Auditors assume all infammation included on this audit plan is comeat, unless notified othenvize bythe
audites.

F Site tore: I

Date: September30, 2008

Time Frocess Clause Numbers Auditor Audites
Process sames mustmirmor os e processes wed h the Likdyto be (Name, fte | (Name, tte
Axitee’s IWEracton of Processes. THEs otclnses mom | A difed andior andan
fhe AppIopriat: stancand are iotacc: pabk bor an Ity L=
QENETk pROCEES A &g,

TO0am | Uperning MMESting

--Re-verffization of Scope:facilties, employees,
senies

--Introduction of PR audi team and UABCM team
--Introduction and ground-rules for DRSS witness
team

2R FLANHRMALG 7 BCM TETECTTRE T FILAT AT OHFTH

- U ey buginess progesses § products § senices G162, 41,432

-- LA policy and objectives
-stautonsregulatonscontractual duties
~-Intema Audit Findings—f ocus for verfication
--hanagemert Rewiew
--opportunity for improwemert (action tems)
--prevertive and comective ations

--Blad Risk Anabysi Review

TTI0 CTMFLIACEFRUOCE 4. 3, 34,74, | OF
-- Rigks, Criticality, DisruptioreAmpact, WTO, RTO 3

--Dependencies § Outsouring—irks with Toledo

- Resoumes

--Inidert resporee S managament plars

--Exercizing

--Compatensy

--Records ! Document Cortrok

TTI0 FARTHG FRUCE 4, MNE T R
-- Risks, Criticality, Disnuptionsdmpact, WTO, RTO 3

--Dependencies § Outsouring—irks with Toledo

-- Resoumes

--Incidert resporse S managament plars

--Exercizing

--Competency

--Records ! Document Cortroks

TZ5E0pm | TR ETNG DORCH—AOUTTUR TALTCTT

LRE] TEAOHL FRUCE! 4. 3, 34,74, | OF
-- Rigks, Criticality, DisruptioreAmpact, WTO, RTO 3

--Dependencies J Ou=ouning—Links with Toledo

- Resoumes

--Inidert resporee S managament plars

--Exercizing

--Compatensy

Execating bowger worklvg honrs I azhgk daycanictbe wsed a a strategy © decre ace the required avdbor-days exce pth
the case of andiieg procecton on oFchiE .

I akition o thl avditplan, the crganzation's sequence and B @RCton of process e £ hovldbe canmkd by each arditor awd
ek rrec o thronghont the andit, as e eded,

30



METRIX

Audit Plan Continued

—-FRetordE ; Jocument Lok —ExercEng
--Compatency
--Records f Document Cortroks
TS T ARRING F TELEFHTUNT LE TS FINANCTEL MAENACEWMERT FREULTE!
-- Rishs, Criticality, DisruptiorsAmpact, WTO, RTO -- Risks, Critizality, DisroptiorsAmpact, WTO, RTO
--Dependencies § Oubsouming—Links with Toledo --Oependencies § Ousouming—Links with Toledo
- Resoumes - Resoumes
--Inzident response f managemert plars --Inzident response fmanagement plars
--Exarcizing --Exercizing
--Compatency --Compatency
--Records J Document Controls --Records J Document Cortrols
L5 AOUMOR CAOCOE——werhcation of framng UB/LH 0 BUME ORI URTNG FROCESS—INTERHAL I 17, 45 34,73,
records; eview of exemise reconds and BCh ALDIT PROGE AW histAGBENT 33,324
amangemerts £ change controks, Rewiew for Day 2 --plansischedules
L5 Oy T Femem oith DABCHT Tean --pracedures
--auditor compatancy
OAY October T, 200 --reviem of CAPAdocumentation jprocedures
TO0am | Amve & ste—dentmy ary SUdt plan changes FIT AOOTTOR TAOCO G- ermcation of franing recons
LR E] CLTEYT HTERFACE & CLTENT FAFERITORE FT AT, &3, 44,34 [ U6 and BCh amangements ¢ change cortroks.
PROCESSES 33,324 G55 D=y £ Femen uith DABCR Tean
-- Righs, Criticality, DisruptioreAmpact, MTD, RTO
--Dependencies § Outzouming—Links with Toleda OAT Dctober 7, 20
- Resoumes | g00am | OF MCIOERAT RESFONSE STROCTORE | 3.0, .4, %43, 3.844, | OB/LH
--Incident resporse fmanagemert plans AMDOWERIFICATION OF CONTIMUITY S INCIDBENT | 3.4.2 324
--Exercising FLANS
- Compatensy --Mesources
—-Records / Document Controks --staieholder communicaion
R E] TWFRIL HAROLIAG FROCE T AT, 33,39, 343, | LB --straegies
- Risks, Criticality, DisruptionsAmpact, MTD, RTO | 3.3, 3.2.4 ~media inerface
--Dependencies ¢ Ousouming—Links with Toledo LB AOOMTOR TAJCE, FOCCO- TR TS S0ES, UBLH
.- Resoumes REPORT PREPARATION—Pre-Clasing hieeting
. with Auditze
--Inzident response f managemert plars
- Exersising TZ30pm | CLOSTHGTEETTHD
—Compatensy TOUpm | End of Pudi—Leave Sie
--Records S Document Controls
150 WAEREETNTNG FEUCE! 137, 3353334 | LH
- Risks, Criticality, DisruptionsAmpact, MTD, RTO | 3.3, 324
--Dependencies § Outzouming—Links with Toleda
- Resoumes
--Incident resporse fmanagemert plans
--Exercising
--Compatenty
--Records f Document Controks
TI30pm | WOR FIAG IOHAC A—FO0TT OF, CAosT
LBE] CLTERT ODATARASE EWER-SITE FENEGEAEAT (3132, 3.7, 34,78 | U6
PROCESSES 33324
-- Rishs, Criticality, DisruptiorsAmpact, WTO, RTO
--Dependencies § Oubsouming—Links with Toledo
- Resoumes
--Inzident response f managemert plars

31



METRIX A Typical Audit Module

<Enter Name of Organization, Institution, Company Here>

2 B (Red) Major Mon Confor
3 HRS Models Additional Material Audit Performance Timeline {Lavendor) Minor Mon Conf
4 drange) Ohseryvation
5 B (Green) ftem documented,
RN 12 Areas of Zone |NFPA 1600 Standard on Disaster § Emergency Management & Business . Major Minor |Observation|Conforms | N/A or Corle_ctlue
Priority Control Priority | Continuity Frograms Eanplefilente HonCom | HonCom Out of _nctlon n (Black) Hot applicabl
Timeframe pplicable.
G Scope
7 1-6 1-5 L L L IMonth ‘fear
g 0 0 | 0
3 ||Chapter 4 - Program Management
n Governance 4.1 Leadership and Commitment
4.1.1 The entity leadership shall demonstrate commitment to the program to
prevent, mitigate the consequences of, prepare for, respond to, and
1 recaover from emergencies,
12 4.1.2 The leadership commitment shall include the following,
(17 Policies, planzs, and procedures to implement and maintain the
13 BrOGraI,
% (2] Resources to support the prodram.
15 [3) Reviesvs and evaluations to ensure program effectiveness.
& (41 Correction of deficiencies.
4.1.3 The ertity shall adhere to policies, execute plans, and follow:
7 procedures developed to support the program.
4.1 4 Leadership shall integrate with, complement and naot replace policies,
13 plans, procedures or defined responsibilties
4.2* Program Coordinator. The program coordinator shall be appairted by
13 the ertity and authorized to administer, evaluste and maintsin the program.
20 4.3* Program Committee.
4.3.1* & program committee shall be establizhed by the ertity in
| accordance with its policy,
4.3.2 The program committee shall provide input to or assist in the
coordination of the preparation, implementation, evalustion, and revision of
2 the program..
4.3.3 The program committee shall include the program coordinator and
others who have the expertise, knowledge of the ertity, and the capability
toidentify resources from all key functional areas within the entity and
23 shall zolict applicable external representation.
4.4* Program Administration. The entity shall have a documerted program
24 that includes the following:
(1) Executive policy inchuding vision, mission statement, roles and
25 responsibiities and enabling authority
26 (21 Program goals, objectives, and method of program evalustion
27 (3PProgram plans and procedures to include the following:
28 1. Anticipated cost
23 2. Priority
30 3. Time to accomplizh
k]| 4. Resources reqguired
(43 Applicable authorties | legislation, regulstions, and industry codes
32 of practice hd
M 4 » My Compliance Dashboard /MRS Dashboard ' Master Compliance Worksheet ¢ Auditor's Worksheet [/ 1 »

EAdiF BIIRY



el Types of Findings

e Auditors have 5 options

— Conforms to Standard — Goal of every audit!

— Minor (Partial) Non Conformance
» Single lapse, isolated incident, not likely to cause systemic failure

— Major Non Conformance
* Systemic breakdown
e Pattern of failure or breakdown of policy/ procedure

* Absence of a required or necessary control/ procedure/ policy

— Observation — comment on out of scope item (rare)

— Not Applicable — asked to comment on an out of scope item

33



METRIX . .
Audit Evidence

e |dentify appropriate sources of information

e Collect/review an appropriate amount of information
— This is not a statistically significant sampling exercise
— Evidence may be gathered in many ways

* |nterviews

* Records, including meeting minutes, sign-in sheets, copies of presentation
material, post-meeting follow-up notes, emails, copies of contracts (esp. if SLA
are involved), etc.

e Team/Department meetings and discussions

e QObservations

e The goalis not to find problems, but indications and patterns

34



METRIX . .
Audit Details

* Occasionally, auditors may ask for a chance to “huddle.” Please provide a
private location for this.

e Auditee can also call for a “time out” to review issues and discuss
performance of the audit team

e At the closing meeting each day, ask for a detailed progress report.

e Make sure there is sufficient time at the closing meeting to get clarification
on all findings.

e Stay on top of the auditor to deliver written findings in a timely and
professional manner.



METRIX

Prompt Final Report

Bppendix 3 - Witness assessment checklist

WITNESSED ASSESSMENT CHECKSHEET | Date:
26-27 February 2003

Certification otified Body: Mamber: 0105C CE/HE Assessment Team:
FJR Japan Lead: ashuhide Hagamatsu
Chent company: EPCO Co Ltd, Misuj Life Insuranse | Others:

Seniy Bldg; HF Seniy Makamaghi 41-1, Adachi-kKu, | Mazamighi (BCH contract auditern)
Tolyo Ryo Fujita (BCM contract auditar trainee)

T=uji (PJR management obsennen
Site at Okinawa also visited.

Compary size: Recorded a5 242 in company
supplied ovendem across 4 sites; Tolyo, Okinawa,
ShenZhen and Hong Kong. Proposed that only
Japan offices in scope (butsee comments |ater).
Differing figures obtained during audit totalling 152
Jdapan and 139 China

Ho. ofdays: 4 man-days planned forstage 2 :

~3 effectve man-days days deliverad

Aeereditatinntd ssessmert standard(s):

Andit standards and scope fing RADECE):
I the aenp rians carrestfo the it ISTVIEC 1702 1: 2006 (E)

EZ 25000.2: 2007
Scope:
Type of audit: Initial Stage 2 audit for BCMW

TEAS Assessment team and woles TEAS & s5es sment manager
Martyn Cheeshrough— Lead Brian Hough ot attendivg )
John Sharp— Technical Expert BCh

Mayuke i- Translater provided by PJR
Miyuki Sasaki - Translator prowided by PJR

Audit Plan (15 the plan clear and aclusvable, for IS0 P001 15 it process-based)?
The plan was structured against the dause requirements of BS 25939-2 for each of the o sites, and
indicated where itwas planned for each auditor to wok independenty

Dioes the plan inchade provision to close-cut any previous findings?
Mo specific provisions were included to close out findings from stage 1, atthough these could be addressed within
the clauses listed.

ing Meeting (foes it cover all aspeds in accordance with B0 F 001 %)
Aomell-conducted opening meeting, cowerdng all relevant elements of 150 190411, A suitable review mas
presented atthe end of day 1 and opening meeting on daw2.

Andit Teamn aciinitlies

Chmerall Both members of theteam had suitable equipment and maenals. Ho specific HE:
preparedness requirements

Ir!ter.actm There was little evidence of either formal or informal interaction within the team, other than to
within team =tart and complete sections 3= allocated within the plan. Ourng day 1the lead auditar

performed 25 of the audit questioning, this inzluding the site tour. & times, ewen when
working separately the auditors appeared to be reviewing materal in duplicate- &.g. intemal
audit and management review. Onthe last day there was one example where the team
reviemead the plan to ensure review of preventatice adions was not duplicated. Hance

Pppendix 6 - Summary review by URBS technical expert

Owerall Obsensations

1

e

&

af

s

T

af

af

o

11

1zf

13

There iz 3 clear mismatch betwesn what the EPCO directors and [l auditors see what
BE25999-2 and BCM cowers and the intention of the Standard. Japan looks on BCM as
dizaster necoveny following major incidents, &.9. eathquake. The standard cowers
prevention of diznuptions and recoveny from amy dismptive incident .

In the mainthe EPCO audit looked & the BCMS and the areas covering emergancy
management and IT failures.

The scope of EPCO certification was not cleary defined at Stage 1 and =till appeared ta
miss key elements at Stage 2.

Consideration was not given tathe role of EPCO suppliers, partners and customers in
supplying seniceto the home occupier when considering the call centre. Asothe
assumption was made if the EPCO Tokyo office is destroyed so would the major
customers and suppliers premises. This is more than lkeby notto bethe casein non-
earthquake situations.

EPLC 0 staff awareness was only tested around the existence of the palicy document and
what actions would be taken in the case of an eathquake or ‘blackout’. BCh awareness
was not tested by the auditors at either location.

I hawe no confidance that BEPs for EFCO were complete and cowered the totality of the
call centre operations or Design Services. The auditors did not werfy this,

Ib%iimponance of exercising was not fully appreciated by ERCO and there appeared to be
ezzons leamt’ reports 25 3 resuk of tests already camied out. The auditors did not
pursue this impaortant izsus.

EPC O intermal audit of BCh was not effective at the tme of audit, lack of training.
Caoncems with the way auditors, (both lead and technical), did not funnel down' on BCh
issues within EFCO. There was more in depth investigation on the BCMS and IT areas by
the lead auditor.

Puditor was expressing opinion and giving advice to EPCO inthe areas where he was
experenced, management systems and |T.

There is @ major concem about the serious lack of BCM training across all areas of
responsibility within [JJll The planned courses howewer will be of an appropriste standard
and will be cascaded from auditors to other areas of responsibility.

The Il 73l2s documentation and procedure manuals were satisfactony.

Individual cartracts, job descriptions and career histories were in place for all
employees intensewed.

Contracts, confidentiality agreements and codes of practice wene in place for extemal
contractors.




METRIX Possible Outcomes

Certification/ Registration is awarded!
- surveillance audit scheduled T
DET NORSKE VERITAS
Provisional Certification/ Registration is MANAGEMENT SYSTEM CERTIFICATE
awarded! e
- One (or more) minor non-conformance e
areas MARSON'S ELECTRICAL INDUSTRIES
- Requires a program of Preventative and e Vi A, g 070
Corrective actions B
- Time-sensitive re-examination e ciac e
- May require a re-audit (more expensive) D SRS TRIELITION AND OTHEN ALLIED TRANSEORMERS
Failed Audit frmetory @\ e T
- One or more major non-conformance areas R e
- Multiple (?) minor non-conforming areas oemmmm——



The Goal
- SDoC

Choices

Sample
Evidence

Self Assessments

[v] Can you produce proofthat BIA interviews were conducted?

[v] Do you have records showing that BIA workshops were held?

[] Do you have records showing when and how BIA surveys were used?
[¥] Do you have worksheets showing who conducted the BIA?

[] Does your BIA include RTO and MTPOD calculations?

[] Can you provide evidence that shows interdependencies in the BIA?

More Info




METRIX#77
2o ke Summary Report

Self Assessment Content Self Assessment Findings Self Assessment Documentation
; NiA or . .
Reference Standard Area | . P Minor | Major . ) Mote and Observations on Additional
Element of - BS 2599%: 2007, Part 2 Specification Conforms Out of llustration of Acceptable Evidence Evi

Can you produce proof that Bla
interviews were conducted?

Do you have records showing that BLA
workshops were held?

D Do you have records showing when

Implementing “There shall be a defined, documented and appropriate method for determining and how BIA surveys were used?

411 and Operating || BLA the impact of any disruption of the activities that suppert the organization’s key
the BCMS products and services (see 3.2.1)." Do you have worksheets showing
who conducted the BIAZ

D Does your BIA include RTO and
WTPOD calculations?

D Can you provide evidence that shows
interdependencies in the BIA?

Can you produce proof that Bl&
interviews were conducted?

Do you have records showing that BLA
workshops were held?

D Do you have records showing when

Implementing and how BIA surveys were used?

412 and Operating || BIA Risk Azzezsment Dezcription.
the BCWS Do you have worksheets showing
who conducted the BIA?

D Does your Bl& include RTO and
WTPOD calculations?

D Can you provide evidence that shows
interdependencies in the BIA?

D Can you produce proof that Bla
interviews were conducted?

D Do you have records showing that BLA
workshops were held?

D Do you have records showing when

Implementing and how BIA surveys were used?




METRIX#77 .
allitsad On-going Process
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