Chapter 1: Chief Legal Counsel

Introduction:

Analysis of the legal aspects of cyber risk requires a multi-jurisdictional review of the company’s obligations that evaluates the impact of different jurisdictions in which the company does business and engages in cyber transactions.  Oftentimes, the review involves consideration of statutes enacted well before businesses and consumers became so dependent upon the integrity and security of the data exchanged and stored over the Internet.

Cyber transactions occur in a realm without fixed borders, where information travels at the click of a mouse, whereas laws are typically tied to a state, country or region.  No company is immune from the application of territorial laws to business conducted through the Internet. 

Questions:

1.1
Have we analyzed our cyber liabilities?

1.2
What legal rules apply to the information that we maintain or that is kept by vendors, partners and other third parties?

1.3
Have we assessed the potential that we might be named in class action lawsuits?

1.4
Have we assessed the potential for shareholder suits?

1.5
Have we assessed our legal exposure to governmental investigations?

1.6
Have we assessed our exposure to suits by our customers and suppliers?

1.7
Have we protected our company in contracts with vendors?

1.8
What laws apply in different states and countries in which we conduct business?

1.9
Have we assessed our exposure to theft of our trade secrets?

1.10
What can we do to mitigate our legal exposure and how often do we conduct an analysis of it?

Response:

Within the United States, certain laws relating to security breaches and loss of Personally Identifiable Information (“PII”) have developed piecemeal in individual states.  For example, almost all states have now implemented laws requiring notification of a data breach to affected individuals.  State laws in this area are not uniform and careful consideration should therefore be given to the class of individuals to whom notification must be made, as well as the form of the notification, given that affected individuals will likely reside in multiple states. 

On the international stage, laws and jurisdiction can differ significantly.  With regard to data protection, the European Union has among the strictest standards in the world. PII may not be transferred to a jurisdiction outside the EU unless the European Commission has determined that the other jurisdiction offers “adequate” protection for PII.  In order to assist U.S. companies in complying with EU Directive 95/46/EC, the U.S. Department of Commerce developed a program in consultation with the EU which is known as the U.S. European Union Safe Harbor Framework.  U.S. companies can qualify for participation in the Safe Harbor provided they comply with the seven principles outlined in the Directive: 

· Notice: companies must inform individuals that their PII is being collected and how it will be used 

· Choice: companies must give individuals the ability to choose (opt out) whether their personal information will be disclosed to a third party.  For sensitive information, affirmative or explicit (opt in) choice must be given 

· Onward Transfer (Transfers to Third Parties): companies may only transfer PII to third parties that follow adequate data protection principles 

· Access: individuals must be able to access their PII held by an organization, and correct or delete it if it is inaccurate 

· Security: companies must make reasonable efforts to protect PII from loss, unauthorized disclosure, etc. 

· Data integrity: PII must be relevant for the purposes for which it is to be used

· Enforcement: there must be effective means of enforcing the rules and rigorous sanctions to ensure compliance by the organization

Cyber exposure can arise out of corruption and/or theft of data, loss of trade secrets or competitive advantage, as well as the failure of systems to remain operational and subject the company to class actions and other forms of mass tort litigation, shareholder derivative suits, governmental investigations.

Class Actions

Despite the continued unwillingness of courts to entertain class action lawsuits for negligent failures to safeguard data based on claims associated with the cost of preventing malicious use of personal information as opposed to actual losses associated with fraudulent use, the defense of class action lawsuits is increasingly costly and the potential liability to individuals whose personal or financial data is stolen or compromised continues to be of significant concern.
 

Increased emphasis should be given to the prevention of data loss, including the following steps: 

· inventorying records systems and storage media to identify those containing sensitive information

· classifying information in records systems according to its sensitivity

· refraining from the use of data containing protected information in testing software, database applications and systems

· developing and implementing comprehensive security and privacy policies and procedures and monitoring employee compliance 

· identifying, monitoring and documenting on an ongoing basis compliance with regulatory requirements and contractual obligations with regard to data privacy and security 

· implementing procedures to control security incidents that may involve unauthorized access to and disclosure of sensitive information and to prevent them in the future

· obligating service providers and others that handle sensitive information contractually to follow internal security and privacy policies and procedures and comply with regulatory requirements and monitoring their compliance

· using intrusion detection and access control measures, in conjunction with encryption and other obfuscation technologies, to prevent to the extent possible, detect and respond to security breaches and the loss of sensitive data 

Preparedness for notification is also of increased importance, including such activities as: 

· developing a comprehensive incident response plan and identifying individuals responsible for its implementation 

· obtaining guidance from law enforcement agencies with expertise in investigating technology-based crimes 

· identifying law enforcement authorities to be contacted and any government agencies required to be notified in the event of a breach 

· documenting thoroughly actions taken in response to any incidents and making changes in technology and incident response plans where necessary 

Shareholder Suits

Shareholder suits alleging mismanagement or based on claims of intentional non-disclosure or selective disclosure of material information may result from losses attributable to failures to assess adequately the vulnerability of networks and computer systems to outside intrusions, as well as from ineffective safeguards against and lack of preparedness for data breaches, failures to execute incidence response plans on a complete, competent and timely basis, delays in giving required notifications, and making inaccurate and misleading privacy and data security claims.
 

In addition to the points outlined above, consideration should be given to: 

· instituting heightened board of directors oversight of data security and information technology matters and senior management personnel charged with safeguarding sensitive information 

· increased involvement on the part of audit and risk management committees 

· ensuring that adequate insurance is in place for data security risks 

· evaluating and improving upon the training of employees to recognize the limits placed on the collection, use and dissemination of sensitive data and to identify and respond to security threats 

· ongoing monitoring and assessment of the company’s compliance with regulatory and contractual obligations and performance by third parties of their contractual obligations to the company for data privacy and security 

Governmental Investigations

No matter what the ultimate result of a governmental investigation may be, responding to investigative demands will cost money, disrupt operations, and might harm business and customer relationships.  Given the prevalence of state security breach notification laws, governmental investigation is a risk for any company that handles PII.  Generally speaking, state attorneys general have broad authority to investigate incidents or practices that harm consumers.  Federal laws also impose a variety of data protection obligations and authorize a broad array of agencies to investigate data breaches as civil and even criminal matters. Finally, foreign law – particularly in the European Union – means that U.S. companies must consider the potential for investigations overseas. 

In the United States, at the federal level, a number of agencies may become involved following a data breach.  In some cases, exposure to governmental investigations depends on the company’s line of business.  For example, a health care provider or other entity covered by HIPAA may be subject to investigation (and criminal or civil penalties) for unauthorized disclosures of personal health information.  Similarly, financial institutions that leak personally identifiable financial information are subject to investigation by the financial regulator that oversees their business.  Finally, companies that own or operate chemical facilities must make cyber risk part of their overall risk assessments.  Failing to do so could result in an investigation by the Department of Homeland Security, which may, in turn, lead to an order to cease operations. 

More generally, the Federal Trade Commission (FTC) may use its authority to address “unfair or deceptive acts of practices” (FTC Act § 5, 15 U.S.C. § 45) to investigate any company under its jurisdiction that discloses PII through security breaches.  In some cases the FTC has alleged that companies acted unfairly by violating the terms of their privacy policies.  In other cases, however, these policies were irrelevant.  In these cases, which involved breaches of computer networks that allowed attackers to collect credit card and bank account information as well as other forms of PII, the FTC alleged that the failure to take “reasonable and appropriate” steps to protect PII was itself a violation of FTC Act § 5. In each case, the companies entered into consent orders that require them to implement procedural and technical safeguards, as well as subjecting them to FTC supervision for up to 20 years.

State investigations pose similar risks.  All 50 states, Washington, DC, Guam, Puerto Rico, and the U.S. Virgin Islands have “mini-FTC Acts” that authorize their attorneys general or consumer protection offices to investigate cases similar to those brought by the FTC. Following a major retailer’s disclosure in 2007 that criminals had collected massive amounts of financial information about its customers, state attorneys general launched an investigation. (This was in addition to private and class action lawsuits.) The agreement that the company reached with 41 attorneys general requires it to implement an information security program, test new technologies, and pay nearly $10 million to the states involved.

Internationally, perhaps the greatest risk arises from the European Commission’s Directive on Data Protection.  The Directive, which went into effect in 1998 and is enforced through conforming laws adopted by individual member states, sets requirements on the protection of “personal data” and limits how firms may use and disclose such data.  A safe harbor negotiated between the United States and the European Commission exempts U.S. companies from the requirements of the varying national laws that implement the Directive, but to take advantage of the safe harbor companies must comply with its principles and file an annual certification of compliance with the U.S. Department of Commerce.  A company that does not live up to its statement of compliance is subject to investigation by the FTC. 

Customer and Supplier Suits

A cyber attack can create liabilities to customers and suppliers, including for breach of contracts to perform or purchase services and to acquire or supply products as well as to protect the integrity and privacy of data.  For instance a denial of service attack may deprive customers of access to services for which they contracted, or a hacker may obtain personal information of customers — such as social security numbers, financial information or confidential business information.

Assessing the financial risk of exposure to suits arising out of such liabilities requires an analysis of:

(1) The nature of the company’s cyber transactions.  How, for example, do customers and suppliers depend upon the operation of systems for their business operations?

(2) The nature of the data stored and received.  What, for example, sorts of data from customers and suppliers are stored and transmitted?

(3) The jurisdictions in which the company, and from which its customers and suppliers operate.  For example are there conflicting rules regarding preservation, transmission and protection of data?

(4) Steps the company takes to protect its customers’ and suppliers’ data.  For example, is encryption used, are any customer or supplier passwords adequately protected?

(5) Steps the company takes to ensure it is able to detect and react appropriately to cyber breaches.

 (6) Steps the company takes to ensure that it cyber security is regularly reviewed and updated.

The key to assessing cyber exposures is identical with the key to reducing those exposures: a careful and proactive review of the nature of the company’s transactions, obligations and security and mitigation programs.

Cyber liabilities can sound in tort, in contract or under statutory law.  Tort liability generally arises where a business fails to exercise reasonable care in the discharge of its duties to another.  Despite the widespread use of cyber transactions and the consequent storage and transmission of sensitive and confidential data concerning customers and business partners, the law has yet to define generally applicable, appropriate standards of care in this area.  Perhaps such generally applicable standards cannot be fashioned, for ultimately security is only one algorithm away from being illusory.  What is considered secure is a function of the different technologies available.

Additionally, the scope of a business’ duties with respect to the storage, transmission and preservation of data varies both with the type of data at issue and the nature of the company’s business.  The critical points of which each company needs to be aware is that the protection afforded data needs to be a function of the nature of the data transmitted and stored and, perhaps, most significantly there is no such thing as guaranteed security in cyberspace.  There is always a chance, no matter how unlikely, that what appears to be a secure encryption is broken; and that the most protected system can be hacked or overcome by denial of service attacks.

The key is then to take steps to ensure that what has been done to protect against attacks is as reasonable as it can be.  This means looking at security as a process, which can be updated and amended as reasonably necessary.

With contractual liabilities, exposures may be more controlled, for the standard of care at issue there is one that theoretically at least the parties to a transaction are able to fashion for themselves.  Generally, companies receiving data should be wary of contractual obligations to protect others or to warrant the security of their systems against cyber attacks.  On the other hand, companies providing data to others should look for agreements that appropriate steps are being taken to ensure the security of their data, as well as the compliance with laws governing the treatment of data.

In addition, to contract and tort principles, statutory and regulatory rules impose obligations upon companies’ treatment of electronic information.
 

Outsourcing IT functions to a vendor is something that companies of all sizes consider for a number of reasons - cost savings, the ability to provide better customer service, the availability of specialized expertise outside the company and other practical considerations.  Application Service Providers (ASPs) offer web-hosted business application software that may be preferable to the company purchasing the software for its own account.  The company can pay a monthly rental fee rather than paying for a software license upfront and the internal IT overhead can be reduced.  Data warehouses may have benefits beyond cost savings.  For example, they can mesh with, and increase the value of, operational business applications such as customer relationship management (CRM) systems. 
A company must however balance the cost savings with the risks involved with dealing with any vendor.  Risks include security concerns.  Application software and sensitive data are often installed and stored respectively in a remote facility that is not owned or managed by the company's employees.  Access to the applications and data occur over the Internet, thereby potentially increasing the risk of loss or theft of critical corporate data and PII. 

Warranties and indemnities are a critical part of a vendor contract and should be tailored to meet the needs and concerns of the company.  Warranties generally applicable to all contracts include compliance with legislation and regulatory requirements (e.g., data privacy laws) and a commitment to appropriately protect confidential company and client data.  A more detailed provision of the vendor's obligations is often set out in a Service Level Agreement (SLA).  The SLA should include detailed documentation on security measures, response time to security issues, which should be described in number of hours, and backup recovery procedures.  Financial remedies for security breaches and unscheduled downtime should be clearly stated.  Downtime penalties are usually minor and typically take the form of proportional fee refunds, whereas greater penalties should apply to security breaches, such as a payment by the vendor to the company of a multiple amount of the value of the contract. 

Warranties and indemnities are only as good as the financial worth of the vendor.  Due diligence of the vendor’s financial health should often be combined with a requirement that the vendor have in place appropriate insurance policies, including professional liability and network security insurance.  These types of insurance give the company comfort that a third party has thoroughly evaluated the vendor’s IT infrastructure and financial status.

Trade Secrets and Competitive Advantage

Protecting trade secrets is vital to the competitiveness of companies large and small.  They are also notoriously difficult to protect.  Under most state laws, a company must make “reasonable” efforts to keep such information secret in order to have a legally enforceable trade secret right.  Though this standard gives companies considerable latitude in deciding how to protect their trade secrets, they should carefully consider how to prevent trade secret theft, rather than focusing on what is sufficient to enforce a right after a suspected theft. 

Basic principles of information security can provide a helpful guide to determining what measures are justified by their costs.  Understanding what information is economically valuable to the company and why is a place to begin.  From there, the company might consider how it governs access to trade secrets internally.  In some cases, restricting access to employees with a need to know may be appropriate.  As employees change roles or leave the company, their access to trade secrets should change accordingly.  Finally, implementing a system to audit access to trade secrets can help deter as well as remedy violations of company policy.

Of course, companies must also consider the risks that competitors, business partners, and customers pose to their trade secrets.  Physical security, computer and network security, and contractual measures all have roles to play.  Depending on the type of business involved, a company may be at risk of trade secret theft by highly sophisticated attacks carried out in person, by software, or over its networks.  Attacks in these circumstances may warrant reporting to state or federal law enforcement authorities.

Finally, in some cases, trade secret protection might be incidental if a company has other obligations to protect information.  Serving as a third party processor of PII, for example, might bring with it a contractual obligation to protect the information.  Similarly, performing classified work for the government generally requires a company to comply with regulations specifically designed to govern those circumstances. 

Mitigating Legal Exposure

Once the sorts of cyber liabilities to which a company may be subjected are summarized, the next step is to calculate the companies legal exposure.  This can be done only roughly and heuristically.  The first step is to determine, for each such liability, the likelihood of a lawsuit arising out of it.  Legal exposure then becomes the sum over all such liabilities of the probability of a lawsuit arising out of that liability times the probability of an adverse judgment times the average severity of such an adverse judgment plus the legal fees to be incurred in connection with a lawsuit on this theory.  Theories of cyber liability and the nature of cyber attacks are fluid and, for the most part, beyond the company’s control.  A company can, however, take steps to minimize the likelihood of an adverse judgment as well as the amount of legal expenses. 

Most important is to ensure that the company has in place a proactive approach to cyber security.  But even the soundest approach to cyber security, as noted, cannot prevent cyber incidents and, absent the ability to prove it was properly employed, cannot defend against lawsuits. Security by obscurity is often the weakest form.  And in the legal context, obscurity makes it more difficult both to defend a case and to manage legal expense. Forcing counsel to recreate the steps taken only increases legal fees.  As such, it is important that clear records be kept of what was done and when to address security concerns.  True, such records may make it easier for plaintiffs counsel.  But on balance, where a company has adopted an appropriate cyber security process, such considerations are outweighed by the value these records will have concerning the company’s defense.  Additionally, sophisticated plaintiffs will use the new rules of electronic discovery to fill in any gaps that may exist in the company’s security records, and such discovery can only severely increase the cost of litigation. 

Chapter 2: Compliance Officer
A comprehensive compliance program is the foundation for ensuring that an organization addresses their obligations to maintain compliance at a level commensurate with management expectations.  An effective compliance program must include an evaluation of applicable regulations and security measures implemented as defined by the various regulations and industry practices necessary for that organization.  It is essential that the compliance program has sustainable processes implemented to ensure that those activities occur on a regular and consistent manner.

With the availability of information organizations must maintain an aggressive program to stay knowledgeable of regulations and common practices so that they can reduce the time between identification of a compliance obligation and its implementation.  Finally, organizations must ensure they have control of their processes, control of their data and measures implemented that can verify those controls are operating.  

For purposes of this section, regulated data refers to elements of information such as social security number, driver license number, credit card number or passport numbers.  It also refers to a combined element of information such as connections from Name to Address to Date of Birth.  It is not limited to financial data, but includes elements defined and covered by HIPAA.

2.1 Have we inventoried what regulations we must comply with?
Each organization must understand the regulatory environment in which they operate, both at a global and local level. For example, international banking institutions must comply with Basel II; U.S pharmaceutical and health care providers must comply with the Health Insurance Portability and Accountability Act (HIPAA); Federal Government Agencies must comply with the Federal Information Security Management Act. At the local level, the Massachusetts Data Protection Law requires organizations to take steps to protect personal data. The environment in which the organization operates dictates or defines the regulation in which they must comply with. 
2.2 Do we understand regulated data we have, where it exists and in what format? 

2.3 Are there valid business reasons for collecting the data, if not required by regulations?
2.6 Are all of our procedures and policies with respect to our regulatory obligations documented? 

2.7 Are there (regulatory) requirements we can or have considered opting out of?

Due to the regulatory climate and appropriate business practices, organizations must inventory where their regulated data exists and what format it is stored in.  There are commercially available products that can help automate the process to identify where regulated data is stored.  In order to identify such products, use of an internet search tool with the term “regulated data discovery” will result in a robust list of tools.
Organizations that have good record management/retention program or policy can use that information as the foundation for building a catalog of the location of retained records coupled with information regarding regulated data characteristics and storage locations.  Companies may choose to extend their record management program to include the rationale for the retention of information that may include, IP, Trade Secrets, Copyrights as well as the regulated data components.
Another source of information is the IT department where data is managed (data base administrator), or classified according to a “value classification” methodology that is in place as a standard for the organization.  These individuals can document the reasons for the data to be collected and retained, as well as the reason that regulated data is being collected and retained and what it is used for. It is important to include the data owner or the executive who is responsible for harvesting this type of information.  

As regulations change with regard to valid uses of regulated data, it is important to implement a sustainable process that reviews the data storage and data use on an annual basis.
There are a number of resources and organizations that map the regulatory requirements across different regulations.  The regulations are specific with regard to the data types, and , combinations that define the obligations of an organization to protect that data.  ISO 27002 serves as an excellent reference for the methodology and approach for controls within an organization that sufficiently cover the regulatory requirements.   

 Governance within an organization is key to ensuring an ongoing compliance program is operating.  Governance has many definitions but at the core it is a function of relationships and processes to direct and control the organization’s goals by balancing risk against IT and the supporting functions such as IT.
IT Governance can occur at different levels within a company.  A basic construct must ensure that there is alignment with the organization structure and objectives.  It is very often used to describe project management and control of a portfolio of projects.  The governance oversight includes compliance with regulatory obligations and organizational objectives.   
The Governance processes should include oversight of activities that ensure compliance with regulations or internal policies as well as risk management and mitigation.  Regulatory compliance can be achieved through increased process definition and transparency.  When considering Risk Management, attention is given to safeguarding of IT assets, disaster recovery and organizational continuity and the risks that are related to regulatory compliance. 
It is the responsibility of the organization to evaluate which regulations are applicable to the organization.  This evaluation is not the responsibility of any one individual, but is a shared responsibility between legal, risk, compliance and security.   Not all positions are clearly defined within organizations however, personnel would include, the Chief Privacy Officer, Chief Compliance Officer, Chief Risk Officer, Chief Security Officer and corporate attorneys as necessary.
In certain cases, organizations may partner with other organizations to evaluate the applicable regulations, either directly or through information sharing arrangements or through their risk manager to understand the financial impact of opting in vs. opting out.  A best practice is to perform an ROI or NPV over the alternatives.  There may be indirect financial casualties in civil, shareholder or other suits due to the inability of an organization to demonstrate it’s compliance with the law.  In the evaluation of risk, the risk reduction approaches may be excessive when considered against the cost of an event.  This varies by organization and is a necessary step to evaluate the organizational position.  

2.4 How do we track and monitor compliance on an ongoing basis?
Before compliance can be tracked and monitored, the regulatory environment (answered in question 1) must be known. Once the regulatory environment is known, the organization should identify a framework that corresponds to the regulatory environment and map their policies to the framework. For example, U.S. Federal Agencies must comply with the Federal Information Security Management Act which directs the National Institutes of Standards and Technology (NIST) to define policies. Federal Agencies must demonstrate compliance with NIST policies. Compliance with these policies requires a combination of people, processes, and technology. Tools can automate compliance, for example, software or hardware can be used to verify user access; audit logs can be sent to security information management systems to alert personnel of suspicious activity. There are no silver bullets to compliance, it requires dedication and oversight.
2.5 Do we have regulatory risk with vendors / companies we do business with?
In the age of the Internet, companies may do business with hundreds of 3rd party companies.  Despite internal compliance programs and controls in place, companies may exposure themselves to considerable risk by actions of their suppliers, subcontractors, service providers and partners.  For example, banks outsource many services. But they can’t outsource the responsibility to meet their regulatory and legal requirements. Companies should clearly formulate and articulate security responsibilities through vendor and vendor employee contractual requirements to avoid regulatory fines and injunctions.  Likewise, they should establish a program to maintain an integrated picture of vendor relationships, spot gaps or overlaps, and seize opportunities to consolidate contracts and reduce costs.  By ensuring security requirements are articulated or flowed down to 3rd parties, companies avoid exposure and unnecessary fees or fines due to noncompliance. Include risk transfer as something to consider.
2.8  Are there processes and procedures in place regarding data retention and data destruction?

Add 2.6 Organizations who have regulatory obligations to retain information relative to their industry should have a defined data classification, retention and destruction policy.  Procedures should be established to securely store or destroy these records according to the policy.  When outsourcing storage or destruction activities to 3rd parties, a clear articulation of the storage or destruction requirements must be outlined in any contractual agreement.  The vendor should be carefully vetted for their capability to transmit or transport, store, and/or destroy data entrusted to them.

The data retention and data destruction policy for an organization must include a user awareness program.  All too often the retention program is posted as a policy and departmental adoption across a company can be subject to variability.  It is incumbent on the organization to ensure there is appropriate communication and implementation is consistent.  It is beneficial to instill a practice that trains personnel as to the importance and methods by which it should be implemented.  Reminders should be distributed to accommodate organizational changes and reinforcing the organizational objectives relating to retention and scheduled destruction.  In certain cases organizations may choose to audit the compliance with the program.  An audit process can uncover process failures before they escalate to issues.
2. 9  Does the organization have processes to review and update privacy policies and disclaimers to customers?
Governance Organizations have a number of challenges with reviewing and updating internal privacy policies and disclaimers to customers, not the least of which is cost.  As stated in 2.7, there are a number of organizations that have created self evaluation processes that can be used to evaluate the organizations readiness with its privacy policies and disclaimers to customers.  There should be one process owner (e.g. Chief Privacy Officer) who this should be centralized under with overall responsibility and accountability.
The process owner is supported by several roles within the organization.  Individuals who contribute to this effort may include, the Security Officers, Legal, HR, and Internal Audit. The one process owner can lead a Steering Committee to evaluate, disseminate, cause the change and communicate the requirements throughout the company.
2.10 Are we complying with what our privacy policy says?
Complying with privacy policies is similar to monitoring for compliance, that is, organizations must identify the regulatory environment in which they operate and identify a privacy framework that supports the environment for internal and external privacy policies.  For example, the Health Insurance Portability and Accountability Act require healthcare organizations to use standardized data formats and standards for patient information.  For some organizations, complying with policies can be as simple as completing a self-assessment.  Some organizations may use technology, such as automated tools, to check for Website privacy compliance.  For many organizations, complying with privacy policy will require a combination of people, technology, and processes. 

With the regulatory environment in change across the country it is important for organizations to keep their personnel appraised of changes and requirements for compliance.  A security awareness program can help keep personnel up to date with the changes.  Further benefits are derived from an active security awareness program in that the risks attributed the cyber threats are maturing and in many cases there is reliance on personal practices.  Although many security controls are automated, the tools available are weak for 0-day vulnerabilities.  An example is the potential disclosures resulting from phishing or spear attacks.  On through a consistent awareness program can such threats can accidental disclosures be avoided.
When organizations deal with customers, they should consider some awareness their customers as well. With the ever rising frequency of phishing attacks, advising their customers of the common methods of communications will help to offset the risks of those types of attacks.

Chapter 3: Business Operations and Technology Team
The machinery of modern industry is business operations, including the technology, security and recovery processes. For things to function properly, gauges, mechanics and planned alternatives are still needed when things go wrong. These requirements are often addressed by the Chief Technology Officer (CTO), Chief Security Officer (CSO), Chief Information Security Officer (CISO) and the Disaster Planning/Business Continuity Planning (DR/BCP) groups.

The CSO/CISO and/or the CTO should be able to address the issues below. However, prior to asking these questions, it is important to know which aspects of the business (confidentiality of data, availability of systems, and integrity of data) are important to the bottom line. Once this is understood, the questions can be asked with the understanding that answers may need further research and may require more detailed questions to be asked of the technical staff in order to provide a full response.

1. What is our biggest single vulnerability from a technology or security point of view?

2.  How vulnerable are we to attack on the confidentiality, integrity and availability of our data and systems?

10.  How often are we re-evaluating our technical exposures? 

Michael Castagna

Assessing information security risks is an important component of an organization’s risk management practices.  Far too often in the IT security discipline, this process is vulnerability-focused.  What is the vulnerability that needs to be mitigated or eliminated?  The reality is that there are many, and they constantly morph.  So then, how should the confidentiality, integrity, and availability of information (refer to Q9) and systems be ensured?  The simple answer is a holistic risk management process that constantly improves the layered defenses of an organization.  

This holistic approach must express information security risk as business risk.  Given the multi-dimensional aspect of risk for any business, IT security must be understood in conjunction with an organization’s global objectives and its risk tolerance.  Often practitioners within the information technology field have a myopic perspective on risk not embraced by their business counterparts.  This narrow interpretation of risk discounts the benefits inherent in the trade-off between risk and return and focuses instead on the attainment of regulatory compliance or vulnerability management.  

The union of business and IT security risks should be developed through a risk model.  This model should be constructed jointly by business and security professionals so as to enable prioritization and a probabilistic perspective on threat, consequence, and vulnerability.  This quantitative analysis should be augmented by qualitative factors as necessary.  This assessment can be broadly based but should be focused on those data, components, systems, and aggregate-organizational risk that impact critical business processes.

Ultimately, the output of such a model should be the explicit identification of residual risk, or risk that persists after the application of technical and organizational controls.  The model should elucidate the appropriate risk management options (i.e. eliminate, mitigate, accept, and transfer). One must remember models are inherently imperfect and diminishing marginal returns are quickly realized chasing every nuance of complex information technology environments.  The aim is to time-box the analysis and collect enough detail so that effective risk mitigation decision making is possible.  The final analysis should make use of visualization, to further support decision making and clarify investment options.  

This analysis should commence at the information system level.  An information system can be defined as a set of information technology components grouped by sensitivity, purpose, and under the same management structure.  The criticality and sensitivity of the information that is processed, stored, and transmitted by the system is a key determinant. Then a risk assessment methodology, of which there are many, should be utilized.  Common steps in such a process include identification of the following:  


1.  System criticality and sensitivity


2.  Threats and threat frequency (deliberate and accidental) 


3.  System vulnerabilities remaining after implementation of IT security controls


4.  Consequence or severity of event


5.  Residual risk

Clearly, organizational efforts should be focused and prioritized on consequences which will reveal the most salient vulnerabilities to mitigate and eliminate.  This process is known as vulnerability management and requires processes supported by IT security applications that assess patch levels, misconfigurations, code anomalies, etc.

In addition, periodic reviews should be conducted of the implemented IT security controls.  The frequency of this activity should be a function of the data and system’s sensitivity, revenue generation, regulatory/reporting requirements, and whether the system is Internet-facing.  

Once risk is managed at the system-level, risk must be aggregated to form an organizational risk posture.  This posture must conform to the objectives and risk tolerance of the organization.  Although IT architectures should allow for compartmentalization of information systems, it is important to understand that the interdependent nature of these systems means that the risk assumed by one is realized by all.  The assumption of risk should fall within the domain of business units, not IT departments. 

Integrating security practices into an organization’s system development life cycle (SDLC) is an effective approach that blends business and technology in mitigating IT security risks.  Trade-offs between functionality and security are made explicit.  Furthermore, doing so addresses IT security early in the development process, which allows improved security at a lower cost.    

The IT security area has been challenged by an absence of reliable metrics.  However, just as imprecision in modeling should not forestall the use of risk models, imprecise metrics are still useful.  Metrics can assist in vector analysis or in making sure the mitigations and controls are headed in the right direction.  Metrics should cover organizational as well as technical factors such as personnel training, vulnerability detection, vulnerability mitigations, secure configurations, and incident management.  

Given that these essential risk management processes are hampered by imprecision, and that IT security is by nature constantly evolving, organizations must create layered defenses to ensure critical data, systems, and processes are protected by a defense-in-depth approach.  Iterative risk assessments will reveal other defensive countermeasures that will serve to further reduce the probability of IT security incidents. (See also: Q7) 

3. If our system goes down, how long until we are back up and running and are there circumstances where we do NOT want to be back up quickly?

7. How prepared are our incident response and business continuity plans?

8. What is our risk exposure of technology or business operations failures at our vendors and service providers?

Julia Allen

The primary mission for a going concern is its survival. To this end, firms must continuously navigate risk and uncertainty to continue to serve their stakeholders. The prerequisite for survival is sound business continuity planning and ongoing management (BCP/M). The purpose of BCP/M is to minimize the affects of downtime, to recover to an acceptable level as quickly and safely as possible, and eventually to restore operations to normal levels.  It includes disaster recovery planning (DRP) and therefore addresses minor glitches (e.g., temporary loss of corporate email) to major disruptive events (e.g., loss of a facility due to an earthquake). It mitigates interruptions from various internal and external hazards to the disruption of business services, processes, and assets (technology, information, facilities, and people). Put simply, BCP/M ensures an adequate level of preparedness in the face of a disruption.  

This process is inherently multidisciplinary.  Many other disciplines and practices affect continuity of service. Incident response as an aspect of business continuity is described in Q7; physical security in Q6; protection of information assets, including encryption key and file recovery, in Q9; and personnel safety in Q5. Crisis management aspects of business continuity are described in [communications chapter]; ensuring staff are properly trained, in [HR chapter].

At the heart of BCP/M is the business impact assessment (BIA).  It is a business driven process that that identifies, assesses, and prioritizes critical services, processes, and assets of an organization and the organization’s essential business partners. In identifying the effects of disruptions on these high-value resources, it identifies the maximum tolerable downtime (MTD), recovery time objectives (RTO), and recovery point objectives (RPO).  These measures will inform business and technology personnel on the uptime requirements for IT systems; in other words, how long until systems must be back up and running.  Business continuity planning and management is guided by BIA results (and supported by risk assessments including security risk assessment [Q1/2/10]) and ensures the organization is as prepared as possible when key business services are interrupted. 

Prioritization is essential.  The BIA will show the infeasibility of protecting all services, processes, and assets at the same level.  Furthermore, there is an inverse relationship between cost and mitigating impacts that result from downtime.  The less downtime organizations are willing to accept, the more costs increase.  Risk tolerances and thresholds and expected service levels (such as availability, capacity, response times, and performance targets) are used to aid in prioritizing assets and determining how much to invest in asset protection and sustainability. 

Based on BIA results, organizations need to develop a business continuity plan that lays out a strategy for response, recovery, restoration, and return to normal operations.  This is a continuous and iterative process and includes:  

· determining roles, responsibilities, authority, and ownership for essential resources, defining the continuity strategy, and setting policy. 

· developing enterprise-wide and service-specific plans, where needed, that reflect strategy and policy including operation of services under degraded conditions, recovery and restoration actions that limit and contain damage, key stakeholders and adequately trained key personnel, and communications channels and procedures [communications chapter].

· defining emergency procedures, fallback procedures, temporary operational procedures, and resumption procedures

· selecting preventive, detective, and corrective controls that reflect asset protection strategies. This includes the use of insurance as one option for sharing risk [insurance chapter].

· ensuring that processes are in place for regular asset maintenance and capacity management

As mentioned earlier, effective BCP/M must address the organization’s entire ecosystem, which inevitably includes external service providers.  An organizations risk exposure must be assessed in terms of its dependence on external service providers for critical business functions.  Given the growing use of third parties to provide essential services and operate key assets, business continuity and operational resiliency are greatly affected by these relationships. Business leaders need to ensure that appropriate terms and conditions, such as those described above, are included in procurement and acquisition contracts; in other words, that external providers are held to the same requirements as internal providers.  The legal and compliance aspects of managing relationships with external parties (such as vendors and service providers) is fully described in [legal chapter; compliance chapter respectively]. 

Service providers should be assessed against relevant criteria throughout the life cycle of the business relationship. Criteria may include current business policies, procedures, and practices; service level agreements; and the frameworks described in Q4. Risk assessment can aid in identifying third-party risks that need to be managed and mitigated [Q1/2/10]. Given the number of external parties than may need to be regularly reviewed and assessed, independent assessors or auditors can be used to ensure providers are qualified and performing as expected. 

How prepared an organization is to a disruptive event is dependent on the amount and frequency in which the business continuity plans are tested.  All continuity plans need to be regularly exercised, tested, and updated to ensure that everything will go according to plan in advance of a disruptive event including service interruptions and security incidents. Testing and test planning include defining objectives along with scenarios that will exercise these (table top exercises, simulations, demonstrations, recovery testing at primary and backup sites, testing with vendors and services providers, comprehensive rehearsals, etc.). As for continuity plans, continuity test plans identify key stakeholders and personnel, test roles and responsibilities, required training [Q5, HR chapter], infrastructure requirements, and expected test results. Test results are analyzed to identify discrepancies between expected and actual, and improvements are captured. Organizations need to conduct post mortem reviews of disruptive events to determine if their continuity plans and test plans adequately anticipated and mitigated the effects. Plans should also be periodically reviewed and updated as market trends, regulations, risks, personnel changes, and other business conditions dictate.

4.  Where do we stand with respect to any information security/technology

frameworks or standards that apply to us?

Marty Ferris

A cyber security framework is an essential set of roles, activities, technical standards and best practices required to ensure an acceptable level of cyber security for organizations. There are various cyber security frameworks and standards that can be modified to meet the unique requirements of any organization.   These frameworks and standards can provide valuable information about a company’s risk posture relative to the industry as a whole.  Once a company determines its risk posture within its industry, it can ensure this posture complements its risk tolerance and business objectives.  

Understanding a company’s position within an industry is no easy task, but the implementation of a framework is an essential first step.  Once the framework is implemented, it forms a benchmark which can be used to assess a cyber security program.  Deviations that weaken or strengthen the security posture should be noted.  Additionally, 3rd party audits and benchmarking with peers within an industry can be quite helpful in understanding one’s relative security posture. 

These frameworks can also provide guidance on:

· Compliance and risk management activities

· Security program management 

· Secure system development and/or system acquisition

· Data management and classification

· Control selection and implementation

Adopting a framework can introduce “cultural” changes to an organization that need to be worked through a change management process.  So adopting cyber security framework(s) should be carefully planned.  These frameworks can accommodate the different cyber security perspectives from various stakeholders.  The frameworks assist in providing a comprehensive understanding of your organization’s ability to manage risk.  These frameworks include:  
· Cyber security program management (e.g. ISO 27000 ISO/IEC 27000 family of Information Security Management Systems (ISMS) standards)

· Cyber security system of controls (e.g. The Control Objectives for Information and related Technology (COBIT) 

· Cyber security system and software development  (e.g. ISO/IEC 21827 specifies the Systems Security Engineering - Capability Maturity Model) 

· Cyber security system partnership (e.g. ANSI financial services standards The Accredited Standards Committee X9 (ASC X9, Inc.) - Financial Industry Global Standards )

5.  Do we have the proper staffing to reasonably maintain and safeguard our most important assets and processes?

Michael Castagna

There is no more important investment in the IT security space than an investment in personnel.  Despite all of the technological advancements, it often comes down to the highly trained, perceptive administrator, burning the midnight oil, who traces an anomaly to its logical conclusion and adroitly reacts to defend the organization.

Guidance on appropriate staffing levels is difficult because it is highly dependent on the firm’s characteristics and environment.  Best practices suggest that the IT security budgets should be five to ten percent of the overall IT budget (need reference).  From this one can extrapolate that staffing levels for IT security personnel, typically should fall within the same range – five to ten percent of overall staffing for IT. 

However, given the importance of IT security, your firm may need to consider an increase in staffing levels.  Ensure that current staffing levels cover all important functions of an IT security program.  These functions include IT risk management, data security, forensics, operational resiliency, incident detection and response, training, network/system/application security and operations, personnel security, physical security, compliance, and internal audit.  For the most critical assets and processes, it is imperative to maintain a clear separation of duties between IT operations and IT security.  Healthy tension exists between the two, but too often decisions are made in favor of the former at the expense of the later.  If the asset or process is critical, ensure separation of duties.  Lastly, security applications improve efficiency, but don’t necessarily substitute for personnel.  These applications are ultimately as good as those that operate them.  Adding new applications not only requires new skill sets, but may also require additional personnel.

Highly qualified staff in the area of IT security is a scare resource.  Identifying the right personnel with the right skill sets further complicates matters.  There are various competency studies, produced by industry and government that identify core skills required for personnel in IT security program functions.  These skills can be used as a benchmark when evaluating prospective employees.  Similarly, industry sponsored certifications can be used to gain insight into potential candidates. (See also: Q3&8)

Once you’ve attained the right personnel, keep them.  The opportunity to gain additional certifications and training is a great recruitment and/or retention tool.  But for firms interested in safeguarding their assets, keeping personnel current with the changing technology landscape is an essential cost of business.  (See also: HR)

Firms should also cultivate the idea that security is everyone’s responsibility.  Therefore, developing and sustaining a security-aware culture is equally important.

6.  What is the assessment of physical security controls at each of our sites (data center, home office, field offices, and other sites?) 

Marty Burkhouse

Physical security controls form the foundational element of any IT environment.  Without the proper physical security controls in place and operating effectively, no other security assurances are possible.  Equally important is the physical security’s overlap with safety.  Whatever the threat, physical security not only enables a sound IT security program but also protects an organization’s most important assets – its human capital.  Even with the adoption of sophisticated countermeasures in the IT security area, organizations cannot lose sight of physical security’s central role.  

Physical security encompasses the processes and countermeasures necessary to safeguard information systems and data as well as personnel and facilities.  In addition to the more traditional controls commonly associated with physical security like fencing, lighting, and guards, this discipline has become highly sophisticated in its own right and begun to converge with IT security.  For instance, this convergence can be seen in access controls, biometric devices, environmental controls, and Radio-Frequency Identification (RFID).  This convergence offers greater opportunities to align IT and physical security, but also introduces new risks to previously unautomated controls.

Careful evaluation of threats relevant to physical security is vital to the development and operation of an effective program.  Threats may be characterized, in general terms, as either man-made or natural/environmental.  Man-made threats include deliberate, malicious attempts to enter protected premises and gain access to, or simply remove, IT assets, whether physical or data-related.  More serious man-made threats may also involve actions taken to destroy, or render unusable, a room, area, building, or complex of buildings.  Environmental threats include failure of air conditioning, power, or telecommunications equipment, or damage caused to facilities or equipment by storms, floods, lightning, chemical spills, or any other activity that damages or prevents access to IT resources.

Any comprehensive assessment of physical security must employ a process that implements controls commensurate with the risk identified.  Similar to an IT environment, assessments must be done frequently to audit and test physical countermeasures to ensure they are effectively performing their intended functions.  These assessments must ensure compliance reviews are conducted to demonstrate that regulatory requirements are being met.  

7. How prepared are our incident response plans?

Today’s threat environment makes IT security related incidents inevitable.  The sophistication of attacks challenges even the most IT savvy organizations.  The key to success in this environment is to construct a layered defense, including incident detection and response capabilities, to quickly sense and respond to these incidents.

There are essential proactive and reactive steps that are necessary.  On the proactive side, a defense-in-depth architecture must be deployed that will give early warning to anomalous activity occurring at the application, system, or network level.  Perimeter defenses are not adequate.  System and application-based defensive mechanisms such as anti-virus, anti-malware, and intrusion prevention systems need to be fully integrated throughout the infrastructure.  Vulnerability management must be frequently practiced to ensure patch-levels are maintained and configurations are securely implemented.

When the proactive measures fail, an incident response capability is required.  Here organizations must be guided by the famous quote “make haste slowly.”  In other words, responding to incidents is not only time-sensitive, but also process-intensive.  A misstep can result in the destruction of evidence or seriously hinder the discovery of the exploit or its origins.  This reality needs to be balanced with the need to quickly contain an incident to defend the organization and return critical systems to operation.

A critical step in incident response is the creation of the incident detection and response team.  Organizations need 24/7 coverage by personnel that are business savvy and extremely technical.  The technical skill sets are broad and include incident detection, monitoring, packet inspection, traffic analysis, and forensics.  This team must also be adept at translating their technical know-how and findings so as to effectively communicate with business stakeholders Communications team.
.

Incident response is closely related to business continuity planning.  In fact, the incident response planning is a subset of the business continuity plan and thus has to be similarly comprehensive and frequently tested.   First, development of policy in this area is critical to obtaining management’s buy-in.  The policy should include roles and responsibilities, as well as both the authority and reporting requirements necessary to respond to incidents.   Additionally, incidents should be defined and prioritized with associated performance measures. (NIST SP 800-61).  Finally, the policy must be aligned with laws and regulatory requirements.

The incident response plan should provide clear procedures to respond quickly and accurately to those situations identified during the risk assessments. It should include the critical internal and external stakeholders that may need to be consulted or alerted to incidents.  Communications team.  It should include the necessary checklists and procedures needed to lay out possible containment strategies; identify evidence that might need to be gathered and specify how it is to be collected and handled; define possible methods to identify the attacker or the source of the attack; and define processes to eradicate the incident and ultimately fully recover normal business operations.  The plan should address each phase of the incident lifecycle:

· Preparation

· Detection and Analysis

· Containment, Eradication, and Recovery

· Post-incident Activity.

Similar to business continuity planning, an organization’s preparation is dependent on the frequency in which these plans are exercised.  All continuity plans need to be regularly exercised, tested, and updated to ensure that the plans allow an appropriate, timely, and effective response.  
Once normal operations have been restored, the organization should study the incident and its response to the incident to appropriately adjust its proactive and reactive measures to address similar future possible incidents.  New prevention strategies may be identified, better containment or eradication procedures might be evident, and new precursors might be revealed.  All of these findings can help the organization better manage future risk.

9.  What is the maturity of our information classification and management program? 

Dan Schutzer

In our knowledge-based economy, information is one of the most important, if not the most important, asset for an enterprise to protect.  A mature information classification and management program are mandatory to stay competitive. A mature information classification and management program requires the enterprise to establish clear policies, rules and processes governing the creation, use, retention and destruction of information. 

Policies, procedures, and rules should be established that govern the categorization of information in terms of its sensitivity and required level of protection (e.g. who can get on the access control lists and entitlements, whether encryption and other data loss prevention technology is required, and the means of destruction – e.g. paper shredded, electronic data over-ridden). These include all the related activities concerned with the classification, protection, access controls, discovery, and retention and destruction of information. These should also address how to deal with both physical and logical loss of information, including the need for data recovery as discussed in question 6.

Typical classification categories include sensitive, internal use only, public, etc.  The classification categories should be able to be linked to the severity of the business loss (financial, legal, reputational), and if information is lost, disclosed to unauthorized parties, or tampered with. The cost of protection should be justified by the business impact if the information is lost or compromised.

Rules should be established that instruct employees how to determine which classification category to assign to information, and when this assignment is made. Ideally, a classification level should be assigned from the moment of information creation or introduction into the enterprise. The rules should spell out who is responsible for making a classification determination, how and when a classification category is assigned to an information record, and under what conditions and by whom that classification can be changed. 

Enforcement of these policies, procedures, and rules requires the information manager (typically the CIO or his/her designee) to know where all the sensitive information resides, on what devices and files, and when it leaves the enterprise. This includes not only the original record, but any copies that have been made. This includes knowing who has attempted to access or modify the data, whether they had the right entitlements and credentials, and if allowed what was done with the data (if it was read, copied, modified, transmitted). Logs of access attempts should be kept and monitored for any unusual or suspicious behavior. (Q7)

Metrics should be established to measure how well the policies, procedures and rules are being enforced and their effectiveness in protecting information. Vulnerabilities in the enforcement of the protective measure should be identified as part of vulnerability management discussed in questions 1, 2 and 10. Dealing with data leakage incidents should be evaluated as described in the incident management processes discussed in question 7. 

This process of classification can be very time and staff intensive. So its effectiveness is only as good as its personnel and their training, discussed in question 5 and in the Human Resources section. Clearly the right investments in automation tools to support these processes can make a critical difference in the effectiveness of this information classification and management program. That said, these investments must be carefully justified based on cost-benefit analysis.

The program should include a regular audit and assessment component that examines program effectiveness and cost compared to other enterprises (question 4). The program should also be implemented with continuous improvement in mind in light of the evolving threat and regulatory landscapes.

Chapter 4: External Communications and Crisis Management Teams
INTRODUCTION 

Cyber security events can significantly impact a company’s relationship with a variety of stakeholders, including customers, employees, business partners and investors, as well as regulators and law enforcement officials. With today’s 24-hour news cycle, where news of an event adverse to a company’s reputation can appear on Twitter or a cable news channel footer in moments, careful planning and expert execution is no longer a luxury.  In the wake of a cyber security event, an effective communications strategy can materially minimize potential damage to a company’s reputation, customer loyalty, employee morale, and, ultimately, shareholder value.  
A prudent business should have a formally documented incident response and crisis communications plan in place to notify stakeholders and the media when appropriate, since the unfortunate reality is that even the best-protected companies cannot eliminate the real risk of a successful cyber attack resulting in a “crisis” to be managed. Such a plan should also address meeting the heightened reporting requirements by national and state regulators for losses of personally identifiable information (PII) or personal health information (PHI). 
For this chapter, our approach to developing a methodology for the answers to the ten (10) questions a CFO should ask with respect to external communications and crisis management is to organize the material into pre-incident planning, incident response, and post-incident review sections.  

I. PRE-INCIDENT PLANNING
Developing an Incident Response and Crisis Communications Plan
Practical experience demonstrates that many of the communications risks and pressures imposed by a cyber security event can be anticipated and reduced to some degree with appropriate planning and practice. The first step is to develop a robust, written incident response plan that includes crisis communications activities as well as other operational guides for other internal departments. 

· This is a cross-functional plan developed in advance of a cyber security event by IT, the privacy office, corporate communications, and other members of senior management, with input from legal.  The plan should identify the likely (or even unlikely) cyber security event scenarios; the disclosure, notification and legal requirements for each scenario; and the appropriate steps to mitigate potential harm to the company’s reputation. While each cyber security event has unique aspects, this plan must also provide guidelines and rules around discovery, investigation, risk assessment, and resource allocation.

· A critical element to the plan is to identify in advance members of the Crisis Working Group – the rapid response team that will swing into action upon learning of a cyber security event. Typically such a group might include senior representatives from communications, IT, privacy, compliance, legal, investor relations, major business units impacted, HR and government affairs. Companies should establish a clear process for convening the group on very short notice, including fool-proof notification procedures and maintaining updated 24-hour contact info. 

· The plan should ensure the appropriate resources are in place to respond effectively to all impacted stakeholders, proper government/regulatory authorities and media, as necessary, within the first 48 hours of a cyber security crisis, when reputations are made or broken. 

· The plan should also lay out a streamlined decision-making process to manage emerging issues on a real-time basis.

· Incident response and crisis communication plans should not be “off-the-shelf” documents, but carefully tailored to the specifics of each company.  Such a plan requires thoughtful consideration of which key audiences should be notified and how.  In some circumstances (e.g., certain data breaches), notification to key regulatory bodies as well as the public is mandated (unless it might impede a criminal investigation).  In other scenarios, it is an important courtesy. In yet others, public notification is unnecessary and may even be counterproductive or dangerous. 

Guidelines for External Communications 
An important element to incident response preparedness is planning how to communicate consistently and effectively to all appropriate stakeholders following a cyber security event. 

· Along with a timeline or “rollout” of key communications activities, the communications plan should anticipate the creation of the full set of communications materials, segregated by audience – e.g. media statement or press release, employee letter, client talking points, QA, etc. (See Appendix 4 for a sample list.) Documents and messaging will need to be carefully tailored to each specific constituency.

· The plan should identify an appropriate company spokesperson and/or outside communications counsel who can speak to the press if necessary.  In particularly sensitive circumstances this could mean the CEO or Board Chairman. If the designated spokesperson is an internal staff member, the company should ensure this person is properly media trained in advance of any crisis situation.

· The plan should anticipate the potential for aggressive media attention 24/7. It should prepare for responding to media inquiries in a manner that delivers a clear message to parties affected directly or indirectly, as well as to other key stakeholders.

· It should also include a process for aggressive monitoring of the media and blogosphere for coverage or leaks (this service can be provided by an outside communications firm), as well as real-time distribution of the coverage to the Crisis Working Group. This will help ensure a rapid and consistent response to any rumors, while allowing you to track that company statements are being widely and accurately reported.

· Consider, depending on the severity of the crisis, the establishment of an “Operations/War Room” where potentially damaging charges and actions are, in real-time, aggressively monitored and reported, vulnerabilities assessed and, where appropriate, rapid, timely responses developed and executed. 

· The plan should include a process for regularly updating contact lists of key constituents that may need to be reached quickly (trade and national media contacts, public officials, etc.)

· A serious cyber security event can easily overwhelm the ability of a company’s communications staff to respond in a timely manner.  It can therefore be helpful to engage a crisis communications firm in advance assist in the response plan development and be “on call” to provide immediate service in the event you need help. Crisis firms can provide an embedded communications infrastructure – a SWAT team, if you will, of experienced communications professionals who can help manage the strategic and tactical response to the crisis. In addition, firms specializing in data breach remediation can be particularly helpful with handling notifications to affected individuals.

Testing the plan
Finally, best practice also dictates that a company should conduct a crisis simulation exercise with the Crisis Working Group at least once a year to take the incident response rollout from a hypothetical situation to an actual execution of activities.  These “table top” simulation exercises can be run by incident response and crisis communications experts such as strategic communications firms, data breach prevention and remediation firms, and insurance risk managers.

II. INCIDENT RESPONSE


Initiating the Incident Response Plan

The incident response plan is initiated when a cyber security event including, but not limited to loss or unauthorized access to: PII, PHI, corporate secrets, internal financial information, etc is discovered.  Best practice identifies four phases in implementing a successful incident response plan: assessment, response, protection, and recovery. These phases are outlined below, using an example of a data breach that included unsecured PII data:

Assessment

The first step is to assess what exactly has taken place and what data or information was lost or improperly accessed, if any. 

· The Crisis Working Group should be gathered immediately, either in person or by conference call, to determine the steps needed to move forward.  

· In many instances, a detailed forensics review will be needed to determine what was fully accessed, when, by whom, and if it could happen again. The Working Group may wish to outsource the forensics efforts through external legal counsel to protect information about the event through client/attorney privilege while the investigation is going on. 

· An immediate effort to determine which regulations apply--federal, state, local law enforcement – should be undertaken. If personal identifiable information or personal health information was involved, consideration of data breach notification regulations will be necessary.

Response

As the full assessment is under way, the Crisis Working Group should follow the incident response and crisis communications plan.
· Ideally, a company would communicate externally about a cyber security event only when a full assessment or forensics review has been completed. Unfortunately, due to regulatory requirements, the 24/hour news cycle, and the length of time it often takes to complete an investigation, this may not be possible. The company may well have to begin communicating about the event before a full assessment or forensics review has been completed, which makes the careful crafting of the messaging and answers to potential questions – from stakeholders or the media -- particularly important.  

· However, companies should also not rush to communicate in order to pre-empt a leak to the media, but take time to effectively roll out the communications plan. Some companies have prematurely stated publicly that there is little risk of harm to the affected individuals in the case of a data breach, only to suffer the embarrassment (and damage to reputation) of having to later revise that assessment.  

· Overall, the key is to ensure that the incident is accurately represented, and that all affected individuals, if any, are identified and notified within the appropriate timeframe required by regulations. 

· Again, consulting with external experts in crisis communications, data breach remediation, and insurance may save time in identifying how to best respond and reach out to all stakeholders.

Protection

The plan should also anticipate providing services to those who have been affected to minimize potential harm.  

· In a data breach scenario where PII was lost or stolen, offering affected individuals resolution services (e.g., identity theft recovery services, credit monitoring products) is considered best practice. Studies have shown (Ponemon 2009)
 that offering these services increases positive consumer perception and reduce the potential of lost customers. 

 Recovery

· Identity theft recovery services can determine can determine the probability that the breach of PII or PHI data was caused by the organization or not.
· It can also determine the probability that any identity theft issues of affected individuals were caused by this particular data breach. For the individuals who are confirmed victims of identity theft, this service should restore them to pre-theft status by eliminating damages to their identity. 

· Eliminating damages can also reduce the likelihood of litigation (i.e. actual damages are a requirement for litigation).  

Other Tips: Best Practices

· If the event was malicious, maintain a legal chain of evidence.  Most incidents are accidental, but when the forensic investigation finds evidence of malicious intent, you should involve legal, HR and fraud departments, and ensure that all of the proper steps are taken to preserve the chain of evidence to facilitate apprehension and prosecution of the perpetrators.

· Determine whether the costs related to the incident are covered by insurance.  Today many organizations have cyber liability or data breach insurance policies in place that cover the majority of costs associated with a cyber incident -- forensics investigation, legal, call center, assistance services provided to individuals, and perhaps outside PR firm expenses.  It is prudent to check with your risk manager and/or insurance provider to understand what costs may be covered and if there are any requirements for vendors that would be eligible for reimbursement under the insurance policy.  In many cases, insurance providers have identified expert resources that provide quality response services to clients.

· Consider outsourcing response efforts to specialists.  Many organizations do not have the expertise or resources to effectively respond to a cyber incident. An effective alternative – one that helps mitigate risk -- is outsourcing all or some of the incident response and crisis communications to specialists.  Outsourcing increases the probability of a positive outcome -- namely compliance with regulations, avoidance of negative press coverage, and reduced litigation exposure.  

III. POST-INCIDENT REVIEW 

Evaluating the incident response and crisis communications plan 

It is important to assess the effectiveness of the incident response and crisis communications plan at appropriate intervals after it has been implemented during a cyber security event.  The plan’s effectiveness should be measured both quantitatively and qualitatively soon after the plan is executed. In the absence of an actual cyber security event, the plan should also be reviewed and updated periodically, at a minimum on a yearly basis. 

Quantitative measures 

Quantitative measures for assessment should include the following:

· Costs incurred compared to forecast

· Implementation time compared to plan 

· Resources required compared to budget 

· Timeliness of communication and consistency of message compared to expectations

· Impact on corporate reputation as perceived by key stakeholders

Qualitative measures 

Qualitative measures for assessment should include the following: 

· Level of satisfaction of constituents 

A critical component in an assessment of the effectiveness of a company’s response to a cyber security event should be the level of satisfaction of the company’s key constituents.  At a minimum, internal constituents – including management, members of the crisis working group, the company spokesperson and employees – should be asked to rate how well the crisis communication plan met their needs and expectations, and the results compiled and reviewed by the working group. 

Ascertaining the response of external constituents -- including affected individuals, business partners, investors, government/regulatory authorities – could include proactive outreach, where appropriate, by appropriate business unit heads (e.g., the heads of investor relations or government relations). However, care should be taken to not inadvertently “re-publicize” the incident and cause further damage to the company’s reputation. 

· Nature of media coverage, compared to desired coverage 

In the wake of a cyber security event it is important to assess the quality and breadth of the media coverage, if any.  Were the company’s messages reported accurately and consistently? Did coverage include clear messages about the actions the company took to remedy the situation? If not, was this due to a lack of discipline by company spokespeople? Was press coverage disseminated in real time to the working group and errors in reporting corrected immediately? 

· Affect on litigation risk and risk of governmental action

After an event, legal and compliance representatives should evaluate how much the crisis communication plan moderated the risk of litigation of governmental action.

Updating the plan

The post response evaluations should be used to update the plan, including cost estimates, resource allocation and training, document templates and project schedules.

NOTE: WE ARE DEBATING WHETHER TO INCLUDE THIS NEXT PIECE, SINCE WE DON’T HAVE GOOD EXAMPLES AT THE MOMENT. 
Proactive communication regarding cyber security and privacy

Given the growing public awareness of company vulnerabilities to cyber security events, some well-prepared firms have adopted a proactive strategy to communicate their efforts on cyber security and privacy to build brand value and differentiation, enhance customer loyalty, address investor concerns and foster positive relations with governmental bodies and law enforcement.  

· Any such strategy should be undertaken with care, however. Since no company is completely immune from cyber security events, such a proactive effort could backfire if subsequent cyber security event does occur.  

· A proactive communications program may include advertising, marketing material, web content, regulatory filings and participation in industry and community activities in support of a clear, consistent and positive message. 

Chapter 5: Risk Manager for Corporate Insurance (chapter forthcoming)
5.1 Doesn’t the company already have insurance for this?

Traditional property and general liability insurance policies, many written well before the arrival of the internet, do not generally cover cyber-related risks. More modern forms explicitly exclude these risks. So, given this reality, how does a CFO determine what coverage, if any his company does have against the many emerging exposures of doing business electronically, and which should the company seriously consider purchasing?

An insurance intermediary with experience in the network risk market can assist a company in determining what combination of coverages are right for addressing the exposures of a particular firm. A “gap analysis” contrasting current insurance in place and the company’s network risk exposure should be performed so appropriate coverage recommendations can be made. Other resources that can be deployed include insurance agents, attorneys and various consultants that have been established over recent years for such purpose. 

5.2 What does cyber risk insurance cover?

Because cyber risk insurance policies have only been around since the late 1990’s there is no ‘standard’ insurance policy in the marketplace, although the approaches of the key markets offering the coverage are converging.

Standard coverages include:

· privacy liability

· network security liability

· data breach expense funds

· network business interruption coverage

· dependent business interruption coverage

· data destruction or corruption

· cyber extortion

It is critical that the policy selected addresses the key exposures presented by that companies specific business activities and that it does not inadvertently exclude protection that could otherwise be available. Major insurance brokers have reviewed all insurers policy offerings and will provide detailed comparisons of the various coverages, terms, conditions, exclusions, etc.  provided by each market. Such form comparisons can be augmented by commercially available comparisons specializing in the analysis of this information including The Betterley Report (CyberRisk), Advisen, and others. 

5.3 
What types of cyber security events are covered by this insurance and how are insured losses measured? 

The cyber policies today have two basic triggers. The first is a breach of the insured's network’s due to a failure of security.  Security is not limited to firewalls and anti-virus software, but includes a company’s policies and procedures.  If there is a failure of security and a successful breach occurs and unauthorized access to sensitive information is gained, civil lawsuits from customers, suppliers and others could arise, resulting in substantial legal defense costs and potential expensive settlements costs or adverse judgments. 

In addition, investigations by regulatory bodies including the Federal Trade Commission (FTC), Securities and Exchange Commission (SEC) or state attorneys general could arise resulting in company costs to investigate and defend. Business interruption and related expenses associated with reduced network availability can also affect the bottom line and reduce profitability. Over the short- or long-term, such events can lead to reputation damage. The quantifiable measurement of third party litigation is, of course, the cost of mounting a legal defense, payment of any settlement or cost of an adverse judgment. 

Business interruption can be quantified in terms of numbers of transactions, dollars 

or contracts per time period measured on a typical business day. The cost of reconstructing intangible assets may include forensic investigation, recompiling data 

or transcribing information. 

The second trigger is an unauthorized disclosure of confidential information. Most policies make no distinction between whether the information is of personal or commercial nature. Nor do they restrict the disclosure or “breach of privacy.” The coverage triggered is nominally referred to as privacy liability, though it provides more than just a simple defense of claims and indemnification of damages. Perhaps the most interesting aspect of the coverage is how it responds to regulatory driven exposures. In addition to providing a defense of regulatory actions, some policies will indemnify the expenses associated with complying with the various breach notification laws. The privacy liability coverage also recognizes the risks associated with outsourcing of services, especially when it involves data or sensitive information, by providing an insured for the vicarious liability it might encounter as result of the missteps of its trading partners.

5.4  Does the policy specifically cover identity theft issues?

Yes. Most network risk insurance policies provide liability protection which includes defense and expense reimbursement for failures to protect confidential information and violations of privacy regulatory statutes.  Reimbursable data breach expenses may include computer forensic investigative costs, public relations and legal consultations, notifications to affected individuals and risk mitigation services such as credit monitoring.  

Separately, an organization may purchase identity theft insurance to protect its employees, customers or members from the impact of personal identity theft.

5.5    Is there a Director’s & Officer’s exposure if we do not purchase the cover?

In theory, if a company suffers a large uninsured financial loss where reasonable insurance was available in the market, failure to obtain insurance may be grounds for a management liability suit by shareholders, although it should be noted that most D&O policies contain “failure to obtain insurance” exclusions.  The bigger problem may be the possibility of a shareholder lawsuit against the D&O’s for their failure to avoid the cyber event in the first instance, particularly if the breach causes reputational damage that results in a significant reduction in the company’s market capitalization.

Consider this possible cyber breach scenario: A company discovers its computer systems were breached. Within days, the enormity of the breach becomes clearer and the public is now fully aware of the situation.  Under state privacy notification laws the company must pay to notify each customer about the potential loss of their personal information, and the cost of notification could run as high as $200 per customer.  As anxious shareholders begin to sell-off their shares, the company stock price slides. Barely two weeks after the security breach is discovered the first shareholder lawsuit hits, alleging mismanagement and breach of fiduciary duty by the board. 

Two cases demonstrate the increasing risk of a cyber security breach, the speed at which suits are brought and the potential cost to the company:  

In early 2007, a major retailer reported the theft of 45.6 million credit- and debit-card account numbers (later revised to more than 100 million). Thirty days after the theft was reported, bankers’ groups representing nearly 300 banks, sued the retailer for their members’ card replacement costs. In December, this firm offered to pay a $40.9 million settlement.

A grocery store chain announced that millions of credit- and debit-card numbers were stolen by data thieves. Only two days after the announcement, the chain was hit with the first class-action lawsuit. A second class-action lawsuit was filed the very next day. The difference in the timing of the two lawsuits — 30 days for the former suit versus two days for the latter one — is instructive. The quickened pace for bringing lawsuits suggests that the plaintiff’s bar is gaining confidence it can recover significant dollars for plaintiffs in cyber breach cases — at the expense of the board of directors

5.6 Where do we find an insurance broker who can assist in evaluating whether we need this type of insurance?

Many insurance brokers maintaining a “P&C” (Property and Casualty) license can assist with the purchase of cyber specific coverage.  Almost all global and many national insurance brokers have developed expertise and created divisions in their organizations specific to information security and privacy.  Many mid sized or regional insurance brokerage firms have also developed internal resources dedicated to this coverage as brokerage revenues from information security and privacy insurance continue to grow year to year.  There are also specialist wholesalers who serve as dedicated resources to retail brokers who have no dedicated in-house expertise.  

In addition, there are many events, forums and other educational workshops that teach insurance brokers about the emerging trends of cyber risks and coverage.  Today many cyber industry specialists (law enforcement, technology specialists, insurance underwriters) dedicate time and effort into teaching continuing educations courses to insurance brokers, who as a result are now learning more and more about trends and risks associated with information security and privacy, insurance coverages available in the market and risk management techniques to mitigating these exposures.  These continuing education courses have helped to spread expertise among many insurance brokers who are increasingly dealing with the need to advise clients on the purchase of cyber specific coverage.  So, even if an insurance brokerage firm does not have the specific in-house expertise that larger brokerage firms have, there are many courses and events that aid in their personal development in this area.  Asking your insurance broker if they have ever attended a cyber course and received CE credits may be a good indicator of their growing knowledge in information security and privacy. 

5.7 
How do we know what insurance carrier to consider with respects to 

this insurance? 

A growing number of insurers either currently offer or are gearing up to offer some form 

of cyber risk coverage. Key considerations for selecting an insurance company include:

· the insurer’s ratings from the insurance rating agency A.M. Best as well as 

financial rating agencies such as Standard & Poors, Moody’s etc.

· the insurer’s ability to handle risks internationally

· the length of time the carrier has been providing this specific coverage

·  its commitment, not just in terms of time but in personnel who understand both coverage and the risks

· the maximum limits the carrier can offer on any one policy (known as the 

carrier’s “capacity”)

· the scope of coverage being sought/offered

· claims handling practices

· reputation in “specialty” lines

· and finally, price

Above all else, look for a carrier that is nimble and has demonstrated flexibility, as nowhere is risk evolving more rapidly than in the areas of information security and privacy.

5.8  Have there been losses in this area?

There are many informational websites regarding the loss of Personally Identifiable Information.  For 2008, the Data Loss Database (datalossdb.org) totals 692 incidences related to data breaches and 85,837,760 records compromised.  The Identity Theft Resource Center (idtheftcenter.org) reports a total of 656 total breaches with 35,691,255 records compromised in 2008.  Seen here the total number of instances is somewhat comparable but the difference between the records compromised is roughly 50 million.  The data is compiled for both sites using news, blogs, and other media.  

The statistics, although not uniform, are astounding no matter what source you choose to believe.  ITRC reports an increase of 47% in breaches from 2007 to 2008, and 268 breaches in the 1st half of 2009.  These statistics take into account insider theft as well as hackers.  If we said the total number of records compromised were just 60M, it would be conservative to say that at least 2 of 10 individuals within the United States have had their Personal Information compromised.  

We have seen some significant dollar amounts attributed to some of these losses in the past year in regards to PII.  It is important to note that the dollar amounts aren’t solely attributed to law suits on behalf of the individuals harmed, credit card fraud, but for state mandated notification expenses that are related to such breaches.   

Most of us have heard of Albert Gonzalez and a group of individuals, who recently were charged with stealing 40 million credit and debit card numbers from several US retailers.  The total monetary losses are still unknown, but speculation about some individual losses puts the numbers well above $200M.  Although these activities occurred over time this group would have compromised more records then the 35M records that ITRC indicated in 2008.  The cyber gang’s activities were spread around the world reaching Eastern Europe and Southeast Asia. 

Some firms have tried to quantify what the cost of each record held within an organization may cost.  Although there is no scientific approach the Ponemon Institute indicates $2.04.  Needless to say the monetary risk of Personally Identifiable Information is very real.    

5.9
What does a policy cost? 

The cost of this policy will be comparable to that of many other corporate insurance 

policies. The actual cost of insurance depends on coverage, limits and retention. 

For a very small company, this insurance may cost less than $1,000 dollars per year. 

For a very large company, the cost may be over a million dollars per year. 

As insurers write more coverage, their ability to price the coverage more consistently has likewise improved—what was once an exercise in actuarial alchemy now tends to bear a much closer resemblance to the underwriting of other more traditional insurance products. The key driver of premium remains the your annual revenue, but insurers are becoming more sophisticated in factoring in industry class, position within an industry class, as well as more traditional elements like excess positions, quota share, retentions and co-insurance.

5.10 
What are the other benefits of our purchasing a specific cyber risk 

insurance policy? 

Cyber insurance does come with certain benefits not normally associated with traditional risk transfer instruments. In addition to the obvious benefits of providing funds to pay for out of pocket expenses to comply with privacy regulations,  a defense of claims and regulatory actions as well as direct loss of revenue and the costs to recollect or recreate data, there are a number of other indirect benefits. Such indirect benefits include an objective, and free, review of a company’s network security by a third party (i.e. the insurer or broker, etc), a better ability to understand the company’s risk level compared to its peers (by examining the differences in premium from benchmarking against others who have purchased the coverage) and better quantification of net financial risk. Finally, the demonstration of the successful ability to purchase insurance could be a favorable factor with the company’s regulators, in litigation, or in a competitive situation where proof of such coverage is a required element of a contract.

Chapter 6: Human Resources

Key Results 

· Ensure all stakeholders are well informed of cyber security and its financial impact to the organization

· Commit to  clear and consistent cyber security procedures and expectations

· Establish reinforcing infrastructure and talent support systems

Key Questions for Your Executive and Human Resources Leadership Teams

Fundamental to any business issue is the human capital element.  The importance of investing in human capital is now more important than ever before.  Nobel Prize-winning economist Gary S. Becker, who coined the term “human capital,” says that “the basic resource in any company is the people. The most successful companies and the most successful countries will be those that manage human capital in the most effective and efficient manner.” Cyber security is no exception.  Without knowledgeable people to protect information and systems, cyber risk will have greater impact.  But how do you make certain that your organization is prepared for cyber risk from a people perspective?  Organizations clearly need to establish a talent management plan that addresses this issue.  Any leadership team will want to develop specific guidance on how to attract, acclimate, invest and engage cyber savvy employees to ensure the best possible chance of mitigating financial risk.  

Equally important to the human capital discussion is the awareness that more people than just employees have access to company information via integrated networks and data interdependencies. Data access decisions must be made consciously for all stakeholder levels to include company representatives, teammates, contractors, guests and administrators.
Indeed anyone who touches a company’s information and systems should have full awareness and appreciation for the financial impact associated with cyber risk.  Standards for vetting talent for network access should be well established, to include criminal history, professional integrity and citizenship requirements, if appropriate, in advance of receiving access credentials.  In the best possible scenario, organizational leadership will commit to a fundamental value of cyber security, creating a culture of awareness that guides policy, process and decision making.  Because it is not yet well-understood, many organizations consider cyber security the sole responsibility of the information security function, and possibly a concept that is limited to only those technical few with administrator roles or specific management responsibilities for the network.  Unfortunately, this perspective fails to acknowledge the modern, integrated workplace that relies heavily on information systems to engage in business with other employees, clients, vendors, consultants and teammates.
Organizational leadership will play an essential role in establishing this cyber security value.   Just as the responsibility for cyber security crosses all lines of the organization, these questions should be asked across the senior leadership team and multiple functional areas.

6.1
Does our internal organization understand the financial impact of cyber risk?

Focusing employee attention on the financial seriousness of cyber risk is critical to the development and execution of a cyber risk mitigation plan.  Without a clear understanding of the potential impact each incident might have on the organization, employees and other cyber stakeholders may make decisions that are contrary to the organization’s well-being.  Policies and procedures may be interpreted loosely and applied inconsistently.  Access may be granted without consideration for information sensitivity or regulatory compliance.  Cyber-related policies and procedures should provide the organization with a basis for creating a cyber secure culture, where everyone in the organization understands their role in keeping information and systems safe from individual vulnerabilities and potential threats.   Each point of departure from these standards provides an opportunity for additional loss of control, and potential for greater financial risk.
Methods for addressing whether the internal organization understands the financial impact of cyber risk:

· Create and deploy a messaging plan on the financial impact of cyber risk

· Facilitate learning discussions on cyber risk prevention and mitigation

· Tie employee reward programs (merit and bonus) to the effective implementation of cyber risk mitigation programs

· Institute a periodic training and certification process for the financial impact of cyber risk, assessing employee understanding of why cyber security is their personal responsibility

6.2
How do we attract, develop and retain critical cyber security technical and leadership talent, including those in functional areas requiring cyber security savvy?

As corporate reliance on information systems expands, the need for cyber savvy talent grows exponentially.  According to a new study by the Partnership for Public Service, the need for information technology specific, mission-critical personnel in the U.S. government alone exceed 270,000 new employees by the fall of 2012.   At the same time, however, high school and college level students’ interest in science, technology, engineering and math (STEM) has significantly declined over the last several years, creating a severely limited talent pool to address the need. Organizations will be challenged to identify company-specific discriminators by which to provide candidates and employees with a strong enough value proposition to attract and retain their interest over the entire employment lifecycle.  This value proposition must be substantial enough to address talent needs at all levels, from executives to administrators, and across multiple disciplines – engineering, technical, management, legal and administrative.  Investments in state of the art technology, facilities and continuing educational opportunities will play a significant role in keeping talent engaged longer term.

A dynamic talent management strategy is essential to answering this question.   Talent planning ties the organization’s workforce activities directly to its business strategy and objectives. Through talent planning, the organization identifies the workforce it needs for its current and future business activities and plans the actions to be taken to ensure the required workforce is available when needed. Workforce planning could include partnerships, alliances, acquisitions, independent contracting, and other means for ensuring that the required components of workforce competencies are provided in support of business plans and objectives. Strategic workforce plans provide those responsible for workforce activities in units with a reference for ensuring that they perform their responsibilities with an understanding of how the unit’s workforce activities contribute to the business.
Of course, a first step in establishing these plans is identification of critical knowledge and skills required to successfully perform assigned tasks. Critical skills are those that, if not performed effectively, could jeopardize the successful performance of these assigned tasks. Training needs related to these critical skills are identified for each individual. Then, each unit develops a training plan based on the training needs identified for each individual within the unit. Training in critical skills is delivered in a timely manner and is tracked against the unit’s training plan. Performance management strategies can be established related to business objectives against which unit and individual performance can be measured.
Still, while organizations can develop competence in cyber risk prevention and mitigation in their workforce through training, some expertise can best be found by recruiting external talent.  Truly effective organizations both source and hire employees with demonstrated depth in this area, while also screening all potential employees for the right attributes for maintaining a  cyber secure working environment.  Once hired, these competencies must be nurtured in the organization by aligning them with the firm’s performance management, rewards, training, and retention management systems.
Candidates for positions and key internal resources will quickly realize their value and demand higher levels of competition for their skills, including robust health and welfare benefits, leave accruals, base and variable compensation packages.  The competition will be fierce for those candidates who possess strong technical and leadership skills, and particularly those with multi-disciplinary experiences.  Candidates with both financial and computer science backgrounds, for example, will have far more insight into the financial implications of the information networks by which the company does business than a candidate who was strictly educated in the computer sciences.  Similarly, candidates with experience across multiple markets or industries like a combination of defense and commercial network architecture experience may bring far creative more insight into how cyber security might be accomplished than someone who has experience in only one or the other.  A thoughtfully prepared talent management strategy will be essential for ensuring the best talent joins and stays with the company. 
Methods for attracting, developing and retaining critical cyber security technical and leadership talent, including those in functional areas requiring cyber security savvy:

· Develop a talent management strategy that emphasizes the need for cyber security savvy

· Define the knowledge, skills and attributes of the talent necessary to maintain cyber security, to include ethics and integrity

· Incorporate these criteria into the sourcing and screening process

· Imbed these criteria in the performance management system

6.3
Do we have plans in place to mitigate the human vulnerability variable?

People are human and therefore vulnerable to persuasion, coercion, personal weakness and lapses in integrity.  While unfortunate, this variable represents the greatest wildcard in cyber risk given that it is generally triggered by personal human threat including financial hardship, relationship turmoil, or in some cases even peer pressure or pure challenge.  It is the most difficult to plan for given its elusive and random nature, which makes it even more important for CFO’s to include in their talent considerations.  Checks and balances should be established to mitigate the risk of this particular variable, including data integrity assessments and mission assurance standards.  A company must also ensure that its business ethics position is clearly and regularly communicated to include its commitment to cyber security.  Continual reminders of how important ethical behavior is to the company’s reputation will help to reinforce the culture. Leadership modeling of the positive behaviors followed up with consistent execution of discipline when the need arises will demonstrate that the company takes the issue seriously. Bottom line, the company’s leadership will need to provide employees with adequate motivation to stay on the straight and narrow, while at the same time acknowledge the likelihood of vulnerability by establishing reporting mechanisms and equitably applied progressive discipline policies.
Methods for mitigating the human vulnerability variable:

· Require a screening investigation for prior criminal record upon request for employment and data systems access

· Champion business ethics as fundamental to the business culture

· Provide access to a hot line mechanism for anonymous reporting of suspicious behavior

· Establish and deploy a progressive discipline process that clearly outlines consequences for breach or risk behaviors

6.4
Does our organizational structure support key functional integration to ensure threat mitigation and rapid crisis response?

Organizational structure can dramatically affect how quickly an organization can respond to cyber risks.  Lack of technical or functional integration may cause duplication of effort or business-damaging assumptions to be made when working time-critical crisis response.  Lack of basic communications or business relations across critical functional organizations may cause missteps in interpreting cyber policy and procedure.  Organizations should be diligently evaluating the organizational structure for performance alignment to mitigate the possibility for these mission conflicts.  
Performance alignment evaluation efforts focus on how the various components of performance fit together across workgroups, functional areas, units and the entire organization. Understanding these present a complete picture of performance within the organization and how the integration of its various business activities are affected by workforce practices and activities. These analyses allow management to integrate the entire enterprise and use workforce activities strategically to achieve organizational business objectives.
These evaluations can also provide the basis for effective cyber prevention and mitigation planning to acknowledge the functional design of the existing organization and use it to construct the most facile integrated decision making and communications approach.   The goal in developing a cyber risk plan is not to subvert or overturn the existing functional management structure.  Effective cyber risk plan adapts to the organization’s existing leadership and functional structure while identifying and repairing gaps in security among departments, workers, and their supervisors.  Regardless the function or department, employees must see cyber security as relevant to what they locally do as well as influential to the organization’s success as a whole.
Methods for using the organizational structure to support key functional integration to ensure threat mitigation and rapid crisis response:

· Audit existing organizational structure so that there is a full understanding of role of key functions and how they interact with other functions

· Establish functional teams to determine how to imbed cyber secure practices in each of these function, consistent with their roles and responsibilities

· Implement these cyber security regimens and test their efficacy through surveys and drills

6.5
How does our internal communications plan address the effectiveness of cyber risk awareness training and communications for all network stakeholders? 
Effective preventative and remedial responses to cyber threats depend on creating a fully competent workforce in these matters.  Reducing the risk of harm to organizations compels their leadership to assess employees’ specific understanding of how cyber risk impact business operations and how their own actions can prevent or facilitate financial loss to the organization depending on how seriously they take cyber security.

Internal communications planning will help to focus network stakeholder attention on their responsibility for cyber security. Regularly scheduled and consistent messaging will ensure the best possible chance of success for risk mitigation activities.  

Training activities that supplement the organizational communication efforts ensure that the responsibility expectations take hold in the organization, reinforcing any necessary changes in behavior or risk reporting criteria.  Linking and applying these principles to a firm’s cyber awareness approach will establish a permanent culture of secure and productive use of an organization’s cyber infrastructure. 
Methods to develop, implement, and assess an internal communications plan that addresses the effectiveness of cyber risk awareness training and communications for all network stakeholders?

· Based on the cyber awareness strategy, draft a communications plan that reinforces key messages on a regular, continuous basis;

· Equip direct supervisors with talking points and other communications tools and require them to discuss cyber issues with their direct reports at least monthly;

· Conduct a training needs assessment within the organization that determines what development is required to reinforce key cyber awareness messages; and,

· Evaluate the training and communications for effectiveness and repeat as necessary.

6.6
Do we provide offsite and remote stakeholders with sufficient training and communication to mitigate cyber risk?

Parties outside of the primary company facility -- telecommuters, customer co-located staff, vendors, teammates and investors -- also demand consideration in training and communications plans.  While standard operating procedures provide basic rules on remote access, alternative communications and training vehicles should address unique circumstances relative to home office work environments, as well as other facilities that are under separate company control.  An aggressive and targeted communications and training campaign builds confidence with these stakeholders and provides an essential early warning system for potential cyber security threats.
Company leadership will need to make certain that alternative facilities provide sufficient access for communications and training distribution, supporting the primary company’s cyber security culture.  Conflicts in ethical practices may result in damaging activities and stakeholder confusion on roles and responsibilities required to maintain cyber security.  Inadequate training deployment to remote stakeholders may cause inconsistent technical skills and improper network access or information management procedures that increase financial risk.
Methods to provide offsite and remote stakeholders with sufficient training and communication to mitigate cyber risk:

· Based on the cyber awareness strategy, draft a communications plan that reinforces key stakeholder messages on a regular, continuous basis

· Equip investor support, employees, and other communicators with talking points and other communications tools and encourage them to discuss cyber issues with their stakeholders on a regular, periodic basis appropriate for the business

· Co-develop, expand, and evaluate the training and communications programs for effectiveness and repeat as necessary.

6.7
Do we routinely audit network access throughout the network stakeholder lifecycle, especially at termination or out-processing?

While it may be easy to agree on how important it is to be diligent in monitoring stakeholder access, the size and complexity of the organization may make this a very difficult activity.  Smaller organizations may be able to keep track of who has system access on a simple spreadsheet but may miss key lifecycle triggers like changes in job function or transfers between business units that would require updates to information access if the spreadsheet is not systematically linked to the database that manages these employment events.  A customer service representative who moves from the call center to the showroom probably no longer needs the level of system access to client accounts that he started used in his previous position.  Larger, more complex companies absolutely need integrated systems to provide automated notification of employment changes to ensure that employees on the move have access to only that they need to successfully perform their roles.  Organizations responsible for multiple thousands of employees across the U.S. and abroad must leverage integrated infrastructure to manage their employee base, and coordinate basic network login access upon new hire, specific systems accesses throughout employment, and account termination when the employee leaves the company.  Worst case scenario would be to have retired or resigned employees, or even worse – unconnected non-employees -- continue to possess active network log-ins or system access.  It would result in excess, completely unnecessary risk with great potential for human vulnerability issues.
For these reasons, companies should at the bare minimum ensure that network accounts terminate immediately at the end of the stakeholder’s relationship with the company.  Information access at this point in the lifecycle should neither be ignored nor considered a minor concern.  It is during these transitions that the loss of data control and the invasion of organizational systems are the most likely given cut ties and new relationships developing with competing employers.  Whether resolving the termination of a disgruntled employee or closing a transaction with a departing vendor, organizational leaders must ensure that any end to the relationship with a stakeholder also closes the door to cyber risk.
Methods to routinely audit network access throughout the network stakeholder lifecycle, especially at termination or out-processing:

· Establish an out-processing approach that ensures all risk is managed effectively and deliberately during the final transaction

· Establish a review process to determine which steps at the end of an assignment, position, or transaction require an incremental or absolute termination of access to organizational electronic assets

· Monitor and improve these processes as needed

6.8
Do we adequately address stakeholder responsibility for protecting our social networking, share center and prohibited public sites?

Although social networking is an exciting way to expand relationships that could lead to enhanced business opportunities, innovation and performance, their pure novelty carries significant risk to control of informational assets and the spread of electronic malcontent like viruses, worms and spies. Lack of adequate planning for these increasingly open, collaborative spaces may tempt the less experienced, less savvy talent to share much more than appropriate. In cleared space, this poses an even greater risk for accidental exposure of classified information.  Organizational leaders must clearly communicate stakeholder responsibilities and even liabilities when exchanging information in social networks.  Whether participating in live online exchanges or surfing the internet, stakeholders must be held accountable for the information they share, post and download.
This said, too much censorship on the networks and internet may pose risk to the collaboration, creativity and research that these tools were designed to enhance.  Leadership should consider cost benefit analysis of the severity of limitations for stakeholder access and make decisions based on what is best for their particular business model.  Depending on the market in which they play, more open networking and access may make more sense than not.  It is most important to ensure that leadership considers the potential risks and incorporates appropriate safeguards via standard operating procedures, regular communications and training.
Methods to address stakeholder responsibility for protecting our social networking, share center and prohibited public sites:
· Have the legal department draft guidelines of behavior in social networks and communicate these guidelines directly to stakeholders

· Through the IT department, establish barriers to the exchange of specific types of information while involved in a social network

· Aggressively respond to violations of organizational policy using internal management systems or third party remedies

6.9
Do our performance management and compensation strategies provide adequate support for our cyber security mission?

Positive employee reinforcement is a critical leadership piece to ensuring that the cyber security mission is met.  Unless employment infrastructure relative to performance management and compensation clearly support the commitment to the cyber security culture, limited progress may be made in shifting the attitudes about the importance of risk mitigation. People respond to clearly established, managed goals and objectives that are reinforced with monetary incentives.

Performance management involves creating and monitoring measurable objectives for a specific period of time resulting in eligibility for merit increases on an annualized basis, adjusted for performance level.  Whether an organization uses a multiple point scale, pass/fail, or open discussion formats, is not as important as the regularly scheduled performance discussion itself.  It is during these discussions that the relationship between employee and supervisor is strengthened and critical exchange on cyber security awareness, expectations and evaluation is accomplished.  These discussions should not be limited to an annualized basis, but should be on-going throughout the performance period to ensure alignment and engagement.  It also actively demonstrates leadership commitment to discuss problems and solutions through creation of an atmosphere of continuous employee improvement.
Placing monetary value on the cyber security priority will further demonstrate serious commitment.  Strong general compensation packages that include variable special benefits like pension, 401K matching plans, negotiable leave plans, sign bonuses and long term incentives will likely be necessary to attract key cyber talent in a highly competitive market.  Equitable base compensation increases and continuing long term incentives are essential to keep talent inside the company. Targeted variable compensation programs to reward specific, objective activities serve to enhance performance on shorter term goals and increase employee focus on the cyber security mission.
Methods to determine whether performance management and compensation strategies provide adequate support for our cyber security mission:

· Link the cyber awareness program deliverables to key measures in employee performance evaluations

· Tie employee reward programs (merit and bonus) to the effective implementation of cyber risk mitigation programs

· Establish a spot award programs that provides quick and vivid incentives toward operating in a secure manner

6.10
Does our progressive discipline policy adequately address our need for threat investigations involving poor performers and network stakeholders demonstrating suspicious or disruptive behavior?

Because the risk for poor information management is so high, disciplinary policies have to be established and equitably enforced to address potential issues.  Leaders will need to assess the need for processes from one-time, individual course corrections to anonymous threat reporting systems depending on the company’s network architecture complexity and experience.  The level of cultural support for cyber security and the general investment in business ethics education may reduce the need for disciplinary activities but the level of employee performance and successful remediation can vary greatly.  
Most important to progressive discipline is the consistent interpretation of threat issues and application of the policy itself.  Employees will observe inconsistencies and assess them as leadership weakness and lack of commitment to the mission.  Non-employee stakeholders won’t take internal policies seriously unless they are also held accountable for the information and systems they support.  Because this level of exposure is also potentially immediately visible to the public, the company has heightened liability for urgent action to avoid damage to their public reputation.
Methods to determine whether the progressive discipline policy adequately addresses our need for threat investigations involving poor performers and network stakeholders demonstrating suspicious or disruptive behavior:

· Determine where risks exist for disruptive or abusive use of cyber assets in the workplace

· Communicate during goal setting sessions the risk of failing to manage cyber assets prudently

· Audit the use of cyber assets and if poor performance emerges, respond quickly and consistently

· Use all appropriate internal and external remedies to reduce the risk of exposure

· Engage the crisis management team immediately for needs assessment
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� As but one example, in the case of Heartland Payment Systems, which provides payment processing services for merchants in connection with bank card transactions, a breach was discovered involving the use of malicious software to collect unencrypted payment card data being processed during the authorization of bank card transaction.


Over a period of approximately seven months following its disclosure of the breach, 17 class action lawsuits were filed against Heartland asserting claims on behalf of cardholders whose transaction information is alleged to have been placed at risk in the course of the breach and ten class action lawsuits were commenced on behalf of banks that issued payment cards to those cardholders to recover the cost of issuing replacement cards and losses resulting from unauthorized transactions.  The cardholder and financial institution lawsuits variously assert claims for negligence, breach of contract, violations of the Fair Credit Reporting Act and state data breach notification statutes, and unfair and deceptive practices. 


During the same period, four securities class actions were brought alleging that Heartland and two of its officers made material misrepresentations and/or omissions to its shareholders concerning the breach and that certain Heartland officers and directors engaged in insider trading of its securities.  In addition, a merchant class action lawsuit was commenced on behalf of merchants against whom Heartland has asserted claims for chargebacks or fines in connection with compromised credit card data.  Heartland Payment Systems, Inc., Form 10-Q for the quarterly period ended June 30, 2009, filed Aug. 7, 2009, at 6-7, 52-55, 59-61, available at http://www2.snl.com/Irweblinkx/file.aspx?IID=4094417&FID=8179567&O=3&OSID=9.


� In the case of Heartland, a shareholder derivative action was commenced against members of its Board and certain of its officers asserting claims for breach of fiduciary duty, unjust enrichment, abuse of control, gross mismanagement and waste of corporate assets, alleging that the defendants caused Heartland to disseminate materially misleading and inaccurate information to its shareholders, ignored inadequacies in its internal controls and failed to make a good faith effort to correct the problems or prevent their recurrence.


� See Appendix [INCLUDE IN APPENDIX SELECTION OF STATUTES AND REGULATIONS, e.g., Fair Credit Reporting Act, Identity Theft/Notice Reporting Statutes, Encryption Requirements, HIPAA, GLBA]


� http://www.ponemon.org/local/upload/fckjail/generalcontent/18/file/2008-2009%20US%20Cost%20of%20Data%20Breach%20Report%20Final.pdf





PAGE  
48

