	[image: image2.jpg]ANSI

American National Standards Institute





	[image: image3.jpg]






	ISA-ANSI Workshop on Cyber Risk 
Phase II Workshop IV - Developing a Methodology for CFO/CEO Decision Making in Cyber Risk Mitigation
Meeting Summary
December 10, 2009
9:00 am – 5:00 pm
Phillips Nizer LLP
666 Fifth Avenue, 28th Floor
New York, NY 10103



	 

	
Welcome / Call to Order

Larry Clinton, President, Internet Security Alliance (ISA), welcomed all of the attendees to the meeting and thanked them for their hard work during this Phase II of the ISA/ANSI cyber initiative.  Mr. Clinton thanked Phillips Nizer for hosting the meeting and for their generous sponsorship.
Mr. Clinton noted that the objective for the meeting would be the review and refinement of each of the task group chapters.  Mr. Clinton added that the main focus of the meeting will be based on the comments that will be provided by the Red Team for each chapter.


	
Introductions (all)

Participants introduced themselves and the organizations that they represented.  Thirty participants representing twenty two organizations attended the fourth workshop of Phase II, six of whom participated via teleconference.  The complete list of attendees can be found in Attachment 1.  



	
Recap of Third Workshop Session (September 29, 2009)

Ty R. Sagalow, Chief Innovation Officer, Zurich North America, welcomed everyone to the fourth and final workshop meeting and provided an overview of past meetings for new participants.  Mr. Sagalow noted that the document that was published as a result of the Phase I workshop effort; The Financial Impact of Cyber Risk – 50 Questions Every CFO Should Ask, has been presented in various forums since its release in 2008.  He said that this underscores the importance of Phase II as we strive to find responses to the questions posed in Phase I of this initiative.  Mr. Sagalow noted that during Workshop III the group had addressed numerous issues including the need for consistent formatting, the need for more information in the appendices, and the consolidation of the legal and compliance chapters.
Mr. Sagalow noted that the Phase II document is aimed at being practical and useful.  Mr. Sagalow added that the Phase II document is intended to give more guidance to the C-Suite community, specifically the CFO, by providing responses to the questions posed in the Phase I document as well as tools that can be used to implement those responses.
Mr. Sagalow concluded his remarks by noting his appreciation for all of the hard work that has been done by all of the task group leaders and participants.    


	Results of the Red Team Review 

Ed Stull, Direct Computer Resources, delivered a presentation that provided a broad overview of the Red Team review process and findings.
Items discussed during this presentation include:

· It was stated that the focus of the Red Team during this review was content only.
· A key finding of the Red Team was the need for an overall introduction to the document that will better tie in the document’s five chapters.

· The Red Team noted that this document needs to be an independent document that is separate from the Phase I document.  The task groups should not assume that the intended audience is familiar with the Phase I document, and therefore should include language that explains any Phase I references. 
· It was suggested that each task group consider the key overarching themes of the document when finalizing their chapters.  It was added that some of the chapter material is too text heavy and it may be beneficial to bullet key points.
· It was discussed that along with submitting their final drafts to the workshop leaders, each team will provide their chapter’s three key results.  These key results will be included in the final document as a sidebar to their chapter.
  

	Task Group #1 & #2 – Chief Legal Counsel  & Compliance Officer
Task group leaders, Lon Berk and Arnold Felberbaum, provided an overview of their chapter.  Ed Stull and Bob Gardner then gave the results of the Red Team review for this chapter.
Items discussed during this chapter overview include:

· It was noted that each task group should review their chapters to ensure they offer a set of solutions as opposed to restating the problems.
· The Red Team noted that this chapter needs to include language identifying a best practice for the C-Suite community to pre-select and pre-negotiate outsourced contracts for post-breach management.
· It was noted by the workshop leaders that all of the chapter titles may be changed so that they include the words “financial” and “risk”.
· The Red Team noted that the legal chapter should include a section on the ramifications of unreported security breaches.

· It was agreed upon that task group members Tom Jackson and Regan Adams will add a conclusion section that will discuss tools identifying how to make the information in this chapter useful and applicable, as well as highlighting the cost benefit of the processes discussed in this chapter.



	Task Group #3 – Business Operations and Technology Teams 

Task group leader, Michael Castagna, provided an overview of their chapter.  Ed Stull and Bob Gardner then gave the results of the Red Team review for this chapter.

Items discussed during this chapter overview include:

· It was discussed that this chapter needs to refrain from mentioning any topics or tools that may become quickly outdated in order to ensure that this document can remain as current as possible.
· It was noted that this task group will go back and revise their section in order to more clearly clarify the idea of data categorization.
· It was added that the concept of continuing to monitor and re-evaluate risks needs to be expanded upon in this chapter.



	Task Group #5 – Risk Manager for Corporate Insurance

Task group leader, Harrison Oellrich, provided an overview of their chapter. Ed Stull and Bob Gardner then gave the results of the Red Team review for this chapter.

Items discussed during this chapter overview include:
· The Red Team noted that they were unaware of the vast array of insurance options available, and that is valuable information to include in this chapter.
· Mr. Oellrich noted that this task group would be submitting appendices that include tables and charts that further illustrate various insurance coverage options and corresponding carriers.

· It was noted that the process of underwriting needs to be addressed in this chapter on a very high level, as this process is important in order to demonstrate to a company how their risk management is viewed by insurance carriers.  The task group agreed to add this content to the chapter.



	Roll-out and Promotion of Response/Methodology Document

Larry Clinton, President, (ISA), and Karen Hughes, Director, Homeland Security Standards, (ANSI) led an open discussion on roll-out, promotional efforts/opportunities, identification of potential sponsors for associated publication printing expenses, and any additional follow-on activities associated with this project. 

Topics that were discussed during this session include:

· It was noted that the Phase I document has been downloaded thousands of times, and therefore the group may want to consider organizing a much smaller mailing of the document and instead promote the online tools that are available to download the document.  
· It was agreed that mailing out a one-page promotional piece (e.g. the front cover of the document that could possibly contain a list of top ten key results from the document) would be the best way to proceed in doing a large scale mailing.
· Several conferences were addressed as potential venues for launching and marketing this document including: RSA 201, Symantec Vision Conference, ISSA conference, CFO Rising, HIMSS, and the IAPP annual conferences.  The meeting attendees who have contacts at these conferences will be submitting their contact information to Karen Hughes (khughes@ansi.org) for further discussion.
· A brief update on the sponsors secured to date was provided.  Additionally, ISA and ANSI agreed to continue discussions regarding next steps related to sponsorship strategy. 


	Task Group #4 – External Communications and Crisis Management Teams
Task group leader, Rick Kam, provided an overview of their chapter.  Ed Stull and Bob Gardner then gave the results of the Red Team review for this chapter.

Items discussed during this chapter overview include:

· It was discussed that the content of this chapter should focus on what companies should do when facing breach situation as opposed to what they should not do.
· The Red Team noted that this chapter should include a methodology that addresses a company’s best practice when commenting on a competitor’s breach situation.  It was added that if a competitor is faced with a breach, an organization should be prepared to answer inquiries regarding their own risk management and preparedness.
· It was noted that the appendices of this chapter should include a link to various risk assessment tools as opposed to only listing one company’s risk assessment tool.


	Task Group #6 – Human Resources

Ed Stull and Bob Gardner provided the results of the Red Team review for this chapter.
Items discussed during this chapter overview include:

· It was recommended that because of the strength of this chapter, the workshop leaders will consider moving this chapter to be the first chapter in the document.

· It was noted that this chapter should include a tool that gives the best practices for the proper documentation in order to maintain corporate memory of significant HR events.
· It was discussed that as with other chapters, the title of this chapter will be changed so that it incorporates the words “financial” and “risk” as well as better capturing the broad scope of the chapter.
· It was noted that this chapter should include best practices for the use of tools to limit human error.


	Task Group #7 – Appendices

Task group leader Mary Beth Allen provided an overview of this section.

Items discussed during this section overview include:

· It was noted that appendices have not been submitted for each task group and additional submissions should be sent to Mary Beth Allen at the conclusion of this workshop. 
· It was agreed upon that any appendices that include links to a document should include the direct link to the document and not a general document page. 


	Final Steps for Publication of Final Deliverable 

Larry Clinton, President, Internet Security Alliance (ISA), lead a discussion finalizing the details on producing the final deliverable.
Topics that were discussed during this session include:
· The front cover of the document will remain visually consistent with the document from Phase I, with the color being changed to green.
· The title of the document will remain consistent with Phase I, adding language to indicate that this is a Phase II document. Additionally, it was agreed that a line would be added to the “& responses” piece, as well as enlarging the text on the cover to make it stand out more.
· It was agreed that each task group will submit to the workshop leaders the key action items from their chapter in addition to their final draft no later than Monday, December 21, 2009.
· The group agreed that there will be a note in the final document stating that any websites or links referenced in the publication are referenced as of the publication date.
· The following dates were agreed upon by the group:
· All task group final drafts and key results will be submitted to the workshop leaders by Monday, December 21, 2009.

· The workshop leaders will review the drafts and provide their final submissions to ANSI during the first week of January, 2010.  It was noted that the ANSI Communication’s team requires a minimum of four weeks from receipt of the final draft document until publication.  
· The document will be published in early February 2010, provided that the timeline outlined above is adhered to. 



Sponsorship

ANSI and ISA would like to thank Phillips Nizer LLP
 for sponsoring this workshop.
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	First Name
	Last Name
	Organization

	Regan
	Adams
	Proofspace

	Mary Beth
	Allen
	Allen Associates

	Warren
	Axelrod
	

	Dan
	Benigni
	NIST - U.S. Department of Commerce

	Lon
	Berk
	Hunton & Williams

	Richard
	Billson
	Zurich

	Joe
	Buonomo
	Direct Computer Resources, Inc.

	Maggie
	Burke
	Symantec Corporation

	Martin
	Burkhouse
	U.S. Department of Justice

	Aaron
	Burstein
	University of California, Berkeley

	Jessica
	Carl
	American National Standards Institute (ANSI)

	Michael
	Castagna
	U.S. Department of Commerce

	Larry
	Clinton
	Internet Security Alliance (ISA)

	Arnold
	Felberbaum
	Reed Elsevier

	Robert
	Gardner
	New World Technology Partners

	Anne
	Granfield
	Robinson Lerer & Montgomery

	Bob
	Gregg
	ID Experts

	Karen
	Hughes
	American National Standards Institute (ANSI)

	Thomas
	Jackson
	Phillips Nizer LLP

	Rick
	Kam
	ID Experts

	Roger
	Lang
	Financial Services Technology Consortium

	Tom
	Lockwood
	U.S. Department of Homeland Security

	Liz
	Neiman
	American National Standards Institute (ANSI)

	Harry
	Oellrich
	Guy Carpenter & Company, LLC

	Brent
	Pressentin
	Internet Security Alliance (ISA)

	Ty
	Sagalow
	Zurich

	Fran
	Schrotter
	American National Standards Institute (ANSI)

	Dan
	Schutzer
	Financial Services Technology Consortium

	Ed
	Stull
	Direct Computer Resources, Inc.

	Rebecca
	Webster
	Northrop Grumman
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