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	Meeting Summary from the Second Meeting of the ISA-ANSI Workshop on Cyber Risk Phase II Workshop II - Developing a Methodology for CFO/CEO Decision Making in Cyber Risk Mitigation
August 18, 2009
9:00 am – 5:00 pm
Zurich North America
1 Liberty Plaza

New York, NY 10006

33rd Floor Conference Rooms A&B




	
Welcome / Call to Order

Larry Clinton, President, Internet Security Alliance (ISA) welcomed all of the attendees to the meeting and thanked them for their hard work over the past few weeks. Mr. Clinton thanked Zurich for hosting the meeting and Direct Computer Resources for their generous sponsorship.  
Mr. Clinton noted that task groups had been formed at the conclusion of Workshop I, corresponding to each of the Phase I chapters: chief legal counsel, compliance officer, business operations and technology teams, external communications and crisis management teams, risk manager for corporate insurance.  Additionally, task groups were formed for human resources management and appendices.  Each task group had been asked to prepare a draft outline containing possible content for their chapter in the final deliverable to be presented Workshop II. Mr. Clinton noted that each task group had made excellent progress since Workshop I, and that he was looking forward to the reports that would be given by each group on their outlines.


	
Introductions (all)
Participants introduced themselves and the organizations that they represented.  Thirty five participants representing twenty nine organizations attended the workshop.  The complete list of attendees can be found in Attachment 1.


	
Recap of First Workshop Session (July 31, 2009)

Ty R. Sagalow, Chief Innovation Officer, Zurich North America, Workshop Leader, provided a recap of the first workshop session that was held on July 31, 2009.  Mr. Sagalow noted that the document that was published as a result of the Phase I workshop effort; The Financial Impact of Cyber Risk – 50 Questions Every CFO Should Ask, has been presented in various forums since its release in 2008.  He said that this underscores the importance of Phase II as we strive to find responses to the questions posed in Phase I of this initiative. 

Mr. Sagalow added that Workshop I concluded with each group being charged with responding to the original questions from the Phase I document.  Additionally, he pointed out that several new-comers have joined this initiative and he encouraged them to volunteer for the various task groups.  He noted that agreement was reached during Workshop I that the responses should be short, practical, implementable, and able to cross over a variety of companies of any size.


	Reports from the Workshop Task Groups

· Each Task Group report was allotted approximately 45 minutes.  

· 5 minutes for the Task Group Leader to provide an overview of the approach the Task Group undertook.

· 15 minutes for a walkthrough of their chapter contents.

· 25 minutes for group discussion.  The objective is to discuss key points, note possible additions, and propose any changes.  Editorial work will be done off-line to maximize our meeting time. 



	Task Group #1 – Chief Legal Counsel 

Lon Berk, Partner, Hunton and Williams, presided over a presentation given by the legal team on their outline addressing potential content for the proposed final deliverable.  Mr. Berk noted that the group had divided their questions amongst task group members for appropriate response.  
Items discussed during this presentation include:

· It was noted that the questions that were asked in Phase I are phrased in terms of risk assessment, and as a result this group has framed their response on how to mitigate and provide for those risks with a focus on how each company can assess the extent to which they can mitigate risk.

· This group will focus on providing responses that are useful in the legal area.  This may include both new knowledge in this area as well as stating processes and best practices that are already widely known and in place within the legal community.

· This section is a framework to assess legal liabilities.  The responses will advise the target audience how to solve the problems without going into too much detail. 

· A primary theme that this chapter and all other chapters should consider is looking forward to new issues, not just issues that have happened in the past.


	Task Group #2 – Compliance Officer

Ralph Mosios, U.S. Securities and Exchange Commission, delivered a presentation of the Compliance task group outline addressing potential content for the proposed final deliverable.
Items discussed during this presentation include:

· The theme of being forward thinking may not be appropriate in the compliance group, because this theme is not applicable in a compliance environment.  However it was added that avoiding future compliance issues is an issue that motivates companies and should be addressed in this section.

· A primary focus of this group is that failure to follow compliance procedures often results in a cyber security incident. Organizations need to ensure that their employees are following compliance procedures, while understanding applicable regulations from both a local and global perspective.  


	Task Group #3 – Business Operations and Technology Teams 

Michael Castanga, CISO, U.S. Department of Commerce, delivered a presentation of the Business Operations and Technology task group’s outline addressing potential content for the proposed final deliverable.
Items discussed during this presentation include:

· Mr. Castanga noted that this group will closely monitor what the other groups will be discussing in their chapters, and will therefore not be discussing standards or laws in their chapter.  Mr. Castanga also noted that there are several areas of this chapter that are also applicable to other sections of the document. Additionally, he mentioned that the group had combined the ten questions from Phase I into seven questions. 
· It was noted that the focus for this group includes incident response over incident detection. specifically the four key elements of risk: acceptance, elimination, mitigation and response.  
· One of the challenges for this group is that a wealth of information already exists on this subject.  This group needs to determine what is meaningful to include in their chapter without going into too much detail.  This group faces the challenge of making their content relevant to the questions that were asked in Phase I. 


	Task Group #4 – External Communications and Crisis Management Teams

Rick Kam, President, ID Experts, along with members of his team gave a presentation on the External Communications and Crisis Management Teams outline addressing potential content for the proposed final deliverable.
Items discussed during this presentation include:

· Mr. Kam noted that instead of tackling this topic question by question, his team has divided the ten questions from the Phase I document into the following three areas:
· Pre-incident
· Incident
· Post – incident
· Timing during pre-incidents is a key issue that this group will be addressing.  The need to ensure that the organization has the proper procedures in place to illustrate continuity of the message coming from the organization during an incident is vital in this area.
· The idea of risk transference and the investment of time required to deal with incident response is an important factor that the group will be addressing.  The group will incorporate an incident response plan that will emphasize planning and execution as an appendix.


	LUNCH 
Cyber Attacks on International Financial Systems in the Private Sector & Recent Russian Cyber Attacks in Georgia

Scott Borg, Director and Chief Economist, U.S. Cyber Consequences Unit, gave a presentation on the recent Russian cyber attacks in Georgia and on cyber attacks on international financial systems.


	Task Group #5 – Risk Manager for Corporate Insurance

Harry Oellrich, Reinsurance Agent, Guy Carpenter, delivered a presentation on the Risk Manager for Corporate Insurance task group outline addressing potential content for the proposed final deliverable.
Items discussed during this presentation include:

· In Phase I of this initiative the group provided abbreviated answers to the questions that they posed.  The group will use those answers to expand upon and provide guidance on how to create the responses they will be including in Phase II.
· A key point that should be included in this section is to answer the question of why the insurance is worth the money that it will cost an organization. 
· This group asked the other task groups to advise them if they will be referencing the insurance component in their chapters.


	Task Group #6 – Human Resources

Rebecca Webster, Director of Human Resources, Northrop Grumman, delivered a presentation on the Human Resources task group outline addressing potential content for the proposed final deliverable. 
Items discussed during this presentation include:

· This group has been focusing on including not only the individuals an organization is comprised of, but also the organizational structure itself. 
· Because this group was not involved in Phase I, there will be a Phase I component which will include the questions that are being asked and why those questions are important.
· The issue was raised of Senior Executives in regards to dealing with the compliance to security procedures.  Since the senior level executive has the ability to bypass security systems and are also dealing with sensitive information, they are more likely to commit a security breach.


	Task Group #7 – Appendices

Mary Beth Allen, President, Allen Associates, delivered a presentation on the Appendices task group outline addressing potential content for the proposed final deliverable.
Items discussed during this presentation include:

· The suggestion was made to include appendices from the Phase I deliverable in the final publication from Phase II.  The appendices from Phase I will be updated and expanded upon where applicable.
· Each task group is responsible for ensuring the accuracy and applicability of the appendices they are including for their chapters.


	Finalizing Response/Methodology Document

The main objective of this session was to:

· Discuss the Task Group chapter input, including an analysis of the final response/methodology document content as well as plans for layout and overall flow.
· Set a timeline for task groups completing chapters if additional work is required.
· Set a timeline for the final draft document completion and final Red Team review.
· Review action items for completing final draft.   
Items agreed upon during the session include:
· It was determined that there will be no fixed rule on the length of the chapters. 

· The chapter structure should be:

· Introduction

· Questions from Phase I

· Response to questions from Phase I (these will be arranged in any way the group sees fit, including combining questions)

· The themes that will be discussed throughout each chapter will include:

· Cost

· Future & current needs

· Risk transfer

· Duty of care

· Investment in people

· Education

· Risk management

· Vendor risk

· Sr. management issues

· Greater gross financial risk

· Dynamic & static 
· Monitoring

· Non-PII theft cyber events

· All task groups will submit to Karen Hughes (khughes@ansi.org) at ANSI their completed first draft to the workshop leaders by Wednesday, September 9, 2009.
· The next meeting of Phase II will be held on September 29, 2009. This meeting will be held at Phillips Nizer LLP, in New York. The purpose of this meeting will be to discuss the first drafts that were submitted by each group.

· The final Phase II document will be published between the end of November and the beginning of December, 2009.


	Adjournment
The meeting was adjourned at 5:00pm.  




Sponsorship

ANSI and ISA would like to thank Direct Computer Resources (DCR)

 for sponsoring this workshop.
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