 Chapter 1: Key Questions for Your Chief Legal Counsel
1.3 Have we assessed the potential that we might be named in class action lawsuits? 
Despite the continued unwillingness of courts to entertain class action lawsuits for negligent failures to safeguard personal data based on claims of damages associated with the cost of preventing malicious use of personal information as opposed to actual losses associated with fraudulent use, the defense of class action lawsuits is increasingly costly and the potential liability to individuals whose personal or financial data is stolen or compromised continues to be of significant concern. 

Increased emphasis needs to be given to the prevention of data loss, including taking the following steps: 

· inventorying records systems and storage media to identify those containing sensitive information
· classifying information in records systems according to its sensitivity
· refraining from the use of data containing protected information in testing software, database applications and systems
· developing and implementing comprehensive security and privacy policies and procedures and monitoring employee compliance 
· identifying, monitoring and documenting on an ongoing basis compliance with regulatory requirements and contractual obligations with regard to data privacy and security 
· implementing procedures to control security incidents that may involve unauthorized access to and disclosure of sensitive information and to prevent them in the future
· obligating service providers and others that handle sensitive information contractually to follow internal security and privacy policies and procedures and comply with regulatory requirements and monitoring their compliance
· using intrusion detection and access control measures, in conjunction with encryption and other obfuscation technologies, to prevent to the extent possible, detect and respond to security breaches and the loss of sensitive data 
Preparedness for notification is also of increased importance, including such activities as: 
· using intrusion detection and access control measures, in conjunction with encryption and other obfuscation technologies, to prevent to the extent possible, detect and respond to security breaches and the loss of sensitive data
· developing a comprehensive incident response plan and identifying individuals responsible for its implementation 
· obtaining guidance from law enforcement agencies with expertise in investigating technology-based crimes 
· identifying law enforcement authorities to be contacted and any government agencies required to be notified in the event of a breach 
· documenting thoroughly actions taken in response to any incidents and making changes in technology and incident response plans where necessary 
1.4 Have we assessed the potential for shareholder suits? 
Shareholder suits alleging mismanagement or based on claims of intentional non-disclosure or selective disclosure of material information may result from losses attributable to failures to assess adequately the vulnerability of networks and computer systems to outside intrusions, as well as from ineffective safeguards against and lack of preparedness for data breaches, failures to execute incidence response plans on a complete, competent and timely basis, delays in giving required notifications, and making inaccurate and misleading privacy and data security claims. 
In addition to the points outlined above, consideration should be given to: 
· instituting heightened board of directors oversight of data security and information technology matters and senior management personnel charged with safeguarding sensitive information 
· increased involvement on the part of audit and risk management committees 
· ensuring that adequate insurance is in place for data security risks 
· evaluating and improving upon the training of employees to recognize the limits placed on the collection, use and dissemination of sensitive data and to identify and respond to security threats 
· ongoing monitoring and assessment of the company's compliance with regulatory and contractual obligations and performance by third parties of their contractual obligations to the company for data privacy and security 
1.5 Have we assessed our legal exposure to governmental investigations?

No matter what the ultimate result of a governmental investigation may be, responding to investigative demands will cost money, disrupt operations, and might harm business and customer relationships. Given the prevalence of state security breach notification laws, governmental investigation is a risk for any company that handles personally identifiable information. Generally speaking, state attorneys general have broad authority to investigate incidents or practices that harm consumers. Federal laws also impose a variety of data protection obligations and authorize a broad array of agencies to investigate data breaches as civil and even criminal matters. Finally, foreign law – particularly in the European Union – means that U.S. companies must consider the potential for investigations overseas. 

In the United States, at the federal level, a number of agencies could get involved following a data breach. In some cases, exposure to governmental investigations depends on the company’s line of business. For example, a health care provider or other entity covered by HIPAA may be subject to investigation (and criminal or civil penalties) for unauthorized disclosures of personal health information.
 Similarly, financial institutions that leak personally identifiable financial information are subject to investigation by the financial regulator that oversees their business.
 Finally, companies that own or operate chemical facilities must make cyber risk part of their overall risk assessments. Failing to do so could result in an investigation by the Department of Homeland Security, which may, in turn, lead to an order to cease operations.
 

More generally, the Federal Trade Commission (FTC) may use its authority to address “unfair or deceptive acts of practices” (FTC Act § 5, 15 U.S.C. § 45) to investigate any company under its jurisdiction that discloses personally identifying information (PII) through security breaches. In some cases the FTC has alleged that companies acted unfairly by violating the terms of their privacy policies. In other cases, however, policies presented to customers were irrelevant. In these cases, which involved breaches of computer networks that allowed attackers to collect credit card and bank account information as well as other forms of PII, the FTC alleged that the failure to take “reasonable and appropriate” steps to protect PII was itself a violation of FTC Act § 5. In each case, the companies entered into consent orders that require them to implement procedural and technical safeguards, as well as subjecting them to FTC supervision for up to 20 years.

State investigations pose similar risks. All 50 states, Washington, DC, Guam, Puerto Rico, and the U.S. Virgin Islands have “mini-FTC Acts” that authorize their attorneys general or consumer protection offices to bring investigate cases similar to those brought by the FTC. Following a major retailer’s disclosure in 2007 that criminals had collected massive amounts of financial information about its customers, state attorneys general launched an investigation. (This was in addition to private and class action lawsuits.) The agreement that the company reached with 41 attorneys general requires it to implement an information security program, test new technologies, and pay nearly $10 million to the states involved.

Internationally, perhaps the greatest risk arises from the European Commission’s Directive on Data Protection.
 The Directive, which went into effect in 1998 and is enforced through conforming laws adopted by individual member states, sets requirements on the protection of “personal data” and limits how firms may use and disclose such data. A safe harbor negotiated between the United States and the European Commission exempts U.S. companies from the requirements of the varying national laws that implement the Directive, but to take advantage of the safe harbor companies must comply with its principles and file an annual certification of compliance with the U.S. Department of Commerce. A company that does not live up to its statement of compliance is subject to investigation by the FTC, under the authority discussed above. 

1.6
Have we assessed our exposure to suits by our customers and suppliers?

A cyber attack can create liabilities to customers and suppliers, including for breach of contracts to perform or purchase services and to acquire or supply products as well as to protect the integrity and privacy of data. For instance a denial of service attack may deprive customers of access to services for which they contracted, or a hacker may obtain personal information of customers — such as social security numbers, financial information or confidential business information.

Assessing the financial risk of exposure to suits arising out of such liabilities requires an analysis of (1) the nature of the company’s cyber transactions — how, for example, do customers and suppliers depend upon the operation of systems for their business operations — (2) the nature of the data stored and received — what, for example, sorts of data from customers and suppliers are stored and transmitted — (3) the jurisdictions in which the company, and from which its customers and suppliers operate — for example are there conflicting rules regarding preservation, transmission and protection of data — (4) steps the company takes to protect its customers’ and suppliers’ data — for example, is encryption used, are any customer or supplier passwords adequately protected — (5) steps the company takes to ensure it is able to detect and react appropriately to cyber breaches and (6) steps the company takes to ensure that it cyber security is regularly reviewed and updated. The key to assessing cyber exposures is identical with the key to reducing those exposures: a careful and proactive review of the nature of the company’s transactions, obligations and security and mitigation programs.

Cyber liabilities can sound in tort, in contract or under statutory law. Tort liability generally arises where a business fails to exercise reasonable care in the discharge of its duties to another. Despite the widespread use of cyber transactions and the consequent storage and transmission of sensitive and confidential data concerning customers and business partners, the law has yet to define generally applicable, appropriate standards of care in this area. [Discuss FTC] Perhaps such generally applicable standards cannot be fashioned, for ultimately security is only one algorithm away from being illusory. What is considered secure is a function of the different technologies available.

Additionally, the scope of a business’ duties with respect to the storage, transmission and preservation of data varies both with the type of data at issue and the nature of the companies’ business. The critical points of which each company needs to be aware is that the protection afforded data needs to be a function of the nature of the data transmitted and stored and, perhaps, most significantly there is no such thing as guaranteed security in cyberspace. There is always a chance, no matter how unlikely, that what appears to be a secure encryption is broken; and that the most protected system can be hacked or overcome by denial of service attacks.

The key is then to take steps to ensure that what has been done to protect against attacks is as reasonable as it can be. This means looking at security as a process, which can be updated and amended as reasonably necessary.

With contractual liabilities, exposures may be more controlled, for the standard of care at issue there is one that theoretically at least the parties to a transaction are able to fashion for themselves. Generally, companies receiving data should be wary of contractual obligations to protect others or to warrant the security of their systems against cyber attacks. On the other hand, companies providing data to others should look for agreements that appropriate steps are being taken to ensure the security of their data, as well as the compliance with laws governing the treatment of data..

In addition, to contract and tort principles, statutory and regulatory rules impose obligations upon companies’ treatment of electronic information. [INSERT SUMMARY OF SELECTED MAIN STATUTES AND REGULATIONS, e.g., Fair Credit Reporting Act, Identity Theft/Notice Reporting Statutes, Encryption Requirements, HIPAA, GLBA]

1.7 Have we protected our company in contracts with vendors?

Outsourcing IT functions to a vendor is something that companies of all sizes consider for a number of reasons - cost savings, the ability to provide better customer service, the availability of specialized expertise outside the company and other practical considerations. Application Service Providers (ASPs) offer web-hosted business application software that may be preferable to the company purchasing the software for its own account. The company can pay a monthly rental fee rather than paying for a software license upfront and the internal IT overhead can be reduced. Data warehouses may have benefits beyond cost savings. For example, they can mesh with, and increase the value of, operational business applications such as customer relationship management (CRM) systems. 
A company must however balance the cost savings with the risks involved with dealing with any vendor. Risks include security concerns. Application software and sensitive data are often installed and stored respectively in a remote facility that is not owned or managed by the company's employees. Access to the applications and data occur over the Internet, thereby potentially increasing the risk of loss or theft of critical corporate data and PII. 

Warranties and indemnities are a critical part of a vendor contract and should be tailored to meet the needs and concerns of the company. Warranties generally applicable to all contracts include compliance with legislation and regulatory requirements (e.g., data privacy laws) and a commitment to appropriately protect confidential company and company client data. A more detailed provision of the vendor's obligations is often set out in a Service Level Agreement (SLA). The SLA should include detailed documentation on security measures, response time to security issues, which should be described in number of hours, and backup recovery procedures. Financial remedies for security breaches and unscheduled downtime should be clearly stated. Downtime penalties are usually minor and typically take the form of proportional fee refunds, whereas greater penalties should apply to security breaches, such as a payment by the vendor to the company of a multiple amount of the value of the contract. 

Warranties and indemnities are only as good as the financial worth of the vendor. Due diligence of the vendor's financial health should often be combined with a requirement that the vendor have in place appropriate insurance policies, including professional liability and network security insurance. These types of insurance give the company comfort that a third party has thoroughly evaluated the vendor's IT infrastructure and financial status.

1.8 What laws apply in different states and countries in which we do business?

The Internet is a universe without borders where information travels around the world at the click of a mouse, whereas laws are typically tied to a state, country or region. Given the ubiquitous presence of computers in virtually any business of any size, no company is immune from the application of territorial laws to business conducted through the Internet. 

Within the United States, certain laws relating to security breaches and loss of PII have developed piecemeal in individual states. For example, almost all states have now implemented laws requiring notification of a data breach to affected individuals. State laws in this area are not uniform and careful consideration should therefore be given to the class of individuals to whom notification must be made, as well as the form of the notification, given that affected individuals will likely reside in multiple states. 

On the international stage, laws and jurisdiction can differ significantly. With regard to data protection, the European Union has among the strictest standards in the world. PII may not be transferred to a jurisdiction outside the EU unless the European Commission has determined that the other jurisdiction offers "adequate" protection for PII. In order to assist US companies in complying with EU Directive 95/46/EC, the US Department of Commerce developed a process in consultation with the EU which is known as the Safe Harbor. US companies can sign up to Safe Harbor provided they comply with the seven principles outlined in the Directive: 
· Notice: companies must inform individuals that their PII is being collected and how it will be used 
· Choice: companies must give individuals the ability to choose (opt out) whether their personal information will be disclosed to a third party. For sensitive information, affirmative or explicit (opt in) choice must be given 

· Onward Transfer (Transfers to Third Parties): companies may only transfer PII to third parties that follow adequate data protection principles 

· Access: individuals must be able to access to their PII held by an organization, and correct or delete it if it is inaccurate 

· Security: companies must make reasonable efforts to protect PII from loss, unauthorized disclosure, etc. 
· Data integrity: PII must be relevant for the purposes for which it is to be used

· Enforcement: there must be effective means of enforcing the rules and rigorous sanctions to ensure compliance by the organization
1.9 Have we assessed our exposure to theft of our trade secrets?

Protecting trade secrets is vital to the competitiveness of companies large and small. They are also notoriously difficult to protect. Under most state laws, a company must make “reasonable” efforts to keep such information secret in order to have a legally enforceable trade secret right. Though this standard gives companies considerable latitude in deciding how to protect their trade secrets, they should carefully consider how to prevent trade secret theft, rather than focusing on what is sufficient to enforce a right after a suspected theft. 
Basic principles of information security can provide a helpful guide to determining what measures are justified by their costs. Understanding what information is economically valuable to the company and why is a place to begin. From there, the company might consider how it governs access to trade secrets internally. In some cases, restricting access to employees with a need to know may be appropriate. As employees change roles or leave the company, their access to trade secrets should change accordingly. Finally, implementing a system to audit access to trade secrets can help deter as well as remedy violations of company policy.

Of course, companies must also consider the risks that competitors, business partners, and customers pose to their trade secrets. Physical security, computer and network security, and contractual measures all have roles to play. Depending on the type of business involved, a company may be at risk of trade secret theft by highly sophisticated attacks carried out in person, by software, or over its networks. Attacks in these circumstances may warrant reporting to state or federal law enforcement authorities.

Finally, in some cases, trade secret protection might be incidental if a company has other obligations to protect information. Serving as a third party processor of PII, for example, might bring with it a contractual obligation to protect the information. Similarly, performing classified work for the government generally requires a company to comply with regulations specifically designed to govern those circumstances. 
1.10
What can we do to mitigate our legal exposure and how often do we conduct an analysis of it?

Once the sorts of cyber liabilities to which a company may be subjected are summarized, the next step is to calculate the companies legal exposure. This can be done only roughly and heuristically. The first step is to determine, for each such liability, the likelihood of a lawsuit arising out of it. Legal exposure then becomes the sum over all such liabilities of the probability of a lawsuit arising out of that liability times the probability of an adverse judgment times the average severity of such an adverse judgment plus the legal fees to be incurred in connection with a lawsuit on this theory. Theories of cyber liability and the nature of cyber attacks are fluid and, for the most part, beyond the company’s control. A company can, however, take steps to minimize the likelihood of an adverse judgment as well as the amount of legal expenses. 

The first step, of course, is to ensure that the company has in place a proactive approach to cyber security. But even the soundest approach to cyber security, as noted, cannot prevent cyber incidents and, absent the ability to prove it was properly employed, cannot defend against lawsuits. Security by obscurity is often the weakest form. And in the legal context, obscurity makes it more difficult both to defend a case and to manage legal expense. Forcing counsel to recreate the steps taken only increases legal fees. As such, it is important that clear records be kept of what was done and when to address security concerns. True, such records may make it easier for plaintiffs counsel. But on balance, where a company has adopted an appropriate cyber security process, such considerations are outweighed by the value these records will have concerning the company’s defense. Additionally, sophisticated plaintiffs will use the new rules of electronic discovery to fill in any gaps that may exist in the company’s security records, and such discovery can only severely increase the cost of litigation. 

� 42 U.S.C. §§ 1320d-5 & 6.


� 15 U.S.C. § 6805.


� Pub. L. 109–295 § 550.


� http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:EN:HTML
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