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	Welcome

Gordon Gillerman, ANSI-HSSP Co-Chair, National Institute of Standards and Technology (NIST) opened the meeting and welcomed the meeting participants. Mr. Gillerman gave a background on the ANSI-HSSP, and noted that the HSSP allows us to coordinate standards activities that are applicable to homeland security by utilizing the public-private partnership.

Robert Noth, Chairman, ANSI Board of Directors, Deere & Company, further welcomed the attendees on behalf of the Board of Directors, members, and staff of ANSI.  He stated that the ANSI-HSSP and other ANSI standards panels have proven to be very successful, results-focused models that allow ANSI to respond proactively to critical national priorities.  They ensure that the needs of standards stakeholders are heard, understood, and satisfied. 
Mr. Noth detailed Deere & Company’s involvement with the work of the ANSI-HSSP and how they found it beneficial to their own corporate emergency preparedness efforts.  For example, Deere is using the American National Standard NFPA 1600, Standard on Disaster/Emergency Management and Business Continuity Programs, as a guide to assist with planning, assessing and identifying potential preparedness gaps.



	Keynote Address

Dennis Schrader, Deputy Administrator of National Preparedness, Federal Emergency Management Agency (FEMA), U.S. Department of Homeland Security (DHS), delivered the keynote address for the meeting.
Mr. Schrader noted that the goal with the Title IX program is to improve private sector preparedness in disaster management, emergency management, and business continuity to enhance nationwide resilience.

Mr. Schrader also noted that those leading this effort from the government have the public’s best interest at heart.

Mr. Schrader’s full presentation can be found on the ANSI-HSSP Seventh Plenary Webpage.


	Introductory Remarks

Emily Walker, Former 9/11 Commission Staff, gave additional introductory remarks at this meeting and began by thanking the U.S. Chamber of Commerce and ANSI for hosting this meeting.
Ms. Walker noted that in her time spent reviewing information from 9/11, it became clear that a preparedness thought process was needed. It also became clear that unless the public has the ability to say definitively what preparedness is, no organization or group could say whether they are prepared or not.

Ms. Walker noted that going forward, it is important to keep focused on the objective to achieve a lasting basis and incentive for private sector preparedness for disaster in our country. 

It was also noted that the Department of Homeland Security needs to carry forward with the publicity of this effort, as the more publicized it is the more people will recognize its importance.  

Ms. Walker added that the public needs a unified approach today in order to ensure that our country and businesses are prepared.


	Introduction to the Plenary Program and Update on Standards Activities and Standards Programs within the U.S. Department of Homeland Security 

Dr. Bert Coursey, Standards Executive, Science & Technology (S&T) Office of Standards, U.S. DHS, provided an overview presentation of the DHS Office of Standards and its technical program areas.  Dr. Coursey noted the goals of the Department of Homeland Security.

Dr. Coursey focused his presentation mainly on the Title IX program, as per the theme of the meeting. He noted that the adoption process for Title IX begins with consulting with various organizations that coordinate the development of voluntary consensus standards. 


Dr.  Coursey’s entire presentation can be found on the ANSI-HSSP Seventh Plenary Webpage.


	Standards Involved in the Title IX Program

Tracy Haynes, Acting National Response Framework Branch Chief, Federal Emergency Management Agency (FEMA), U.S. DHS, served as moderator for this session which addressed the Title IX program. The Title IX Program will utilize voluntary preparedness standards to assess private sector entity compliance.  As defined under the law, the term “voluntary preparedness standards” means a common set of criteria for preparedness, disaster management, emergency management, and business continuity programs.  The Title IX text states that DHS “shall adopt one or more appropriate voluntary preparedness standards that promote preparedness, which may be tailored to address the unique nature of various sectors within the private sector.
Mr. Haynes’ presentation can be found on the ANSI-HSSP Seventh Plenary Webpage.
The Panelists for this session were:
· Brian Scott, Branch Chief, Office of Infrastructure Protection, Measurements and Reporting Office, U.S. DHS
Representatives from the “Framework for Voluntary Preparedness” report prepared for the Alfred P. Sloan Foundation

· ASIS International – Dr. Marc Siegel, Security Management System Consultant, ASIS International

· Disaster Recovery Institute International (DRII) – Al Berman, Executive Director, DRII

· National Fire Protection Association (NFPA) – Don Schmidt, Chair, NFPA 1600 Technical Committee

· Risk and Insurance Management Society, Inc. (RIMS) – Carol Fox, Chair, RIMS Enterprise Risk Management Development Committee
The following are questions that were posed during this panel session, and the response to those questions:

Q: Describe the Sloan Foundation’s team and how it was valuable to the Title IX program?

In response to this question the following points were made:

·  Each company has its own approach so the realization was made that the standards need to be flexible.

· The team was able to identify existing standards and create a map of the core requirements.  

· The team realized that more work needs to be done in the mapping out of core elements and terminology. 

· The team examined existing regulatory compliance programs to find common elements that are common to all. 
Q: What should the government’s role be in the development of this activity?
In response to this question the following points were made:

· The Department of Homeland Security is not trying to create a standard.  The government will have to adopt one or more standards.

· The target criteria document issued from the Department of Homeland Security was intended to identify the key areas that business continuity and emergency preparedness should cover. DHS is seeking comment and input from all interested stakeholders.
· However, some private sector participants were concerned that the government had not first reached out to them for input prior to releasing the target criteria. 

· It was noted that the government needs to ensure that any standard or standards selected for this program permit a reasonable degree of flexibility. If the process is made too difficult for companies, it will not be successful. 
· It was suggested that the government should offer a vehicle to channel distribution of information to the public by way of training and education.

Q: Some have said they believe the Title IX program is a precursor to additional government regulation. Do you agree?

In response to this question the following points were made:
· The Title IX program is not a regulation. The 9/11 commission never recommended certification, but instead looked at the program as a tool to make the country more prepared.

· From a risk perspective most are concerned about the liability that this creates from a voluntary perspective. If a company is not certified to a standard and an event takes place, there are negative consequences for that company as far as liability is concerned. 

Q: What are the responsibilities of the U.S. Department of Homeland Security, and how does everyone else fit into the program?
In response to this question, the following points were made:

· One of the Department of Homeland Security’s responsibilities is to adopt standards.

· It is important for the Department of Homeland Security to work with those in the private sector to identify the private sector’s needs.

· The legislation requires a third-party non-governmental organization to manage the accreditation program. One of the responsibilities of the Department of Homeland Security is to identify such an organization.



	Accreditation/Certification Program

Matt Deane, Director, Homeland Security Standards, ANSI, moderated this panel. 

Title IX of PL 110-53 states, “A selected entity shall manage the accreditation process and oversee the certification process in accordance with the program established under this subsection and accredit qualified third parties to carry out the certification program established under this subsection.”  It further states that “Certification under this subsection shall be voluntary for any private sector entity.”

DHS announced in July that it has signed an agreement with the ANSI-ASQ National Accreditation Board (ANAB) to establish and oversee the development and implementation of the accreditation and certification requirements for the program.  
The Panelists for this session were:
· Gordon Gillerman, Conformity Assessment Advisor - Homeland Security, National Institute of Standards and Technology (NIST), ANSI-HSSP Public Sector Co-Chair

· Scott Richter, Director, Planning & Development, ANSI-ASQ National Accreditation Board (ANAB)

· John DiMaria, Product Manager; Business Continuity, BSI Management Systems
All of the panelist’s presentations can be found on the ANSI-HSSP Seventh Plenary Webpage.
Items addressed by panelists during their remarks and in response to questions from audience members included:

· How do the requirements of our current standards fit into the maturity model, and does this model fit all standards that are involved across the program?
· It was noted that there is currently an advanced assessment recognition process that takes into account the maturity of an organization’s systems, and this process will be considered.

· In doing assessments there are common non-disclosure requirements between organizations and certification companies that are in place to keep information secure.  The international standards that are already in place have built in provisions for confidentiality of information between applicants and certifiers.
· There are guidance documents that exist that tell how much time you have to spend in order to certify an organization based on the organization’s size and maturity.

· The main difference between certification and compliance is that certification involves a comprehensive attestation of an organizations’ conformity to all the applicable requirements of the standard(s). Third party certification demonstrates that you have addressed all elements of the standard.  Improving the effectiveness of the organization is the main purpose of certification.


	Lunch 
During lunch, there were two speakers.

The first speaker was J. Michael Hickey, Vice President for National Security, Verizon and Chairman of the U.S. Chamber’s National Security Task Force. 

Mr. Hickey welcomed everyone to the meeting. During his remarks Mr. Hickey noted that a certification program should be private sector led, and it should build on existing efforts. As this process unfolds the U.S. Chamber of Commerce will encourage its membership to remain fully engaged with the public-private partnership that has been established.
The second lunch speaker was Jim Caverly, Director, Infrastructure Protection Directorate, Partnership & Outreach Division, U.S. DHS. 

Mr. Caverly noted that the Title IX program is a voluntary program, and that the Department of Homeland Security has no authority to make this a mandatory program. The target criteria document that was issued by the Department of Homeland Security was intended to initiate a dialogue with the public.

Mr. Caverly also noted that small businesses need to be considered, and there should be tools in place to help small businesses that do not have the fund or the staff to put these standards into action.  
· 

	Business Case for Certification under Title IX

The moderator for this panel was Bill Raisch, Executive Director, New York University (NYU) International Center for Enterprise Preparedness (InterCEP). This Panel session addressed the business case for organizations to become certified under the Title IX voluntary program and provide first hand accounts from leaders within organizations faced with these responsibilities
Mr. Raisch’s full presentation can be found on the ANSI-HSSP Seventh Plenary Webpage.
The panelists for this session were:
· Al Martinez-Fonts, Jr., Assistant Secretary, Private Sector Office, U.S. DHS

· Robert Connors, Director of Preparedness, Raytheon

· Robert Dix, Jr., Vice President, Government Affairs & Critical Infrastructure Protection, Juniper Networks, Inc.

· Peter Jespersen, Director, Business Continuity Management, Merrill Lynch
· Charles Wallen, Managing Executive, Financial Services Technology Consortium (FSTC) Business Continuity Standing Committee
Items addressed by panelists during their remarks and in response to questions from audience members included:

· A certification program in which stakeholders participated would be a good first step. 
· There is a need to look at the supply chain and determine fairly how we can level the playing field in the business continuity and emergency preparedness systems. 

· The biggest challenge is a standard that addresses the variety of issues across sectors.

· In terms of business reporting there is a real concern about duplication of efforts.
· The benefit of having a standard is that it will give companies a process that they can go through and assess their procedures.
· Organizations will need to consider the legal ramification if that process is not followed.

· A representative of the Red Cross spoke. The primary mission of the Red Cross is preparedness. The Red Cross has created a report detailing their efforts in this area, which can be found here: http://readyrating.redcrossstl.org/.


	Cyber Security
The moderator of this panel was Ty R. Sagalow, President, American International Group (AIG) Product Development, and Workshop Leader. Mr. Sagalow’s full presentation can be found on the ANSI-HSSP Seventh Plenary Webpage.
As October is National Cyber Security Awareness Month, this panel will address the challenges, problems, and major issues in the area of cyber risk, a subject that will be covered by the forthcoming ANSI-ISA publication, The Financial Impact of Cyber Risk: 50 Questions Every CFO Should Ask.
The panelists for this panel were:
Panelists

· Michael Castagna, Chief Information Security Officer, U.S. Department of Commerce

· Larry Clinton, President, Internet Security Alliance (ISA)

· Harrison Oellrich, Managing Director, Guy Carpenter & Company, LLC
· Regan Adams, Former Assistant Privacy Counsel, Goldman Sachs

The panel role played a scenario where the Chief Financial Officer (CFO) was addressing his internal team with players taking on the following roles: Chief Technology Officer, Chief Legal Council, Head of Communications, Insurance Representative,  Chief Compliance Officer
Some of the issues that arose are the following:
· The importance of having a coordinated plan in place before an incident occurs.

· This plan must engage the leadership of all of the various departments within the organization, legal, communications, IT, compliance and insurance. 

· All of the facts related to an incident must be understood before action is initiated.

· The purpose of the ANSI-ISA publication is to encourage the CEO to get the right people in the room before an incident occurs. 
· 

	ANSI-HSSP Update

Report on ANSI-HSSP Activities Since Last Plenary and Path Forward was given by Matt Deane, Director, Homeland Security Standards, ANSI. 
Mr. Deane noted the ongoing efforts of the ANSI-HSSP, and thanked the group for their involvement in these areas.

Mr. Deane’s presentation can be found on the ANSI-HSSP Seventh Plenary Webpage.
On behalf of the HSSP, Mr. Gillerman thanked Matt Deane for the excellent support that he had provided to the Homeland Security Standards Panel over the past several years and particularly for the guidance he had provided to the co-chairs.  He wished Matt great success in his new career. 
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