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1.
Welcome and Opening Remarks



Mary Saunders, ANSI-HSSP Co-Chair, opened the meeting and introduced Michelle O'Neill, Acting Under Secretary for Technology, Department of Commerce.  Ms. O’Neill delivered remarks that highlighted the importance of standards for homeland security, the role that NIST plays in that regard, and the important function that the ANSI-HSSP plays in helping to coordinate and facilitate homeland security standardization.
Dr. George Arnold, Chairman, ANSI Board of Directors, used his remarks to thank NIST for hosting this event, and to state that ANSI is very proud of its partnership with NIST, the US Department of Homeland Security, and all the organizations that are involved with the development of homeland security standards.  He also thanked the four plenary sponsors:

· Underwriters Laboratories

· National Institute of Standards and Technology

· Analytic Services and the Homeland Security Institute

· Deere & Company
2.
Remarks from the U.S. Department of Homeland Security (DHS) Science and

Technology (S&T) Directorate










 

Dr. Charles McQueary, Under Secretary, DHS S&T Directorate, delivered remarks which described the ANSI-HSSP as a forum that gives voice to a broad range of organizations that are integral to the process of developing standards for homeland security applications.  He noted that the Panel’s mission extends across the full range of DHS activities so that there is an overlap in mission space of one hundred percent.  He also identified and cited the valuable work of the six “user forums” that were participating at the plenary:
· Association of Public Safety Communications Officials (APCO) 

· The Interagency Board for Equipment Standardization and Interoperability (IAB) 
· The Biometrics Consortium 
· Federal Geographic Data Committee (FGDC) 
· Process Control Systems Forum (PCSF) 
· Council on Ionizing Radiation Measurements and Standards (CIRMS) 
3.
Standards Activities within DHS

Dr. Bert Coursey gave the Report from the DHS S&T Standards Portfolio.  This presentation included the standards portfolio process, its organizational chart, partnering organizations for standards efforts, and the issues and challenges involved with the DHS adoption of standards.  Dr. Coursey stated that he was pleased that the six user forums were present at this meeting and hoped that this would help facilitate even better cooperation and coordination with standards developing organizations involved with homeland security.  He also noted that his portfolio recently responded to a request from the White House following Hurricane Katrina by providing four NFPA standards related to cleanup activities.
Gordon Gillerman, Conformity Assessment Advisor – Homeland Security, NIST, gave a presentation on the DHS Approach to Conformity Assessment.  He addressed the Conformity Assessment (CA) Working Group’s role in the DHS standards portfolio mission, risk and CA, use of standards and CA systems, the challenge of testing performance requirements when they are software dependent, and the Public Safety Land Mobile Radio program.
4.
Security Standards Initiatives

Joe Jarzombek, Director for Software Assurance, National Cyber Security Division, DHS presented on DHS Software Assurance:  Strategic Initiative Considerations for Advancing a National Strategy to Secure Cyberspace.  He spoke about the mission, goals and other elements of this National Strategy, detailed the work of the National Cyber Security Division and its role with software assurance, and noted approaches such as working with insurance companies to reduce premiums for software assurance as a means for improving compliance.  He welcomed people to join this effort and also welcomed ANSI-HSSP support, possibly by convening a workshop on cyber security.
Michael Hogan, NIST and Acting Convenor, made a presentation on the InterNational Committee for Information Technology Standards (INCITS) Subcommittee on Cyber Security (CS1).  He provided background on the newly formed committee, its membership and area of work, its upcoming meeting schedule, and some challenges that it will be addressing.
Jack Cole, US Army Research Laboratory and Chair, gave a presentation on the IEEE Information Assurance Standards Committee.  He covered their approach to ‘security,’ current and future projects, and supporting activities for the IEEE effort.  He also noted the need for further collaboration between standards developers in this area.
5.
ANSI-HSSP Update and Lead-in to Breakout Sessions

Mary Saunders, ANSI-HSSP Co-Chair, gave a presentation on the Report on ANSI-HSSP Activities Since the Last Plenary.  She briefly covered the background on the Panel, its structure and participation, progress since the December 2004 meeting, and activities going forward.  She also provided details on how to join the Panel for those that were not already participants.
Ms. Saunders provided a brief introduction to the breakout sessions and the plenary session was adjourned for lunch, followed by the following three concurrent breakout sessions. 
Breakout #1 - Chemical, Biological, Radiological, Nuclear and Explosives (CBRNE) 

The moderator for the breakout session was Robert Ingram, Battalion Chief, Haz-Mat Operations, New York City Fire Department.  The recorder for the session was Heather Benko, ANSI.  Presentations covered the following subject areas:
· “User Requirements Forum” Council on Ionizing Radiation and Measurement Standards (CIRMS) – Craig Yoder, President, CIRMS
· “User Requirements Forum” The Interagency Board for Equipment Standardization and Interoperability (IAB) – Robert Ingram, Chair, IAB
· Report from the ANSI-HSSP Workshop on Standardization for Biological and Chemical Threat Agents – Scott Coates, Workshop Leader
· Underwriters Laboratory (UL) Perspective on Homeland Security Standards and Conformity Assessment - Christopher Hasbrook, General Manager, UL
· Pre-screening for Suspicious White Powders – Scott Coates, Senior Managing Director, AOAC Research Institute

· Sampling Standards – Scott Coates, Senior Managing Director, AOAC Research Institute
· Urban Search and Rescue (US&R) Robot Performance Standards Coordination - Elena Messina, Group Leader, Knowledge Systems, Intelligent Systems Division, NIST

· Explosives Countermeasures​ - Douglas Bauer, DHS
· Personal Protective Equipment for CBRNE - Philip Mattson, Program Manager for Critical Incident Technologies Office of Law Enforcement Standards, NIST
Breakout #2 - Border & Transportation Security (BTS) 

Fernando Podio, Program Manager, NIST Biometric Standards Programs, Computer Security Division, NIST/ITL, served as the session moderator.  James McCabe, ANSI, served as the session recorder.  The following subject areas were covered by presentations:
· Biometric Activities within DHS - John Mayer-Splain, Lead Software Engineer, Mitretek Systems
· “User Requirements Forum” The Biometrics Consortium – Fernando Podio, Co-Chair, The Biometrics Consortium
· Biometric Standards Developers INCITS/M1 and ISO/IEC JTC 1/SC 37 – Fernando Podio, Chair, M1 and SC 37
· “User Requirements Forum” Federal Geographic Data Committee (FGDC) – Julie Maitra, Standards Coordinator, FGDC
· Next Generation Air Transportation System (NGATS) – Mark Torbeck, Transportation Security Administration (TSA), DHS
· Report from ANSI-HSSP Workshop on Perimeter Security Standardization – 
Dr. Todd Stewart, Major General, United States Air Force (Retired), Director of the Program for International and Homeland Security at The Ohio State University, and Executive Director of the National Academic Consortium for Homeland Security
· OLES-NIST Imaging Metrology and Weapon Detection Programs* - Nick Paulter, Program Manager - Detection, Inspection, and Enforcement Technologies, NIST
· Cargo Security  - Walter Dixon, Project Leader, Port and Cargo Security, GE Global Research  

· Port Security and the ILO SID - Using Standards to Ensure a Global Seafarers' Identity Document Works - Dr. John Campbell, President, Bion Biometrics
· Non-Intrusive Large Container Protection System​ – Jim Lamers, Washington Representative, Thunder Mountain Evaluation Center (TMEC)
*Not approved to post

Breakout #3 – Joint Session on Emergency Preparedness and Response (EP&R) and Infrastructure Protection (IP) 

The EP&R breakout moderator was William Rhodes, DHS S&T Directorate, Branch Chief for the Standards, Science and Technology Branch of the FEMA NIMS Integration Center.  The IP breakout moderator was Dr. James Hill, Director of the Building and Fire Research Laboratory, NIST.  Matt Deane, ANSI, served as the session recorder.  The following EP&R subject areas were addressed:
· National Preparedness Goal (NPG) – Marcus Pollock, Office of Policy, Initiatives and Analysis, State and Local Government Coordination and Preparedness, DHS

· National Response Plan (NRP) – Kyle Blackman, FEMA/NIMS Integration Center, DHS
· National Incident Management System (NIMS) – Peter Shebell, NIMS Integration Center, DHS
· DHS Office of Interoperability and Compatibility (OIC) – Tom Coty, Deputy Director, Office for Interoperability and Compatibility, DHS S&T Directorate
· “User Requirements Forum” Association of Public Safety Communications Officials (APCO) - William Cade, Director, Office of 9-1-1 Services and Communication Center Operations, APCO International Headquarters

· ASME Innovative Technologies Institute’s Risk Analysis and Management for Critical Asset Protection (RAMCAP) Project - Dr. William Jones, CTO RAMCAP Project, ASME Innovative Technologies Institute, LLC 
· Report from the ANSI-HSSP Workshop on Standardization for Training Program for First Response to WMD Events - Bob Vondrasek, Workshop Leader, National Fire Protection Association (NFPA)

· Report from the ANSI-HSSP Workshop on Enterprise Power Security and Continuity – Matt Deane, ANSI
· Report from the ANSI-HSSP Workshop on Emergency Communications - Dan Bart, Workshop Leader, TIA

The following IP subject areas were addressed:
· National Infrastructure Protection Plan (NIPP)  – Paul Brenner, ICF Consulting
· DHS Protective Security Division (PSD) - Ira Stern, PSD
· “User Requirements Forum” The Process Control System Forum (PCSF) - Michael Torppey, PCSF Technical Manager and Senior Principal, Mitretek Systems
· Standards for Manufacturing and Control Systems Security (ISA Standards) – James Gilsinn, Electronics Engineer, NIST
· Summary of the World Trade Center Recommendations Relating to Standards and Building Codes - Dr. Shyam Sunder, Lead investigator on the WTC Investigation, NIST
· Developing Codes and Standards for External Evacuation of High Rise Buildings – Dr. Jonathan Shimshoni, Chairman, ASTM Subcommittee E06.77 (High-Rise Building External Evacuation Devices)

· Perimeter Security and Infrastructure Protection - Case Study from UL, SIA, and Sandia Partnership- Neil Lakomiak, Business Unit Manager, Security & Signaling SBU, UL and George Wagner, Project Manager, Sandia National Laboratories
Following the conclusion of the breakout sessions at 5:00, a social/networking event was held at O’Donnell’s Seafood Restaurant.

September 30, 2005
1.
Reports from the Breakout Sessions
Chief Ingram gave the report from Breakout Session #1 - CBRNE.  Gap areas for standards and conformity assessment programs from the session included:
· Training Standards (Curriculum-institutions-instructor certifications)
· Biological Threat Agents

· Chemical Threat Agents

· Explosive detection equipment (Longer range detection capability)
Action items for the Panel and others identified were:

· Continue to review list of CBRNE standards in the ANSI Homeland Security Standards Database (HSSD) for practicality with respect to the DHS mission
· Continue to work with SDOs to include and describe their CBRNE standards in the HSSD

· Coordinate development of new standards with all SDOs to avoid duplication 
Mr. Podio presented the report from Breakout #2 – BTS.  The following gap areas for standards and CA programs were identified:

· Biometrics

· Biometric identity assurance services (a project has been proposed to INCITS M1) - Biometrics and web services experts need to work cooperatively
· Voice data interchange format
· Conformance testing methodologies for data interchange standards are under development. Conformance and interoperability testing standards (a priority) will benefit ILO and other organizations seeking global or national interoperability.

· Next-Generation Air Transportation System
· Performance standards relative to each category of sensors (integrated into an open and scalable architecture)
· Perimeter Security Standardization
· Perimeter-Security System (operational) standards

· Perimeter-Security Sub-system (component) standards for both active and passive components

· Note:  The ANSI-HSSP Workshop will perform a perimeter-security gap analysis and develop recommendations to various SDOs, responsible government agencies and other stakeholders
· Imaging Metrology and Weapons Detection
· Develop suitable metrics for system evaluation and standard test procedures and a reference test bed
· Cargo Security
· ISO 18185 (Radio-frequency communication protocol for electronic seals): Lack of security, performance and interoperability issues may prevent ocean carriers and DHS from accepting E-seals

· Port Security and the ILO SID
· Conformance and interoperability testing standards (will benefit ILO and other organizations seeking global or national interoperability) - this must be made a priority
Mr. Rhodes and Dr. Hill presented the report from Breakout #3 – EP&R and IP.  The following gap areas for standards and conformity assessment programs were identified:

· Emergency Communications

· No national, obligatory standards exist – dozens of “Best Practices” remain unfulfilled
· “Voluntary” standards related to funding or Insurance Service Organization targets are in place but lack consistent application
· Although communications vary greatly in size and capabilities, perhaps a standard for PSAP operations
· Privacy concerns aside, can standards help with finding people in a hospital during an emergency
· Geographic Information System (GIS) data need - use geographic technology to limit message dissemination to affected people
· Standard for information (format and type) to be disseminated and proper/adequate dissemination/notification.
· Consideration for persons with disabilities and need for multi-lingual message formats. 
· Extension of EAS event codes to cover other events, categories or needs.
· Tagging of messages to indicate emergency alert status across network
· CTIA should investigate the need/value of standardized SMS message length by either harmonizing length, or using a least common denominator length for Emergency Communications SMS messages (that is, default to shortest length currently widely deployed)
· Emergency Response

· Lessons learned from Katrina and how standards play a role
· NIMS standards need to be identified
· Need to pull more standards into public safety communications and better engage SDOs with industry
· From the WTC investigation, NIST has made 30 recommendations for improvements to codes, standards, and practices which fall into 8 major groups:

· Increased Structural Integrity

· Enhanced Fire Resistance of Structures

· New Methods for Designing Structures to Resist Fires

· Improved Active Fire Protection

· Improved Building Evacuation 

· Improved Emergency Response

· Improved Procedures and Practices

· Education and Training Programs

The following action items related to the National Preparedness Goal (NPG) were identified:
· Review Targeted Capabilities, identify consensus standards and guidelines

· Lessons Learned Information System (LLIS), deadline October 14, 2005
· Participate in Targeted Capabilities Workgroups 

· Cyber, Restoration of Lifelines, Risk Assessment, etc.

· Develop ways to integrate the work of ANSI-HSSP with Capabilities-Based Planning
· Link ANSI-HSSP data on standards and guidelines with TCL database
· Note:  Plans being made for data integration project with Responder Knowledge Base to integrate equipment data with TCL

· Need to pull standards into public safety communications
· Need to further engage SDOs with industry to make this happen
2.
International Security Standards Initiatives
Dr. Holly Dockery, Special Assistant for International Policy, S&T Directorate, gave a presentation on International Activities with DHS and the S&T Directorate.  She covered incentives for international S&T collaboration, establishing international priorities, the Container Security Initiative and US-VISIT, and the role for standards in facilitating international cooperation.  She also gave examples of bi-lateral cooperation such as the Canada/US Public Security Technical Program (PSTP) and a UK-US joint effort on personal protective equipment (PPE) standards.

Dr. George Arnold, Chairman, delivered a presentation on the ISO/IEC Strategic Advisory Group (SAG) on Security.  He provided background on the initial ISO Advisory Group on Security, the methodology it employed, its final reports and recommendations, the formation of the permanent ISO/IEC SAG on Security, and the next steps for this group.  He noted that the ANSI-HSSP Steering Committee serves as the US Technical Advisory Group to provide input to this international group.  He further noted that the US representatives to the ISO/IEC SAG, who were present at the plenary, are Kathleen Higgins of NIST and Dr. Joseph Broz of Midwest Research Institute.

Daniel Hurley, Director, Critical Infrastructure Protection, U.S. Department of Commerce, National Telecommunications and Information Administration, made a presentation on Bilateral and Multilateral Outreach on CIP and Cyber Security.  He provided an overview of NTIA, detailed bilateral and multilateral meetings on CIP that the US has engaged in during recent years, and addressed international CIP outreach.
3.
ANSI Homeland Security Standards Database (HSSD)

Bob Hager, Director of Publishing and Production, ANSI, gave a Demo of the Homeland Security Standards Database (HSSD).  He provided a background on the database, a summary of its core functionality, its classification scheme and selection process, further homeland security database efforts working with ANSI, and the next steps for the HSSD.  He followed with a live demonstration system and answered questions from audience members.  He also demonstrated how to navigate the ANSI-HSSP website.
4.
General Q&A/Comments from the Floor

Dan Bart, ANSI-HSSP Co-Chair, and Ms. Saunders, led the discussion with plenary participants on areas for future ANSI-HSSP workshops, initiatives, or partnerships.  The following items were listed as potential areas to be addressed at future plenary meetings or via HSSP workshops, and will be investigated further:
· Supporting DHS Office for Domestic Preparedness (ODP) activities on the NPG, NIMS and NRP

· Cyber security and software assurance 
· Lessons learned from Katrina and role for standards and conformity assessment programs

· Working with academia in the homeland security space to further support standards and conformity assessment activities

· It was noted that any effort should also involve the ANSI University Outreach Ad Hoc Task Group and also outreach should be performed to Centers for Excellence
· Response to an event with all CBRNE considerations in mind
· Hand-held assays (both standards and CA issues)

· Standards for integration of modeling and simulation tools
· Mass/public transportation (integrating various technologies and user-based needs)
· Standards and metrics to evaluate preparedness of an organization (more than  business continuity/supply chain management)
· Post-event destruction of hazardous materials

· Building codes as they are affected by natural disasters
5.
Adjournment
Prior to adjourning the meeting, Mr. Bart thanked NIST for hosting, the plenary sponsors, and all the presenters and attendees for their active participation and contributions towards making this a successful event.  He also informed participants to seek out Matt Deane if they desired to become members of the Panel in order to receive notice of future ANSI-HSSP events and other membership benefits.
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