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® The government has
suppliers that it may not
know and may never see

» Less insight into suppliers’
security practices

» Less control over business
practices

» Increased vulnerability to
adversaries

“Scope of Supplier Expansion and Foreign Involvement” graphic in DACS
www.softwaretechnews.com Secure Software Engineering, July 2005 article “Software
Development Security: A Risk Management Perspective” synopsis of May 2004 GAO-04-678
report “Defense Acquisition: Knowledge of Software Suppliers Needed to Manage Risks”



http://www.softwaretechnews.com/

Not only do we have an increasingly Global-Interdependent
Supply Chain,

we also have a world of capabilities that are increasingly
dependent on Globally Sourced ICT
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Focus Area 2 Focus Area 1

Focus Area 3

Comprehensive National

Cybersecurity Initiative (CNCI)

Trusted Internet
Connections

Deploy Passive
Sensors Across
Federal Systems

Pursue Deployment of
Intrusion Prevention
System

(Dynamic Defense)

Coordinate and
Redirect R&D Efforts

Establish a front line of defense

\
Connect Current Develop a Government
Centers to Enhance Wide Cyber Increase the Security o Expand Education \
Cyber Situational Counterintelligence the Classified Network P '
Awareness Plan
/
Demonstrate resolve to secure U.S. cyberspace & set con ng-term,sdccess

-

Define and Develop
Enduring Leap Ahead
Technology, Strategies
& Programs

Define and Develop
Enduring Deterrence
Strategies & Programs

Develop Multi-Pronged
Approach for Global
Supply Chain Risk
Management

Define the Federal
Role for Extending
Cybersecurity into
Critical Infrastructure
Domains

Shape the future environment to demons

U.S. technological advantage and address new at

te resolve to

cure

efend vectors




Supply Chain

. PERSPECTIVES

Supply Chain SECURITY

*Nodes of
storage & throughput
sLines of
transport (& communication)

New 2012 US National
Supply Chain
SECURITY
Strategy



Supply Chain: PERSPECTIVES

Supply Chain RESILIENCE

Multi-sources
Multi-nodes
Multi-routes

fix-on-the-fly
(while doing ,
w/ no pause)

... to continue
to move product




Supply Chain: PERSPECTIVES

Product INTEGRITY

How do we improve our trust & confidence
In HW, SW & Services we source from a
global supply chain?




Countering effects of
Microelectronics Counterfeits & “poor “ SW

in the Global Supply Chain

Coord. with
White House
Office of IPEC
# of
Counterfeits T . Volume of
(& Amount gf “poor”|SW) dounterfeit Me's
‘ & “poor”’ SW
e
e || 2 .. Examplog
* Law
Coﬁ:;miu Criminal ' 5 * Policy & Guidance
N Fiement & * Process -> from fault/failures to
Is Increasing | T&E for counterfeit assessment
» People-> Training & Education
* Technology -> R&D / S&T
From * (Knowledge -> Leadership)
Two Major SCRM/TSN
Shees Activities
Actors




Other Users @ =

SCRM “commercially
acceptable global
standard(s)”
must be derived from
Commercial Industry
Best Practices.

Commercial
DoD DHS & 1A Industry

SCRM Standardization Requires Public-Private Collaborative Effort




Product Assurance

TRADESPACE

Unique
Requirements

Y x__\‘_SuppIiers///’
SCRM Standardization and Levels of Assurance
— will enable Acquirers to better communicate
&4 requirements to Systems Integrators & Suppliers,

so that the “supply chain” can demonstrate
good/best practices and enable better overall
risk measurement and management.

e

COTS
products

Higher COST can buy Risk Reduction

Slippery Slope / Lower Cost usually means Higher RISK B'
isk

Unmeasurable Reits



SCRM has a Landscape of activities
must address Counterfeits & Software

Other Users

SCRM believes
‘commercially acceptable
global standard(s) ”
must be derived from
Commercial Industry Best

{
Software Counterfeit Practices.
@ _ Assurance Microelectronics

Commercial
DoD DHS & IA Industry

SCRM Standardization Requires Public-Private Collaborative Effort




Building Assurance Levels

TRADESPACE

_ SCRM Standardization and Levels of Assurance
Unique will enable Acquirers to better communicate
Requirements requirements to Systems Integrators & Suppliers,

() so that the “supply chain” can demonstrate
Grpd /

good/best practices and enable better overall
risk measurement and management.

Stdzd .

Demand N S

Reqts

Common Ciriteria- Product Certification (ISO 15408)
ISO 27036 ICT Acquirer-Supplier Info Reqts
Open Group’s OTTF Process Certification
AS5553 COTS

\ . . - products
oo\ Standardized Supply Requirements Ok

-
—

Higher COST can buy Risk Reduction

Slippery Slope / Lower Cost usually means Higher RISK B'
isk

Unmeasurable Reits



Recent Evolution of Strategy & Policy

Counterfeit Microelectronics---
Who is working this (DoD, US,gov, public-private, standards)
& NDAA'12 Section 818...upcoming NDAA'13 ?
-Learn from Quality Assurance & Safety Critical Items Practices
-Procurement & Acquisition-Contracts
-Testing (life cycle doc, acceptance, follow-up)
-Reporting
-WorkForce Development (training & education)
-Standards

Software Assurance---
Who is working this (DoD, US,gov, public-private, standards)
& NDAA'11 Section 932... upcoming NDAA'13 ?
-Learn from Quality Assurance & Safety Critical Items Practices
-Procurement & Acquisition-Contracts
-Testing (life cycle doc, acceptance, follow-up)
-Reporting
-WorkForce Development (training & education)
-Standards




The ICT SCRM Standard Development

Organization Landscape

Active ICT SCRM Standard
Development

KEY
() International Standards Body
National Standards Body
Other Organizations

) Technical Committees/
\ .~ Other Standards Bodies

180, IEC, and ITU
Subcommittees
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SCRM

Developments & Standards

® New CNSS DIRECTIVE 505 on SCRM from Committee on National Security Systems (FOUO)
® New NIST-IR 7622 & NIST 800-53 rev4 out for public-comment (US.gov participates in SCRM WG2)
http://csrc.nist.gov/news_events/index.html

® New "IT Supply Chain: National Security-Related Agencies Need to Better Address Risks",
GAO-12-361, Mar 23
http://www.gao.gov/products/GAO-12-361

® SNAPSHOT of Best Practices from TheOpenGroup's Trusted Technology Forum (OTTF) (Trusted
Technoloqgy Provider Framework & Snapshot)

https://www2.opengroup.org/ogsys/jsp/publications/PublicationDetails.jsp?publicationid=12341

https://www2.o0pengroup.org/ogsys/jsp/publications/PublicationDetails.jsp?publicationid=12561

(login reqd)

® Supply Chain Technical Working Group (CCTWG) “approved” by Common Criteria Development Board
(CCDB) in Japan in Mar’'12 to advise CCDB & development of new CC "Protection Profiles" that will
replace EALs

http://www.commoncriteriaportal.orqg/

https://cc-supplychain.teamlab.com/products/files/#408084 (login reqd)

® |SO 27036 on ICT Acquirer-Supplier Relationships (Parts 1-2-3) migrating from “initial draft” to
“committee draft” in 2012... (TMSN leads US participation in ANSI CS1 SCRM adHoc WG)



http://csrc.nist.gov/news_events/index.html
http://www.gao.gov/products/GAO-12-361
https://www2.opengroup.org/ogsys/jsp/publications/PublicationDetails.jsp?publicationid=12341
https://www2.opengroup.org/ogsys/jsp/publications/PublicationDetails.jsp?publicationid=12341
https://www2.opengroup.org/ogsys/jsp/publications/PublicationDetails.jsp?publicationid=12561
https://www2.opengroup.org/ogsys/jsp/publications/PublicationDetails.jsp?publicationid=12561
http://www.commoncriteriaportal.org/
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Technology Supply Chain

Threat Matrix
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