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2 Description of Use Case

This use case describes interoperability between electronic health records and laboratory systems from the perspective of patients, clinical care providers, and sources of laboratory results information. Its focus is on widely-available, well-standardized methods that will support the secure access to laboratory results and interpretations in a patient-centric manner for clinical care by authorized parties.
2.1 Goal

The overall goal of this use case is to allow a Requesting Caregiver from one healthcare enterprise to obtain laboratory data from a different healthcare enterprise for the purpose of the clinical care of a Patient. This overall goal is achieved by satisfying a number of sub-goals. These sub-goals are broken out at a high level in this section, and receive detailed specification in the perspectives (Section 8) associated with this use case.

2.2 Clinical Vignettes

The following vignettes illustrate the use case by showing how laboratory data is typically obtained now, and how it might be obtained after implementing electronic use case solutions.  Two vignettes illustrate two primary sources of laboratory results.

The first vignette illustrates the case of a caregiver, other than the ordering physician, who must obtain access to results from a commercial laboratory.
2.2.1 Clinical Vignette #1: The Caregiver-To-Laboratory Case

Ms. Anderson is seen by Dr. Jones, her primary-care physician on Monday afternoon, for episodes consistent with partial complex seizures. Dr. Jones performs a history and physical. He recommends a consultation with Dr. Roberts, a neurologist at a multispecialty clinic about 25 miles away. Dr. Jones’ staff faxes the consultation request and a copy of Ms. Anderson’s history and physical to Dr. Roberts. 

Dr. Jones anticipates that Dr. Roberts will require screening laboratory results, so he draws blood and obtains urine from Ms. Anderson for routine studies. A courier from BestLabs, a nearby commercial laboratory, picks up the specimens from Dr. Jones' drop-box Monday evening.

 Dr. Roberts has an opening for Ms. Anderson on Wednesday morning. After reviewing the information supplied by Dr. Jones and doing his examination, Dr. Roberts recommends an antiepileptic medication, but cautions that results from a routine panel of laboratory tests must be obtained before starting the drug. Ms. Anderson reminds Dr. Roberts that Dr. Jones sent samples for testing on Monday evening.

2.2.1.1 Obtaining the Information Today

Dr. Roberts’ calls Dr. Jones' office, but they have not yet received the results. From Dr. Jones' staff, Dr. Roberts gets the name and fax number of the laboratory. He asks Ms. Anderson to sign a release of information form. He faxes (1) the authorization form and (2) a note on his office stationery requesting copies of the results. An hour later, after Ms. Anderson has left the office, Dr. Roberts receives a fax from the lab with the needed results.

2.2.1.2 Obtaining the Information in a Future Electronic System

Dr. Roberts opens the browser on this office computer and logs on to the PatientFinder website. After inserting his MDsmartcard in the attached reader, he is recognized as an authorized healthcare provider. He enters Ms. Anderson's name and date of birth, and responds to a few demographic inquiries. 

The system identifies Ms. Anderson and notes that she has already opted for to allow physicians with a referral relationship to Dr. Jones to see a summary list of her office visits. Dr. Roberts selects the Monday visit, and notes that BestLabs, Inc. has attached a result link to the summary record. 

He clicks the link; invisible to Dr. Roberts, the PatientFinder system forwards an encrypted, single-session security token to BestLab's system that corroborates his access rights to the lab data for this visit. BestLabs' system uploads the results to Dr. Roberts' record system. Ms. Anderson leaves the office with a prescription.

The second vignette illustrates the case of a caregiver at one enterprise communicating with a caregiver at another enterprise to obtain laboratory information stored in the latter's medical records system.

2.2.2 Clinical Vignette #2: The Caregiver-To-Caregiver Case

It is Friday afternoon, and Mr. Smith, visiting from out of town, is brought by his wife to the Southport Hospital emergency department with severe abdominal pain. Dr. Green, the on-call physician, learns that he received a “blood tests and a stomach biopsy” last week at Northfield Hospital, 40 miles away. Mr. Smith is scheduled to return there next week to see his doctor, whose name they cannot remember, to discuss the results.
2.2.2.1 Obtaining the Information Today

Dr. Green telephones the Northfield Hospital and asks to speak to the medical records department. He identifies himself as a physician. He provides Mr. Smith’s name, address, birth date and social security number. The medical records clerk looks up Mr. Smith. The clerk tells Dr. Green that he was seen there by a Dr. Clark ten days ago.

Dr. Green calls Dr. Clark to discuss the case; Dr. Clark tells Dr. Jones that Mr. Smith had various lab findings suggesting partial bile duct obstruction and a biopsy showing pancreatic carcinoma. Dr. Clark can fax the reports after he gets a signed release of information form from the patient.

Mr. Smith is in too much pain to sign, so his wife signs the release for him. Dr. Green faxes the release to Dr. Clark (who will later submit it to his records department). Dr. Clark responds by faxing the pathology report and laboratory data. Dr. Clark keeps the fax receipt for his organization's records.
Dr. Green staples the faxed reports into Mr. Smith's chart, and in his own note dictates the history he has obtained, including the relevant data, referring to the attached faxes. 
2.2.2.2 Obtaining the Information in a Future Electronic System

Using his wireless-and-tablet-equipped laptop computer, Dr. Green logs on to his hospital's clinical browser application. He opens Mr. Smith's record, and brings up a helper window displaying a blank release of information form. He asks Mrs. Smith to read the onscreen form. She does so, and then signs the onscreen form using the stylus; when prompted, she also presses her index finger to the laptop's fingerprint reader.

Dr. Green now taps a menu named "HealthNetwork" and selects an item named "Find this patient…". An alert menu requires that he re-swipe his smartcard in the laptop's card reader for time-limited session verification. 

A new window appears and after a few seconds an alert box opens that states "Three possible matches found. Please answer the following questions." Several multiple choice questions about Mr. Smith are presented, which Dr. Green answers. The computer responds "Identity confirmed, one moment please."

A window opens showing Mr. Smith's demographic information and a scrollable list of recent medical encounters at other institutions in the region. Dr. Green sees the most recent encounter was a visit with at Northfield Hospital Clinic ten days ago, when Mr. Smith saw both a Dr. Clark and a Dr. Brown. (Dr. Green recognizes Dr. Clark's name as that of an internist; he wonders if this Dr. Brown is a golf acquaintance of his, a Northfield Clinic psychiatrist.) An associated icon shows that lab information relevant to this encounter is on file in the Northfield Hospital EHR.

Dr. Green clicks on lab icon. An alert box opens, "Transmitting patient authorization...please wait for acceptance of authorization". Dr. Green knows that this step can sometimes take up to ten minutes, so in the meantime he begins dictating his note. A moment later, however, his laptop beeps. A new window displays a list of lab tests from the Northfield encounter, with a warning note, "Some results from this encounter may be unavailable to HealthNetwork users." Dr. Green sees a pancreatic needle biopsy and a GI panel listed. Opening the biopsy report, he sees the diagnosis was "Adenocarcinoma". He clicks the checkboxes next to the items of interest, and selects the "Import" function.

Later that day he speaks with Dr. Clark on the phone and obtains further details about Mr. Smith's history. The following morning when he logs on the hospital system, his logon page shows an information item stating, "You logged one (1) HealthNetwork data access yesterday. Please click here to review your access trail."

2.3 Abstract Use Case Summary

A summarized definition of the use case may be abstracted from this narrative (also see Stakeholder section for further definition of Actor roles):
A clinical care provider or researcher (the Requesting Caregiver) wants to obtain laboratory data that is not available in the Requesting Caregiver's record system, but is relevant to the clinical care of a person (the Patient). The Requesting Caregiver consults a Locator to identify the likely owner of the relevant laboratory results (the Responder). He establishes contact and identifies him/herself as a valid Requesting Caregiver. The Requesting Caregiver and the Responder negotiate agreement as to the identity of the Patient. The Requesting Caregiver specifies the needed laboratory results, and the Responder locates data that answer the request. The Patient (or a Proxy) authorizes the Responder to release the data, using forms supplied by the Requesting Caregiver if necessary. The Responder transmits the relevant laboratory results, which become available for clinical care by the Requesting Caregiver. The Responder and Requesting Caregiver each verify that the data was correctly transmitted, and they document the transaction. 

2.4 Background

Widespread implementation of secure, reliable sharing of clinical information among laboratory information systems (LISs) and electronic health records (EHRs) could provide physicians with a single institution-based source of clinical data and present it at the point of care, regardless of when or where the tests were performed. Seamless interoperability among LISs and EHRs might prevent medical errors, improve the efficiency of health care, and prevent costly and redundant laboratory testing.

In pilot tests of a variety of electronic laboratory data exchange protocols over the last decade, universal implementation at the source laboratory level has not been achieved, but semantic interoperability has not been the primary stumbling block. Available laboratory terminologies have high penetration and substantial operational success in deployed systems. Rather, the main barrier has been the complexity and expense of implementing data exchange among the diverse laboratory software systems whose design is driven to optimize intra-enterprise performance. Inter-enterprise data transfer has not achieved market-based success in part due to diverse programming platforms and internal data representations, and weak infrastructure components for inter-enterprise identification, authentication and authorization of patients and providers, and for common security protocols.

These recommendations will be elaborated in immediate solution guides, outlining near-term pilot implementations to be rolled out quickly (e.g., within 9 to 18 months); and by long-term solution guides that will suggest implementation that we deem feasible within a few years by a broad array of market participants.

2.5 Model

[image: image1]The overall goal of the use case is achieved by a sequence of events. These events are broken out at a high level in this section, and receive detailed specification at the level of individual actions in Section 8. 

In addition, it is possible to view the use case from the perspective of any of the various participants. Some participants may not "see" certain events or certain actions. Therefore the apparent sequence of events and actions may differ for various participants. Once again, in Section 8 we attempt a "first-pass" classification of the totality of the events and actions in the use case by perspective.

Here we provide a “birds' eye” view of each component event, together with simple diagrams
 highlighting the most important participating actors. 
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	Summary Figure: Overall Use Case
The overall use case “Get Lab Data” involves a Requesting Caregiver, a Patient, a Locator, and a Responder. A Patient Proxy may also play are role.
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	Event 1: Locate Data
In the first action of the use case, the Requesting Caregiver (RC) consults the Locator to locate the owner of the data. 

In the simplest version, the Locator is the patient him/herself, who simply tells the RC where his/her records reside. 

In more complex realizations of the use case the Locator might be, e.g., a RHIO. To obtain the location, the RC might have to log onto an integrated system and submit a request, which would query various RHIOs until a "hit" was obtained. 
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	Event 2: Contact Responder

Next, the Requesting Caregiver establishes contact with the Responder. 

In the simplest version, this is accomplished through a personal telephone call. 

In electronic versions, it might involve selecting the Responder from a list of "hits" obtained in Event 1, and establishing contact to the Responder's system via an integrated web interface.
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	Event 3: Validate Requesting Caregiver Credentials

In effect, this step can be conceived as the Responder telling the RC “Thank you for contacting me. Before I can discuss our patient records with you, I shall need to see your credentials.” 
In today’s most common scenario, this action proceeds via a direct, personal negotiation between the participants, and is frequently based on informal personal judgment. 
In electronic realizations, we anticipate the possibility that an optional third-party Caregiver Authenticator (e.g. a Physician Index) might serve to mediate this action. 
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	Event 4: Agree on Patient Identity

As with the previous, current practice is that RC and Responder negotiate patient identity without any outside participation using informal criteria. 

We include reference to a hypothetical, optional Patient Identifier actor, an authority or service which in electronic realizations of the use case might assist in accomplishing this action in a more formalized way.

We also note that the Patient or a Proxy might become involved in this step, if additional identity information should be required to assist the Requesting Caregiver and the Responder to achieve agreement.
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	Event 5: Find & Browse Available Results
This action again involves a negotiation between the Responder and the RC. Details of this action depend on the Responder’s internal medical records system. 

But this event makes provision for the RC to "browse" the information proposed by the Responder and give "select", "reject" and "please look some more" instructions to the Responder.

This event is different from Event 7 (below) because there is no need at this event to transmit the full results. In fact, it may be preferable for privacy reasons at this stage to show e.g. only the name of the performed tests without making the actual result of the test visible.

At the end of this event, the Requesting Caregiver will have selected certain tests which are of interest, and results of which will be transmitted in full in Event 7.
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	Event 6: Authorize Release of Data
This diagram is purposely vague and merely identifies the participants. This is because the exact sequence of subsidiary actions to accomplish this step is implementation-dependent and has many possible variations. 

In the vignettes, this action was initiated by the RC personally approaching the Patient Proxy (Mr. Jones’ wife) and obtaining a signed authorization form, which was then transmitted to the Responder. 
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	Event 7: Transmit & Review Results
At this event, the Requesting Caregiver will be given full access to the results of the tests which he/she selected from among those proposed in Event 5.

There will likely be provision here for importing the results into the Requesting Caregiver's EHR.

However, note that partial import may be satisfactory in many cases.
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	Event 8: Verify Receipt of Data

There will need to be provision for validating that the result data was received intact and that the data was identical to that requested.

This event also encompasses a variety of quality assurance measures and system tests to verify reliability.

	[image: image11.png]Patient

Log Transaction

Requesing Caregiver T Respandar

2 Other?




	Event 9: Log Transaction

Both the Requesting Caregiver and the Responder will need to maintain a log of all transactions for medico-legal and quality assurance purposes.

The Patient will likely have a right of access to these logs based on privacy regulations.

It is conceivable that outside regulatory agencies may require log copies.


3 Scope of Use Case
The scope of this use case includes clinical pathology and surgical pathology reports accessed across institutions for clinical care. It includes uniquely identifying a patient, locating relevant laboratory results, transmitting the laboratory results and interpretations along with their units of measure, reference ranges, and test methods as required. It is intended to differentiate between the extent to which it can be rendered "electronic" immediately, and how it may be solved over a longer term. 

The "Obstacles" (Section 6) specifies what additional infrastructure support anticipated from a National Health Information Network (NHIN), and how these possible infrastructure improvements might impact electronic implementation of this use case in the longer term. 
Infrastructure assumed to be available to all participants in any immediate-term electronic implementation of this use case is stated as Preconditions listed in Section 5. We urge the reader to consult the Preconditions (Section 5). In addition to the Preconditions, it is assumed that any and all HITSP work products including recommended standards, implementation guides, integration profiles, architectures, blueprints, specifications, handbooks, or other items based on this use case will comprise a "full stack" of required technical infrastructure components such as combined definitions and documentation of :
· applicable directory and registry services,  

· messaging services, 

· program logic and logical services, 

· data semantics and metadata, 

· data content specifications and storage, as well as 

· vocabularies and terminology services.
The scope of this use case is limited by the following descriptions which EXCLUDE certain items from consideration as preconditions: 

· Specific versions of standards and specific terminological subsets are not assumed to have been implemented in common among participants.
· Specific enterprise security policy definitions and risk management policies are not assumed to have been implemented by participants. This exclusion from scope is limited by the identification, authorization and authentication requirements as noted in Obstacles, (Section 6). 

· Credentialing, privileging and delegation-of-authority functional specifications and policies are out of scope.
· Standardized reporting methods, common reference ranges, and standardized units of measure are not assumed to be predefined, known by, or to have been implemented by participants. Therefore these data may be required components of use case solutions.
· Initial laboratory data capture methods and models are out of scope.
· Reports other than surgical and clinical pathology reports are out of scope.
· Statistical care studies, aggregated multi-patient data, batch multi-patient queries and batch multi-patient lab result sets are out of scope. 
· Billing, payments, financial and administrative users and activities related to lab results are out of scope.

· Standardized patient consent and authorization are not assumed and are out of scope.

· Systematically tracking the clinical value or usefulness of the accessed lab results is out of scope.
Implementations of this use case must differentiate those actions and events that are amenable to immediate implementation of electronic solutions (e.g. within 9 to 18 months), in contrast to those which may be implementable in electronic form only after major new infrastructure, e.g., completed NHIN components, become available. In the latter category, the following item has high associated barriers but may be a tempting target for early implementation because failure of electronic solutions at these actions may otherwise cause the entire use case to fail:

· If the patient is unable to fulfill the Locator role (e.g. is unconscious, has limited communication skills, etc.) then the search for relevant lab results may fail and terminate the use case. Because this is unacceptable, implementation projects should focus on supplementing or substituting for the patient in the Locator role. 

4 Stakeholders for Use Case

We make a distinction between stakeholders and actors.

· A stakeholder is any person or entity that has an interest in the success of the goal embodied in this use case. 

· An actor is a direct participant in the use case. 

Not all stakeholders are actors in the use case, but all actors are of course stakeholders.

"Actor" designates a role that people or entities play in the use case; the same individual may play different roles at different times. For example, Dr. John Halamka might be the Requesting Caregiver-Actor when he is staffing the MGH Emergency Room; on another occasion, Dr. Halamka might be the Patient-Actor. And on yet a third occasion Dr. Halamka may not be a direct Actor in the use case at all, but simply a Hospital-System-Stakeholder.
The primary actor in the use case—the role player best thought of as initiating the interaction—is a requesting healthcare provider (Requesting Caregiver) whose goal is to obtain information about a patient (Patient). The Patient is a crucial secondary actor for whose care the doctor is directly responsible. Other secondary actors include a data locator (Locator) who provides information to the Requesting Caregiver about where to find the required information. In the first narrative, the Locator is the patient’s wife. In the second narrative, the Locator is the patient. The Locator could also be a remote agency of some kind. Another crucial secondary actor is a responding healthcare provider (Responder) with access to the requested information. In the narratives above, the main Responder was a doctor; however, earlier in the first narrative a different employee of the responder organization (a medical records clerk) acted in the role of the Responder. The person acting in the role of the responder might likewise be a nurse, administrator, secretary or an automated system. In the first narrative, we also note the involvement of the wife, acting as the patient's legal representative(s) (Proxy) for purposes of authorization.

	Stakeholder
	Direct Role
("Actor")
	Stakeholder's Interest

	General population
	Patient, Locator
	Improve quality of care

	Direct caregivers
	Requesting Caregiver, Responder
	Improve personal job efficiency

	Clinical researcher
	(? Requesting Caregiver?)
	"Piggyback" improvements in research access

	Public health authorities
	(? Requesting Caregiver?)
	"Piggyback" improvements in public health access

	Federal government
	None
	Improve quality and efficiency of care

	Billing organizations
	None
	Improve cost efficiency of care

	Case managers
	Requesting Caregiver
	Improve personal job efficiency

	Labs
	Responder
	Improve quality of care

	EBM organizations
	None
	Restricted testing

	RHIOs
	Locator
	Increase customer base

	Hospital systems
	Requesting Caregiver, Responder
	Improve efficiency and quality of care

	Integrated healthcare delivery systems
	Requesting Caregiver, Responder, Locator
	Improve efficiency and quality of care, and cost of quality

	Healthcare organization medical records divisions
	Responder
	Improve quality of care, decrease workload

	Clinical provider organizations
	Requesting Caregiver, Responder
	Improve quality of care

	EHR vendors
	None
	Enhance product functionality

	Trade associations (e.g. AMA)
	None
	Improve work environment

	SDOs
	None
	Meet need

	Consumer organizations
	None
	Improve quality of care


5 Preconditions for Use Case
For all potential participants who wish to assume the roles of Requesting Caregiver and/or Responder, we assume networking facilities are sufficient for implementation of the use case. 

For all potential participants who wish to assume the roles of Requesting Caregiver and/or Responder, we assume the following vocabulary standards facilities are sufficient for implementation of the use case: 

· Ability to determine the codes from one or more controlled vocabularies , such as LOINC, SNOMED CT, HCPCS, CPT and ICD-9-CM that identify the name of each laboratory test about which data are to be transmitted
· Ability to use the National Library of Medicine UMLS reference mappings between clinical vocabularies in implementing the use case.

For potential participants who wish to assume the roles of Requesting Caregiver and/or Responder, and for participants who assume the role of Locator but are not the Patient or the Patient's Proxy, we assume: 

· All are HIPAA-covered entities that comply internally with HIPAA Privacy and Security requirements including intra-enterprise authentication and authorization. Public health agencies may be exempt from this provision.

· All have virus and "mal-ware" protection, software management and business practices and processes which render virus-related security and system concerns out of scope for purposes of this use case. This is intended to include commercial off-the-shelf software (COTS) in FDA-regulated biomedical devices and laboratory testing- and measurement-related devices. 
· All have the ability to access required provider information, including sufficient provider identification data, identifying numbers or digital certificates (also see Obstacles, section 6).
For all potential participants who wish to assume the role of Responder, we assume: 

· Data to be transmitted already exist in some electronically retrievable form at the start of the use case, including but not limited to lab results and interpretations, patient identification and provider identification information.

· Participants have determined which data are releasable

· Lab results are uniquely correlated to a single, uniquely identified individual within the participant's EHR and/or LIS at the start of the use case 

All participants are properly authorized, including credentialing as required.

6 Obstacles to Implementation of Use Case

Patient Identification. In the absence of a national patient identifier, it is essential that lab result information be properly associated with the correct patient both by the Responder and the Requesting Caregiver. Strategies for properly identifying and matching patient information vary in their character and quality. Some Federal and state/local privacy laws hinder the effectiveness of this activity as well, as noted below. The impact of this use case therefore may be compromised by these difficulties in patient identification across system and organizational boundaries.
Provider Identification. One of the dilemmas in communicating medical information is determining “who” is at each end of a telephone call, an e-mail, a fax or an internet connection before trusted health information is accessed, discussed, or exchanged. Translating real-world identity in all of these settings is difficult. Identifying numbers or digital certificates are used in many transactions today; however, there are no standardized implementations for identification of providers at this time. Clinical practices, agencies, and systems acting as Requesting Caregivers and Responders are encouraged to have policies that govern the proper identification of healthcare providers and employees while communicating patient medical information.

Authentication and Authorization. Authentication and authorization procedures are obstacles which are complicated primarily by issues in three areas: 

1. gaps, overlaps and differences between HIPAA vs. state law requirements, 

2. variation in state opt-out provisions, as well as 

3. privacy issues raised by imprecise patient identity matches. 

Each of these three issue areas arise separately in three different kinds of situations:

A. authenticating the right of the requesting caregiver to have the information by the lab, 

B. authorizing the lab to release it to that caregiver, and 

C. determining whether or not both the requesting party and the lab are talking about the same patient. 

This third situation (C) represents an overlap between authentication and authorization issues and patient identification issues noted above. 

Physician Responsibility and Liability. There may be implementation obstacles related to physician responsibility and physician liability that remain to be explored more fully and that are extensions of the identification and authorization issues noted above, in particular. 
HISPC note. The above obstacles involving identification, authentication and authorization, including but not limited to the privacy and security aspects of these obstacles, represent requirements that implementers of this use case expect from the work products of the ONC Privacy and Security initiative under the Health Information Security and Privacy Collaboration (HISPC).
Messaging and Transmission Protocols. Lack of widespread adoption of internet-based communications in healthcare is an obstacle. Exacerbating the interoperability challenge has been a historically close coupling in healthcare between message service specification standards and communication protocols over which the services operate. HL7 version 2 messaging was developed prior to the emergence of the internet, and is a most successful wire-line protocol. But, remediation of legacy healthcare data exchange specifications to adapt to modern, now widely-available, and transport-neutral, web-native application-layer protocols like HTTP and SMTP remains an ongoing process. These messaging and transmission obstacles likely represent requirements that implementers of this use case expect from the work products of the Certification Commission for Health Information Technology (CCHIT).
7 Post-conditions for Use Case
Requestor received the requested electronic lab results in a form that may be used for clinical decision-making.

Lab results were available for use in clinical care in a timely way.

Lab results were stored in the Requesting Caregiver’s patient medical record.

Requestor is “logged out”: After data are retrieved, the Requestor is no longer “in session” with the Responder system. That is, the system supports only “discrete session” mode. Requestors will not be “logged on” continuously. 

The transaction has been logged by a system: A system will maintain an electronic record of transactions. 

System Effectiveness Feedback Loop: After a lab result query and access, the system tracks the efficiency and effectiveness of its use. Included in this is information on how frequently the system was able to locate patients and relevant lab data.
8 Detail of Use Case Perspectives and Scenarios

The following entity-driven perspectives will be part of the use case:

1. Patient 
2. Requesting Caregiver

3. Responder

We recapitulate the events of the use case, and the involved actor(s) for each. Actors that are not involved in a particular event naturally will have no actions for that event in their perspectives.

8.1 Perspective-free use case description (Events only)
	Code
	Description
	Comment

	3.x.1.0
	Locate Data
	Locate the "owner" of the data (involves Requesting Caregiver, Locator, Responder)

	3.x.2.0
	Contact Responder
	Contact the "owner" of the data (involves Requesting Caregiver, Locator, Responder)

	3.x.3.0
	Validate Requesting Caregiver Authorization
	Establish requester's identity and authorization  (involves Requesting Caregiver, Responder)

	3.x.4.0
	Agree on Patient Identity
	Establish patient's identity (involves Requesting Caregiver, Responder)

	3.x.5.0
	Find Relevant Data
	Find relevant data (involves Requesting Caregiver, Responder)

	3.x.6.0
	Authorize Release of Data
	Authorize release of data (involves Patient/Proxy, Requesting Caregiver, Responder)

	3.x.7.0
	Transmit Results, Review Results
	Transmit data and review transmitted data (involves Responder, Requesting Caregiver)

	3.x.8.0
	Verify Receipt of Data
	Receive data (involves Responder, Requesting Caregiver)

	3.x.9.0
	Log Interaction
	Document transaction (involves Requesting Caregiver, Responder, possibly Patient)


These events are not necessarily sequential, but they are satisfied approximately in this order to achieve the overall goal of the use case.
8.2 Primary Use Case Perspectives


[image: image12]
8.3 Other Possible Perspectives on this Use Case
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8.4 Patient Perspective

The patient perspective captures the events and actions that the patient may take during this use case. 
	Code
	Description
	Comment

	3.1.1.0 
	Locate Data Event (Patient Perspective)
Patient provides demographics and may provide encounter information.
	Used to identify the patient in the Lab Result Access system 

	3.1.1.1 
	Action
Patient, Patient Proxy or another trigger provides some form of demographics that may be used to preliminarily identify the patient and locate the data owner.

If there are no demographics available for the patient, then the lab results will not be available for use, and the use case will terminate.
	Fields for patient identification, to be used in a Lab Results Access System, are TBD.

	3.1.1.2
	Action

Patient or Patient Proxy agrees/consents to use of electronic locator system.
	Clinical caregiver checks with patient for consent to use the system.  This governs the use of patient metadata in the use case.

Note that there are (at least) two distinct levels of patient consent involved in the use case.

(1) In this event (Locate Data), the patient may be asked to consent to searches of his/her encounter history in order to locate the likely data owner. These Locator searches would not involve viewing of any actual results, yet patients may not wish to allow access to their encounter history.

 (2) A second level of consent is required later in the use case, at Event 6 (Authorize Release of Data). If the required data is successfully located, then the patient must also consent to the release of the specific result data (Event 6).
It is important to distinguish these two levels of consent, both of which are relevant to this use case. The legal implications of the two types of consent may well be quite different.

	3.1.2.0 
	Agree on Patient Identity Event (Patient Perspective)
Patient or Patient Proxy may be called upon to provide additional demographic data if Requesting Caregiver and Responder are unable to come to agreement on Patient Identity.
	Used to identify the patient in the Lab Result Access system 

	3.1.2.1 
	Action
Patient or Patient Proxy provides some form of further demographics that may be used to definitively identify the patient, and confirm the data owner.
If there no definitive agreement is achieved between Requesting Caregiver and Responder regarding the identity of the patient, then the use case terminates.
	Key fields that are currently considered are TBD. We know of no existing nationwide standard for what constitutes adequate proof of identity.

	3.1.3.0 
	Authorize Release of Data Event (Patient Perspective)
Patient or Patient Proxy consents to use of the system and release of data.
	Clinical caregiver will check with patient for consent to use the system. 

	3.1.3.1
	Action
Patient or patient proxy consents to caregiver search for lab result data.
	This event is not applicable should the patient be unconscious or not present 

	3.1.3.1.a1
	Alternate Action
Patient disagrees to or opts out of data search. 

The use case terminates.
	Patient may opt out for this one occasion or may opt-out of entire system permanently. In either case, the current use case terminates.

	3.1.3.2
	Action
Patient or patient proxy opts out of data search for this occasion. 
	One-time opt outs will not result in any permanent system flags. 

	3.1.3.2.a1
	Alternate Action
Patient opts out of data search.
System(s) will flag patient demographic as having opted out during patient search for future searches. 
	Opt-out will flag patient as not wanting to participate in any lab results queries nationally. 

	3.1.4.0
	Log Interaction Event (Patient Perspective)
Patient requests lab data search history. 
	Patient may ask who has accessed their protected health information (PHI) as required by HIPAA 

	3.1.4.1 
	Action
Patient submits formal request for clinical search history. 
	The implementation of the actual lab result search history request needs to be determined as well as the type of return format. 


8.5 Requesting Caregiver Perspective

8.5.1 Scenario (a): Obtaining patient data
Scenario (a) covers all caregiver interactions with the goal of searching for and accessing lab results of an identified patient.
	Code
	Description
	Comment

	3.2.1.0 
	Locate Data Event (Caregiver Perspective)
Caregiver must collect preliminary demographic data and information about likely data owner.
	Used to identify the patient to a sufficient degree to determine the likely data owner and establish contact.

	3.2.1.1
	Action
Caregiver requests patient demographics as available. 
The actual information may be captured at any point in the caregiver workflow. For example, a walk in patient may provide that information to the patient registration desk. 
	

	3.2.1.2
	Action
Caregiver requests information on likely data owner.
	

	3.2.1.3
	Action
The patient may be able to provide the name of the data owner.
	

	3.2.1.3.a1
	Alternate Action
If the patient is unable to identify the data owner, then the Requesting Caregiver must log onto the system at this point and contact an alternate Locator. (See next event for more detailed discussion of log-on.)
	How this occurs is highly implementation dependent. It might, e.g., involve contacting a RHIO. 

	3.2.1.4
	Action
Requesting Caregiver informs patient of use of Lab Results Accessing system and receives permission.
	Informing patient of system use once a patient regains consciousness or is available to be informed. 

	3.2.1.4.a1
	Alternate Action
Patient is unavailable or cannot give consent for Locator system. The use case need not terminate at this point (see comment).
	If the patient is not present or is unconscious, it may be unnecessary to obtain consent in some circumstances.

Allow for alternate consent options that match those of each user’s policies. 

Also, patients may be able to give prior conditional consent or non-consent and these preferences may be stored in the system.

	3.2.1.5 
	Action

Requesting Caregiver searches for and identifies patient and encounters.
	

	3.2.1.6
	Action
Requesting Caregiver enters patient search criteria.
	

	3.2.1.7
	Action
System returns patient search result set.
	Problematic in some jurisdictions when more than one match is found.

	3.2.1.8
	Action
Requesting Caregiver selects patient from result set.
	Requesting Caregiver finds patient from a list of possible patients

	3.2.1.9
	Action
System returns encounters.
	

	3.2.1.10
	Action
Requesting Caregiver selects encounter from result set.
	Note that in this use case, we are assuming that the Requesting Caregiver will first select an encounter, then proceed to searching results.

There is an extension to this use case in which the result type (rather than the encounter) is the primary search criterion, and the system looks across multiple encounters for matching result types. 

From the security policy perspective, the latter type of search is harder to implement, as it requires authorization to look at results (or at least to look at performed tests) from multiple enterprises simultaneously.

This would require legal support for some sort of blanket release to look at records from multiple institutions (at least at a browsing level). We are not sure that this type of authorization exists in the U.S. legal system at this time, since HIPAA approaches authorization from the point of view of individual enterprises.

	3.2.2.0
	Contact Responder Event (Requesting Caregiver Perspective)
	

	3.2.2.1
	Action
Requesting Caregiver securely logs into system (if not already logged on).
	Note that Requesting Caregiver may be an individual, an organization or “system”. The nature of the logon will be different in each case.

If an individual, Requesting Caregiver enters username and password or uses other identification and authentication to access system.

	3.2.2.1.a1
	Alternate Action
Caregiver logs into an alternate system such as an EHR or LIS that simultaneously logs into Lab Results Access 
	Enables system-to-system access and individual access. 

	3.2.3.0
	Validate Requesting Caregiver Authorization Event (Requesting Caregiver Perspective)
	

	3.2.3.1
	Action

Requesting Caregiver is authorized to perform patient search.
	We do not unpack the actions for this Event, as it currently depends on institutional policies. 

In the vignettes, we showed the use of Smartcard or biometric identification to support this step. Also mentioned in the description is the possibility that a nation-wide provider ID could be required.

As in other authorization steps, however, we question whether the legal and policy infrastructure exists at present to define what it means to identify a Caregiver as "authorized" across enterprise boundaries.

In current practice, this step, as mentioned, occurs based on varying institutional policies and personal judgment of participants (e.g. "Does this man sound like a doctor, or is he an impostor?")

	3.2.4.0
	Agree on Patient Identity Event (Requesting Caregiver Perspective)
Requesting Caregiver and Responder must verify that they are talking about the same patient.
	Depending on implementation, establishing the patient identity to the satisfaction of both enterprises may have already occurred in Event 1. 

	3.2.4.1
	Action

See comment
	As mentioned in the Barriers section, there is no national standard for what it means to establish a patient's identity across enterprises with complete certainty.

Therefore, we do not detail any actions in this section.

	3.2.5.0
	Find Relevant Data Event (Requesting Caregiver Perspective)
Requesting Caregiver specifies desired results; Responder displays available results that meet the specified criteria; the Requesting Caregiver makes selections.
	Executable on single patient or patient list; however, batch searches are out of scope for this use case.  This patient list capability is intended to account for multiple “hits” in patient ID all of which appear to be the patient in question, i.e., imprecise matches in patient identification.

	3.2.5.1
	Action

Requesting Caregiver selects criteria for search.
	Examples of criteria for search might include:

· Date range 
· Information Type 
· Result Type 
· Test Type 
· Data Source

	3.2.5.1.a1
	Alternate Action
Requesting Caregiver uses default criteria for search. 
	Default criteria may be modified by the user or participating institution 

	3.2.5.2 
	Action
Requesting Caregiver executes search query for lab tests available. 
	

	3.2.5.3
	Action

Requesting Caregiver reviews query results. 
	Upon review of the result, a caregiver may see query results that are irrelevant, should be completely confidential such as specific types of lab results or are erroneous.

	3.2.5.4
	Action
Requesting Caregiver sorts available lab test information returned. 
	System should provide information based on some sort of default criteria (result date, data type, data source, result description).

	3.2.5.4.a1
	Alternate Action
Requesting Caregiver forwards lab test metadata to another caregiver. 
	Allows the caregiver to forward the return result metadata to another caregiver for review. 

	3.2.5.5
	Action
Requesting Caregiver selects actual lab results result for review. 
	

	3.2.6.0 
	Authorize Release of Data Event (Requesting Caregiver Perspective)
Responder must receive authorization from patient for release of actual test results.
	This event might actually occur prior to or in parallel with the previous event.

Again, it is important to note that authorization to browse available encounters is different from authorization to browse tests and especially to view detailed test results.

	3.2.6.1
	Action
See comment
	As mentioned in the Obstacles section, a single national standard for what constitutes authorization is not easy to discern. 

Currently, the patient or his/her proxy usually fills out and signs a form. The form is designed to accord with enterprise policies, state law and HIPAA requirements.

Therefore, we do not detail any actions in this section.

	3.2.7.0 
	Transmit Results, Review Results Event (Requesting Caregiver Perspective)
Responder transmits actual results. Requesting Caregiver reviews lab results.
	

	3.2.7.1
	Action
Requesting Caregiver queries for lab results selected during search and receives them. 
	This action is intended for the caregiver to be able to physically view the complete result returned by the system. 

	3.2.7.1.a1
	Alternate Action
Requesting Caregiver is directed to contact another location for lab results information (e.g. commercial lab, hospital, call center or physician office).
	While lab results may not be fully retrievable, alternate sources of lab results information may be available via phone or other media. 

	3.2.7.1.a2 
	Alternate Action
Requesting Caregiver forwards lab results result to another caregiver. 
	

	3.2.7.2 
	Action
Requesting Caregiver views lab results forwarded to them 
	Upon review of the result, a caregiver may see data that are irrelevant, should be completely confidential such as specific types of lab results or are erroneous (see associated action, “Save lab results,” below).
For forwarded results, Requesting Caregiver also selects results to view that are forwarded to them.

	3.2.7.3
	Action
Requesting Caregiver prints lab results 
	User can select which results they want to print for review. 

	3.2.7.4
	Action
Requesting Caregiver saves lab results for viewing later.
	User finds result that they want to review later and saves it, in the system. This is to save the state of the session, as distinct from importing the data into the Requestor's EHR.

	3.2.7.5
	Action
Requesting Caregiver imports or saves lab results into local system.
	Implementation is not specified. This may involve varying "depth" of import (just import an image of the screen versus importing codified and indexable data.)

	3.2.8.0
	Verify Receipt of Data Event (Requesting Caregiver Perspective)
	

	3.2.8.1
	Action

See Comment
	This is probably an automated event in any electronic system. There may be validation steps. 

We also include the following two optional actions that would be useful to quality assurance and that can be considered as falling under this event/action.

	3.2.8.2
	Action
Requesting caregiver optionally flags lab results result as inappropriate or invalid. 
	Upon review of the result, a caregiver may see suspect data (e.g. that should be confidential, or may be erroneous). This must be supported by the system, but involves cross-enterprise issues with legal and professional implications.

	3.2.8.3
	Action
User provides feedback on quality search results.
	Should be implemented for system quality assurance and to report on system efficiency and effectiveness.

	3.2.9.0
	Log Interaction Event (Requesting Caregiver Perspective)
	

	3.2.9.1
	Action

See comment
	This will generally be invisible to the Requesting Caregiver, but there may be options to review access logs, and requirements to verify accesses.


8.5.2 Scenario (b): Setting user preferences
Requesting Caregiver configures/administers their system experience and configures/administers workflow automation. 
	Code
	Description
	Comment

	3.3.1.0
	User Preference Event 1
(Requesting Caregiver configures their preferences)
	

	3.3.1.1
	Action

See comment
	Examples of items that might be configured are: 
· Default patient search criteria 
· Default patient result sorting 
· Default Patient ID match quality for lab result usage 
· Patient list search frequency 
· Default Result metadata search criteria 
· Default result sorting 
· Patient filtering 
· Result filtering 
· Patient list-related activities 
· Automated routing and/or storage of patient search results and of lab results within Requesting Caregiver system based on specified criteria.

	3.3.1.2
	Action
Caregiver requests username / password reset. 
	Requesting Caregiver forgets their authentication and attempts to retrieve it.

	3.3.1.3
	Action
Caregiver requests account. 
	New caregiver requests for an account to access Lab Results Access system.

	3.3.1.4
	Action
Requesting Caregiver changes identification and/or authorization information. 
	Authentication protocols TBD. 

	3.3.1.5
	User Preference Event 2
(Requesting Caregiver configures workflow triggers and actions based on patient search and/or lab results )
	Associated Actions TBD. 


8.6 Responder Perspective

The Responder perspective covers all responder interactions with the goal of providing relevant lab results of an identified patient to a requesting caregiver for use in clinical care.
	Code
	Description
	Comment

	3.3.2.0 
	Contact Responder Event (Responder Perspective).
	Used to respond to initial query for lab results of an identified patient.

	3.3.2.1
	Action
Receive request for lab results of an identified patient. 
	

	3.3.2.1.a1
	Alternate Action
Negotiate and/or match patient identification parameters on an initial request for lab data of an identified patient. 
	Enables system-to-system access and individual access. 

	3.3.3.0 
	Validate Requestor Authorization Event (Responder Perspective).
	Used to respond to initial query for lab results of an identified patient.

	3.3.3.1
	Action
Validate Requesting Caregiver’s authorization. 
	May include provider identification and validation of credentials, privileges and/or other authorization.

	3.3.4.0
	Authorize Data Release Event (Responder Perspective).
	May include validation of:

· patient consent, 

· releasability of data, 

· HIPAA compliance,

· security protocols.

	3.3.4.1
	Action
Validate patient consent or HIPAA exemption. 
	

	3.3.4.2
	Action
Validate data are releasable. 
	Completed test results are ready for publication with no other overriding confidentiality concerns.

	3.3.5.0
	Transmit Lab Results Event (Responder Perspective).
	

	3.3.5.1
	Action
Transmit lab results of an identified patient to an authorized Requesting Caregiver.
	

	3.3.5.1.a1
	Alternate Action
Translate lab results into a form useful to the Requesting Caregiver.
	May include translation or transformation of results, coding, reference ranges, or units, as well as translation or transformation of electronic data messaging or service protocols, formats or models.

	3.3.6.0
	Verify Receipt of Data Event (Responder Perspective).
	

	3.3.6.1
	Action
Exchange confirmation with Requesting Caregiver. 
	

	3.3.7.0
	Log PHI Access Event (Responder Perspective).
	HIPAA compliance item.

	3.3.7.1
	Action
Track PHI access and be able to respond to required and requested reporting in compliance with local (institutional) HIPAA-related policies. 
	

	3.3.7.1.a1
	Alternate Action
Responder PHI access tracking performed by a third party. 
	Allows alternative models for PHI event logging. 

	3.3.8.0
	Provide Feedback Event (Responder Perspective.
	Used to track system efficiency and effectiveness.

	3.3.8.1
	Action
Actions TBD. 
	


9 Appendices

9.1 Security Glossary

A blanket assumption in this use case is that the entire transaction is rendered "secure". In the standard secure transaction model, the sequence of events can be expressed as the column on the left. The events of our use case roughly map to this standard model. 
	Standard Model
	What it means
	...maps to Codes in the Perspective-Free Use Case:

	Identification
	Requesting Caregiver identifies himself to the Responder
	3.x.2.0

	Authentication
	Responder verifies the claimed identity of the Requesting Caregiver
	3.x.3.0

	Authorization
	Responder determines the level of the Requesting Caregiver's security clearance
	3.x.3.0

	Integrity
	Transmitted message is secured against modification in transit
	3.x.7.0

	Confidentiality
	Transmitted message is secured against delivery to the authorized Requesting Caregiver
	3.x.8.0


9.2 Workgroup Notes

When the use case is implemented as described in the sample narrative above (viz., by telephone and fax) then identification, authentication and authorization are negotiated in conversation between two or more people talking on the telephone. Integrity and confidentiality are supplied by the telephone system and fax protocols.

Methods for securing electronic versions of the use case is a topic that we touch on in this document, but much of that material is technical and implementation-specific, and belongs in the Implementation Guide. However, the basic model framework presented here would need to be supported in any implementation.

Definitions for perspectives: 

· User, a caregiver, means User, User Representative/Proxy, or User Organization

· Requesting Caregiver may be an individual, an organization or “system.”

9.3 Possible Use Case Variations
The Requesting Caregiver may not be an individual healthcare provider, but may be an authorized proxy acting on behalf of the individual provider, e.g., his/her assistant, secretary, or an automated system. Alternatively, the Requesting Caregiver may be a Public Health Agency which would be subject to a number of parameters and conditions which vary from the use case description. Variations of this type will affect the nature of some of the subsequent steps involving identification and authorization. 

The Locator may be an authorized agent other than the patient. For example, the Locator may be a representative associated with the patient (a relative, a local doctor); or it may be an agency like a RHIO that maintains records of medical encounters. If the latter, then authentication and identification may be required parts of the locating interaction. 

The Requesting Caregiver may indicate "relevant" data in a variety of ways: by date, by test type, by medical problem list entry, etc. Some of these "filters" are mechanical; some require medical judgment to apply. 

Required authorization for the release of data varies depending on circumstances. If the Patient is unable to give consent (e.g. unconscious) and no Patient legal representative, a.k.a. Patient Proxy is available, it is normal to share data without signed consent. Enterprises also routinely release some data verbally/informally in order to clarify what is available, without a legal release. On the other hand, some types of data (e.g. results relating to psychiatric conditions, genetic diseases, AIDS) might require elaborate authorization procedures to implement HIPAA Privacy. 

The form in which the data are transmitted varies widely. The purpose of this use case exercise is, in part, to help define alternative, superior transmission protocols that are implementable within the next year. Today, in the absence of a universal electronic data-sharing infrastructure, the most likely medium is fax image. Other possible media in use today include email, email attachment (.doc, .PDF, etc.), webpage, and others. 

The nature of the negotiation regarding the patient's identity may take several forms, depending on the characteristics of the Requesting Caregiver and Responder identification criteria. Ability to uniquely identify a patient is a HIPAA within-enterprise requirement, but there is no single, well-defined cross-enterprise identification method. Major issues and requirements regarding patient identification are noted in Obstacles (Section 6).
9.4 Possible Use Case Extensions
The responsibility of the Responder towards the Requestor may not terminate with a single data transmission. The data may have an associated "status", such as "complete", "pending", "incomplete", etc. If the status of the data at the time of initial transmission is other than "complete", there may be a responsibility on the part of the Requestor or Responder to initiate a new request at a later time.   Additional use cases have yet to be defined to address workflows when lab results are pending (in process or not released), incomplete or erroneous at the time of the initial request, and/or when lab results are updated.
It is possible that the Locator may not be able to completely identify an appropriate or complete list of Responders; the Locator may have partial information only. In this case, additional interactions may be necessary to uniquely identify the Responder. 

The Patient may wish to make various levels of blanket authorization or opt-out for healthcare information sharing. Methods for such blanket authorization or opt-out are unclear in this model.
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� In each diagram: 


actors are represented as stick figures;


the event is represented as an oval;


solid arrows point outwards from the actor who initiates the event;


solid lines connect other participating actors to the event;


dotted arrows show secondary participants on whom the success of the event depends.
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