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2. Description of Use Case

This use case establishes a framework for constructing two fundamental building blocks of a personal electronic health record– the registration summary and medication history.  These initial building blocks, that are potentially a part of a broader set of personal health information, will allow consumers to share registration information and their list of medications with their health care providers and other authorized parties.  Since consumers and their care providers have the potential to know the most about their core health information, such as medication use, it is essential that this use case puts the consumer (and authorized care providers) in control.

In addition to providing access to key health information, this approach of making the consumer be responsible for their health information will also improve consumers’ awareness of their own health portrait, educate consumers about the importance of sharing this set of consistent information with their health care providers, and facilitate important communications between various health care providers.

3. Scope of Use Case

This use case establishes two building blocks for personal health records – registration and medication history. It is important to note that there are additional elements of health information that need to be defined in the future to have a complete picture about a consumer.  This use case document defines the health information exchange services that will allow access to this information, by a variety of applications supporting consumers, providers and others. It is also not the intent of this document to spell out what a PHR application looks like on a screen to consumers and providers, rather what functions need to be in such an application and the interoperability needed with other health information systems. 

· Registration Summary: In this use case, registration summary includes the demographic and financial information consumers generally need to provide when visiting a physician, hospital, or pharmacy, such as:
· Identification information sufficient to help identify the consumer;

· Financial information sufficient for eligibility checking and claims processing;

· Emergency contact, advance directives, and donor information.

· Typical demographic and financial data elements.

The summary may be expanded to include more clinically relevant information, such as allergies and health history.  More complex clinical fields, such as chief complaints and current problem lists should be assessed but may be out of scope of a registration summary.
· Medication History: In this use case, medication history will contain sufficient information about the consumer's medications to enable the following functions:
· Create and update medication history 

· Update medication history – medication history is updated by the following methods (This would include correcting errors, deleting redundant information, adding new medication, etc.)

· View medication history - medication history is viewed by physician, pharmacist, consumer, etc. (distinguishes different sources of data and source of updates)

· Review medication history with consumer - clinician and patient review medication history together

· Analyze medication history for compliance

· Utilize medication history for interaction checking with other drugs or allergies – clinician/system checks mediations against other medications being taken or prescribed for interactions and allergies

· Utilize medication history to trigger a renewal to the pharmacy

· Differentiate current medications from relevant past medications – 
· Deliver patient education information (may be a future deliverable)
· Populating the consumer electronic health record: It can be assumed that registration and medication history can be made available to a PHR system through multiple sources, each with a different level of accuracy and completeness. To pre-populate the consumer electronic health record, consumers can choose their preferred source to build up the PHR. Over time, it is expected that additional sources will be available as a choice to the consumers. For example, the consumer’s medication history may be available from: 

· Paid claims through their drug benefit program at a payer or Pharmacy Benefit Manager,

· A Provider’s Electronic Health Record system (EHR-S), 

· The consumer with or without assistance from other authorized parties such as health care providers (e.g., pharmacist or nurse) or a family member/caregiver. 
· The source of the data (i.e., Provider, PBM, Payer) as well as a dated access log must be identifiable to consumers and their care providers.  Inconsistencies between these sources will likely become apparent, and applications, institutions, and individuals will need to figure out how best to integrate and/or consolidate these data.
· Data Access:  Consumers would have access to their own information, and could identify and authorize other parties to access some or all of their information. Access could be granted to other authorized users on a selective basis (i.e., physician offices or hospitals could be granted authority for a specific time period or content), or an “on-demand” basis (i.e., physician offices could be granted authority to query a consumer’s information permanently or upon presence of the consumer in their care delivery facility), or some combination of the two.  Regardless of frequency, upon initial creation consumers would establish the protocol for these permissions.

· Privacy: The issues of privacy, security and appropriate data use are well within the scope of this use case, and integration profiles/implementation guides should include the necessary interoperability security standards. However, setting policies that will apply to the broader system is not within scope of this use case.  Privacy policies are needed to ensure secure and appropriate data usage, particularly in cases of sensitive information and special populations (e.g. adolescents and other for whom unintended disclosures to family members or other providers could be implied from medication lists). Specific scenarios for patients withholding information must be considered in a policy framework, and these scenarios must also be considered in the context of the HIPAA rule, which in some cases does not provide the intended baseline level of consumer privacy (e.g., consumers and many PHR Systems vendors are not covered entities). In addition, malpractice and/or state law implications of information non-disclosure need to be evaluated.
· PHR Application Behavior: As part of this use case, a minimum functional specification for PHR systems (Consumer health record is the data, “PHR System” is a software application) that will directly serve the consumer will be established in order to provide consistency and portability to consumers. It is not within the scope of this use case to define the detailed “PHR application behavior” that consumers will see:  whether consumers could select to have prescription medication and/or other core health data “imported” into their application, or if the application could simply prompt consumer users to review their data on a regular basis to determine whether it is complete and current. Similar data elements could be imported from multiple data sources.  Applications should be expected to provide some support for achieving data harmonization across sources.  But no solution should be expected in automatically providing a reconciled and complete medication history.

· Assumptions: This use case will not detail properties such as the means to ensure data consistency, audit trails, accountability, system integrity and management of patient consent.  These will be addressed in further technical definition steps (standards selection/profiling/integration and architecture designs) that are beyond the use case definition.

· Future Scope: Although Public Health is mentioned in this use case as a stakeholder, it is recognized that it may initially play a small role, but could be expanded in the future.  
4. Stakeholders for Use Case

Primary Actors:

Healthcare Consumers (including authorized family members/care givers)

· Clinicians/Medical institutions

· Ancillary service providers (Pharmacy, Lab, Imaging, etc.)

· PHR System Service Providers serving consumers

· Data Suppliers (e.g., pharmacy, payers, PBMs, providers)

· Public health agencies (Local, State, Federal)

Outside affected:

· Employers

· Emergency clinicians or others with whom the patient has no formal relationship
.

· Schools
5. Preconditions for Use Case

· Established network and policy infrastructures to enable consistent, appropriate, and accurate information exchange.  This includes, but is not limited to:
· Rules for identification of a consumer

· Rules for identification of the health information sources of a consumer

· Rules for establishing how data corrections do or do not get propagated back to the network.
· For providers with a Provider EHR system, these need to support appropriate interfaces to a standardized communication and policy infrastructure for communication with other systems, including PHR systems. It would not be acceptable to re-enter the same information twice for those care providers.

· PHR Systems offering their services to subscribing consumers with appropriate interfaces to a standardized communication and policy infrastructure.

· Pharmacy systems with appropriate interfaces to a standardized communication and policy infrastructure

· Data Supplier systems with appropriate interfaces to a standardized communication and policy infrastructure

· Consumer education and support for appreciating the essential concept of an electronic consumer health record 

· Health care provider education and support for appreciating the essential concept of a consumer health record and associated protocols 

6. Obstacles to Implementation of Use Case

· Establishment of harmonized and/or standard coding, functionality, and definitional requirements.

· Need to undertake a considerable education and outreach campaign targeting all relevant stakeholders, and informing them of their rights and responsibilities under the new paradigm. Posing a particular challenge will be the necessary outreach and education to disadvantaged, uninsured/underinsured, low tech, low health literacy and other hard-to-reach target populations.

· Need for high tech and low tech access means for consumer and care providers.

· Absent appropriate and proactive policy deliberations, people may be exposed to grave risks of employment or insurance discrimination, or other commercial exploitation if information is shared inappropriately. Specifically, the increased risks in a networked environment include:  

· Secondary use of data, including the use of medical data for employment or welfare purposes; to restrict credit or other financial benefits; or in unsolicited marketing;

· Security breaches, including hacking and other criminal activities that lead to “data leakage”; 

· Criminal misuses of data, including fraudulent acts or identity theft that result in financial or other harm; and

· Data quality issues, including data corruption and loss.

Protecting personal privacy – and engendering trust in the overall network – is not a matter of any single statutory, contractual, or technological provision.  Technologies should be designed to provide security and privacy protections, and policies must both protect against any inappropriate disclosures and provide remedies for when they might occur.  The public - all of us - must be confident that personal information will not be misused or disclosed inappropriately.  Without such confidence, any identified breakthrough is likely to encounter significant opposition, both at its inception and throughout its existence.

· Current authentication and authorization technologies may be too expensive or cumbersome for widespread deployment.

· Establishment of standard protocols to deal with tension arising due to potential conflict between consistent/accurate information and up to date information.

· Lack of policies protecting consumers from denial of healthcare. Cost of service. Consequences with restriction of information to a given provider and impact to consumer care.

· Consumer/provider frustration with variability of look, feel, interface for different PHR applications, inconsistent medication information

· Providers will need to determine whether they are adequately comfortable with data quality/accuracy such that they would want to use data from electronic personal health records.  

7. Post-conditions for Use Case

· Essential registration and medication history will be available electronically to participating consumers and designated health care providers.  

· Consumers will have information needed to identify, reconcile, and use their health care data.

· PHR applications and data sources will need to ensure that the information shared is not misinterpreted or misused.
· Duplicate entries avoided, increases accuracy of information
8. Detail of Use Case Perspectives and Scenarios

8.1 Overview of Use Case Perspectives and Scenarios
The following entity-driven perspectives are part of the use case, which is organized around three scenarios:

a. Pre-encounter

b. Encounter

c. Post-encounter

Within these scenarios, a number of perspectives are defined to reflect the participation of the primary stakeholders.  These primary four perspectives are used:

a. Consumer
b. Care Provider 
c. Pharmacy
d. Payer
Below is a visual illustration of the use case.  Only the services provided are described at the “boundary” where the requirements for the use case are abstracted.  A use case focuses on requirements, and these are introduced in terms of high-level services at the “service boundary” behind which all computers, application software, telephone, postal service, media, networks, security infrastructure exist. The definition of information flows, location of persistent information, network or interchange media transport, transactions among the various “elementary” systems will be defined once the use case requirements are stabilized.  This is part of the solution design (including standards selection, profiling and integration).
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The elementary systems (ovals) may be grouped as desired (e.g. an EHR application or a payer system may also offer a PHR application).  Such combinations are implementation decisions and left open by the use case.  The term EHR system should be understood in a broad sense.  It includes systems maintained by hospitals, physicians, and other providers.  It can also accommodate providers without a clinical application or a practice without an EHR system, accessing the services of this use case with the intent to simply print a medication history on paper and place it in the consumer’s chart.

The term “record” is used in a generic manner to designate a group of closely related health information produced by a single source (e.g. a consumer, payer, pharmacist, provider, etc.).  In this use case, a record may be “the most recent consumer created registration summary”, or “medication history along with contextual information such as problems, allergies, etc.”.  In the context of another use case, such a record may be a laboratory report.

The following types of high-level services have been identified (see figure above):

1. Create Consumer

The consumer opens a personal health record for its use. A display of a minimum set of demographic information used for identifying the owner of the record is shown (consent designation may also be displayed if desired).  This results in an “empty” health record.  This registration may have to be mediated by trusted entities. Permissions are established by the patient for a number of entities to provide and/or to access health information. This creation is a preliminary to selecting (or being assigned) a specific PHR system service provider.  As consumers need to be empowered to change PHR system service providers, their identity has to be maintained independently from any PHR system.

2. Consumer Creates and Updates Registration Summary
The consumer using the services of his/her PHR service provider accesses an application allowing the creation and later any update of the consumer registration summary.  Once approved by the consumer this consumer registration summary is made available to the consumer and to the entities it authorizes.

3. Consumer Provides and Accesses Records
The consumer through a PHR system accesses his/her own records made available by authorized sources.  In particular, medication lists made available by multiple sources are available to be viewed in an appropriate format with the status of the medication (prescribed, dispensed, claimed, administered, etc). The consumer may easily identify the source of entries in the medication list, “add, update or correct” by providing a new record.

4. Care Provider Provides and Accesses Records
The care provider provides and accesses records through his/her own EHR or Rx system when authorized by the consumer.  In particular, medication lists made available by multiple sources, including consumer are available to be displayed along with the status of the medication (prescribed, dispensed, claimed, administered, etc).  Care provider makes available pre-existing or new records through his/her own EHR or Rx system.
5. Other Health Information Source Provides Record
Other sources of medication records, including payer Systems permitted by the consumer makes available pre-existing medication records and new records as they become available, through their information systems (Pharmacy, Payers, etc,).
6. Public Health Access and aggregate records
This is a future service where public health at regular intervals (hour, day or week) may access the newly created records and extract information of interest and aggregate statistics for public health management, applying the appropriate policies.
It is beyond the scope of this use case to define the usage of the information collected (e.g. bio-surveillance notifications).

8.2 Detail of Use Case Perspectives and Scenarios
The following entity-driven perspectives will be part of the use case:

1. Consumer Perspective – includes patient, family members, and other authorized caregivers

2. Provider Perspective – includes physicians, hospitals, other clinicians, nurses, front desk, and other support staff. Also includes the front desk and support staff of laboratories, imaging centers, and other ancillary services that will use the registration summary and medication history from the same perspective as physicians and other health care providers. Includes EHR and e-prescribing systems used in health care delivery

3. Pharmacy Perspective – includes pharmacists and includes pharmacy information systems used in filling prescriptions
4. Payer Perspective – includes PBM and claims processing systems use to pay medication claims

5. PHR System Perspective – includes PHR information systems (as identified in the figure in section 8.1) owned and operated directly by any of the four perspectives listed above as well as stand alone commercial PHR systems, or services operated by employers, professional societies , or regional organizations when they act as certified PHR System providers.  This perspective also includes the standardized communication and policy infrastructure (see section 8.1) that supports information exchange, including regional information networks and organizations.

The use case will be presented in three scenarios:

a. Pre-Encounter and Pre-Population Scenario – All activities that must be completed before the first time the PHR is used.
b. Encounter Use Scenario – Use of the consumer’s electronic health record during a physician visit, pharmacy visit, or interaction with a payer; includes patient providing registration and medication data, updates entered, and a new patient version generated for the next use.
c. Post-Encounter and Home Use Scenario – Review of information in the consumer’s electronic health record at home following an encounter including entry of Patient information while the patient, family members or other caregivers are using the system on their own. This scenario also includes any use of the consumer’s electronic health record by a single perspective that is not part of an encounter between two or more parties centered around some type of health care event.
The PHR System perspective is somewhat of an artifact and mixture of alternatives that is included as a separate perspective to help visualize the events, actions, and information exchanges that take place as part of the use case. The PHR System is what the consumer sees when they use the system, but unlike the physician’s EHR, the pharmacist’s pharmacy information system, or the insurance company’s claims processing system; the consumer’s PHR System will typically not be owned and operated by the consumer themselves. When a provider, pharmacy, or payer; also provide the PHR system directly to their consumers, they will actually play two separate roles including their traditional role as well as the PHR system role. 

The details of this use case are intended to be very inclusive and support very rapid deployment of the limited initial scope of the breakthrough using technologies ready for deployment to large numbers of people during 2006 using Katrina Health as a model of pre-population with existing digital data and ease of widely available access. The details include information flows for providers who use an EHR system or e-prescribing system and for those who do not. The approach should be compatible with EHR integrated PHR systems that present a patient view of the EHR data, as well as free-standing and dedicated PHR systems that import and export data to one or more EHR systems and other information systems. The details of the use case are intended to facilitate, encourage, and simplify adoption of e-prescribing and EHR systems among physicians who do not yet use these technologies. The details of the use case are intended to provide the framework for implementing the work and recommendations of the Office of the National Coordinator for HIT, the Commission on Systemic Interoperability, and the American Health Information Community.

The work group agreed to use the term “Access Media” to refer to a wide range of implementation options that a patient can present at home and at any health care location to gain access to their PHR and enable their current provider, pharmacy, or payer to interact with their PHR. Use of patient-controlled and patient-provided access media allows the patient carry their own virtual universal health identifier through their travels through the heath care system. The details of the use case should thus be applicable to settings where an NHIN is available to provide authentication and identification services for patients, providers, and information systems including a record locator service that identifies the location of the patient’s information and the method for exchanging information between a provider’s EHR and the consumer’s electronic health record. The details will also work in regions where an NHIN is not available and these same services may be provided along side the PHR system giving access media tools directly to the consumer.

“Access Media” could be as simple as a web page printout with a URL and account number or username that is provided by the PHR system at the time of web-based registration; or it could be a sophisticated hardware token or smart card carrying digital certificates, automated login software, or even an extract of the consumer’s electronic health record  with a digital signature and encryption to authenticate the source and affirm that modifications were made while the data was in the hands of the patient. Some form of access media is central to the use case and could be presented by the patient at each encounter either carrying a copy of the registration and medication data or enabling access to the information. This access media must be capable of use in emergency situations, and ideally should have both human readable and machine readable information necessary to establish a connection, but still require a password or other security method to gain full normal access to the consumer’s electronic health record. 

In the following details, the consumer’s electronic health record is called a PHR.  A PHR is the set of health related information that a number of care and service providers have released for sharing with the consumer and any other care or service providers.  This includes information generated by care or service provider systems (e.g. Pharmacy information systems, physician and hospitals EHR Systems, etc.) as well as patient generated information.  The “PHR” is health information (e.g; medication, problems, allergies, etc.) and is not to be confused with the PHR System that supports the consumer’s access and contribution to the PHR.  No assumption shall be made that the PHR information (in the sense defined in this use case) is stored in the PHR System.

The level of detail included is intended to identify functional requirements and settings where interoperability will take place without specifying technologies, standards, and methods of implementation. In some cases, common Internet standards such as digital signature and XML are used to imply the required functionality of being able to authenticate the source of a document and detect changes to the content, or the ability to send data in both machine readable and human readable form. This level of detail is intended to ask questions and set an agenda rather than to provide definitive answers. Many of the details are included for illustration only.

When registration summaries or medication histories are implemented, it is important to preserve and protect the original sources of the data. A prescription or medication order actually has two sources including the physician or other clinician who prescribed or ordered the medication and the source of the information about the medication. Sometimes information about a prescription will come directly from the physician who wrote the prescription and sometimes it may come from the pharmacy, the PBM, or even the EHR of another physician who is aware of the medication. The identity of both sources (the prescriber and the information supplier) should be preserved wherever possible in this use case.

Not only is a PHR patient-centric combining data from all providers and other data sources, it will often need to implemented in a family context where parents might create accounts for all of their children. A PHR is more than the sum of all information shared by providers’ from their EHR systems that all family members are represented in. On the other hand the information shared by each source EHR Systems or eRx System is intended to be used by a wide range of care and service providers directly, and thus the consistency of that information will have to be preserved.  These are among the open issues that will need more study as the standards for this use case are harmonized and evolve into a common interoperability framework.

Close examination of the use case details will reveal many opportunities for the Federal Government to provide leadership by example in the marketplace. Medicare, Medicaid, and the Federal Employees Benefit Program; could become early adopters of an access media strategy that could help their deliver medication lists and linkages to formulary information for their beneficiaries. The Veterans Administration and Department of Defense already provide a consumer portal to their EHR systems and adding an access media could allow that information to be shared with community based providers and hospitals when their patients or beneficiaries are seen in facilities that are not part of their electronic medical records.
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Consumer Empowerment Use Case Scenario a: Pre-Encounter Use Scenario
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Note: In the presence of an NHIN, the access media may come from the NHIN rather than from the PHR system
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Consumer Empowerment Use Case Scenario a2: Pre-Encounter Use Scenario

Change of PHR Provider and Disaster Recovery
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Consumer Empowerment Use Case Scenario b: Encounter Use Scenario

Patient visits a 

new physician for 

the first time

Patient presents 

access media and 

logs in to PHR

PHR sends 

registration and 

medication data

Patient prints a 

paper copy of 

registration and 

medication list 

from web browser 

PHR system

Patient presents 

access media and 

logs in to PHR

Patient checks out 

at the end of the 

encounter

Patient gets an 

updated copy of 

their PHR

Front desk keys in 

registration data

Paper copy of 

medication list is 

placed in the 

paper chart

Paper Only

Practice imports 

PHR data into 

practice 

management 

system

Internet

Available

Practice uses web 

interface to view 

data in the PHR 

and enters 

updates

Physician writes 

paper 

prescriptions

Web Only

PHR gets web data 

from healthcare 

providers using the 

patient access 

media and login

Pharmacy gets a 

paper prescription

Practice imports 

PHR into EHR or 

e-prescribing 

system

EHR or

 e-prescribing

used 

Physican writes 

electronic Rx

Pharmacist enters 

manual data

Pharmacy has 

electornic Rx

PBM has Rx claim

PHR gets Rx and 

other data from the 

EHR or eRx system

PHR gets Rx data 

from the Pharmacy

EHR exports PHR

Adjudicates

Claim

PHR sends data to 

the Pharmacy

Patient presents 

access media at 

the pharmacy and 

logs in to PHR

Patient picks up 

new medication 

and updated PHR

Phamacy fills the 

prescription and 

gives medication 

to patient




[image: image6.emf]Consumer

Perspective

Provider

Perspective

Pharmacy

Perspective

Payer

Perspedtive

PHR System 

Perspective

Consumer Empowerment Use Case Scenario b2: Encounter Use Scenario

Using Claims Data to Update PHR
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Consumer Empowerment Use Case Scenario c: Post-Encounter Use Scenario
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2a.1 Consumer Perspective – Pre-Encounter and Pre-Population Scenario

	Code
	Description
	Comment

	2a.1.1.0
	Event:  Patient receives offers to provide or populate a PHR
	Patients must be made aware of the option to have a PHR from a specific entity with which they have an existing relationship. The insurance company, health care provider, employer or other entity can offer to provide data, access to their own patient portal, or the full service access to all of the data from all sources including the patient.

	   2a.1.1.1
	Action: Insurance company or PBM offers to provide a PHR or populate a record
	

	   2a.1.1.2
	Action: Pharmacy offers to provide a PHR or populate a medication list
	

	   2a.1.1.3
	Action: Physician or hospital offer to provide a PHR or populate a record
	

	   2a.1.1.4
	Action: A regional network, Employer, or private PHR vendor offer to provide a PHR
	A national or regional service provider may be the preferred option. An employer who is not also acting directly as the payer fits this option but must respect appropriate privacy controls

	2a.1.2.0
	Event: Patient selects a PHR system provider
	Patients should select one and only one primary PHR System provider that will link all of their information, but they still can use patient portals from other systems

	   2a.1.2.1
	Action: Patient signs up with their chosen PHR provider and requests an account
	May be as simple as answering an Email or going to a web site

	2a.1.2.2
	Action: Patient receives privacy and other policy information from the PHR System for review prior to finalizing the request for service 
	Informing and educating the patient about the privacy policies and potential disclosure of the information is an essential pre-requisite to obtaining patient consent to create and operate an account

	2a.1.2.3
	Action: Patient accepts policies and creates a username and password if required
	The type of authentication will be determined by standards and business practices of the PHR system. Creating the login probably should include an explicit step such as clicking a box or radio button to indicate having read and agreed with the privacy policy and giving consent for everything implied. A reasonably uniform privacy policy should be required for all PHR systems so that patients will not be confused by assurances that other vendors may have made to their friends and associates and just in case patients do not read all of the information provided.

	2a.1.2.3.a1
	Alternative Action: If a local NHIN is available, the NHIN login methods and access media will be used
	

	2a.1.2.4
	Action: Patient receives the access media
	The access media has enough information to establish a connection and start authentication. Can be as simple as printing the web page confirming creation of the account and accepting the username and password

	2a.1.3.0
	Event: Patient authorizes pre-population from specific data sources
	Patient authorization is required to access another information system

	   2a.1.3.1
	Action: Patient requests that the PHR System obtains registration and medication data from specific sources using the patient provided access media
	Ideally this will be linked to offers of information that originally came from the data source so that the right patient will be identified automatically. The request must include consent to release medical information.

	2a.1.4.0
	Event: Patient reviews pre-population data from existing sources, makes corrections and notes, and adds additional data
	

	   2a.1.4.1
	Action: Patient displays the data obtained from claims, EHR, e-prescribing, and pharmacy systems; and adds notes to medications that may be inactive or errors and adds additional notes. Patient never changes the original data.
	

	   2a.1.4.2
	Action: Patient enters additional medications or registration data including over the counter and alternative or herbal medications. 
	Resources for coding of medications or look-up from NDC codes on packages must be part of the PHR application. The patient might be the only source of registration and medication data if no other digital data is available.

	2a.1.5.0
	Event: Patient authorizes access by other family members and other caregivers or providers
	This step is essential for parents of young children



	   2a.1.5.1
	Action: Patient authorizes access by other users
	Privacy policy for adolescents is complex and there are no fixed standards for when children gain access to their records and when they become the primary custodian and controller of who may use the record

	   2a.1.5.2
	Action: PHR system provides access media for other users
	Might be as simple as a family member entering a username and password in the presence of the patient. Authentication credentials should always be person specific and patients should not give their primary password to family members, but a parent could use the same login for all of their children. These credentials could come from an NHIN if one is available. If an NHIN is not available, it is not reasonable to expect all health care providers to create authentication credentials in all PHR systems for all patients. Until we have a common provider authentication systems as part of an NHIN, the patient can provide temporary authentication to each provider as needed at each encounter. Sometimes, special circumstances such as a home monitoring program for medication use might justify a provider login similar to a family member login.

	2a.1.6.0
	Event: Patient gets a first look at the ready to use PHR
	

	   2a.1.6.1
	Action: Patient displays the record on the screen and makes a paper and optional electronic copy to carry and use at all future encounters, perhaps using their access media to carry data
	If the data sent to a web browser is in XML, it can be saved to electronic media, printed from a web browser, or used directly by an information system for interoperability because it will include standard tags to identify data fields. If the data contains a digital signature, it is possible to have third party authentication by the software certification agency that it comes from a specific certified PHR software and system provider, and data has not been modified since it was created by that PHR System. An XML digital signature will also specify the cryptographic methods used and identifying both the signer and the dates of valid PHR software certification.

	2a.1.7.0
	Event: Patient decides to change PHR System provider
	This type of change may occur because of a patient move to another region or a change of job, insurance, or physician. This is an essential service and not always related to cost or satisfaction with service from the original vendor. If an NHIN with a patient locator service is available, this could be as simple as changing the PHR location in the Record Locator Service.

	   2a.1.7.1
	Action: Patient prepares an electronic copy of their PHR
	

	   2a.1.7.2
	Action: Patient selects a new PHR system and opens an account and creates a login
	Could use a login previously provided by NHIN if one exists

	   2a.1.7.3
	Action: Patient notifies the old vendor of the change the new vendor and account so that data can be transferred, the old account closed, and any queries to the old account forwarded to the new vendor and account
	Data transfers, but authentication may not be transferable so the new account must be created first before the old account is closed

	   2a.1.7.4
	Action: Patient presents their copy of the old PHR to the new vendor to verify that the data transfer is complete and correct
	This also provides a backup procedure in case the original vendor is unwilling or unable to transfer the data

	   2a.1.7.5
	Action: Patient gets a copy of the PHR from the new vendor along with new access media
	

	2a.1.8.0
	Event: PHR System decides to go out of business
	

	   2a.1.8.1
	Action: Patient receives notice of business termination and a list of alternate providers
	Patients must be informed about this procedure when they open an account

	   2a.1.8.2
	Action: Patient selects a new PHR System, opens an account, and informs the previous vendor or NHIN who will handle the new PHR and the data transfer
	Data can be transferred, but authentication and permission data must be re-established at the new vendor

	   2a.1.8.3
	Action: Patient receives a new copy of their PHR data from their new PHR system vendor along with new access media
	The digital signature, if used, will be based on the new vendor’s certificate

	2a.1.9.0
	Event: PHR System experiences a disaster that requires a change of URL
	This refers only to the migration of the same system and same data to a new Internet hosting location, not a change of PHR system

	   2a.1.9.1
	Action: Patient receives notice of a permanent or a temporary change in URL, and new access media that points to the new system location
	The URL is the only thing that should change and all account numbers, usernames, and passwords should continue to work. The data should be identical to the original system and be validated with the same PHR software system certificate. This process could also be handled by the record locator service of an NHIN without any involvement of the patient.


2a.2 Provider Perspective – Pre-Encounter and Pre-Population Scenario

	Code
	Description
	Comment

	2a.2.1.0
	Event: Physician offers to provide registration and medication data, a patient portal, or a full PHR
	This will apply mainly to physicians who use an EHR or an e-prescribing system and it will be done in partnership with the EHR vendor or the e-prescribing vendor

	   2a.2.1.1
	Action: Physician sends a message to patient or offers the service to the patient during a visit
	If the patient accepts the offer and selects the PHR option, the physician now also functions under perspective 5 as the PHR system

	2a.2.2.0
	Event: Physician gets a request for  pre-population data from a PHR System
	

	   2a.2.2.1
	Action: Physician gets a request for medication data that identifies and patient and includes consent from the patient to release the information using the patient’s PHR access media
	Ideally the patient provides the correct record linkage information to the physician’s systems and the PHR System identifies the patient by their PHR access media that might send a time limited access token

	   2a.2.2.2
	Action: Physician sends medication list and other information to the PHR
	The source of the information could be the physician’s EHR, an electronic prescribing system, or even manual entry from a paper record. If an electronic prescribing system is used, the request must be sent to the physician rather than the e-prescribing vendor because patients do not have a relationship with the e-prescribing provider and may have different e-prescribing records at the same vendor from different physician practices that do not share data. The medication information sent by the physician should include codes for the medications to facilitate standard terminology and patient friendly translations, future decision support, and identifying potential duplications of the medication. The information should ideally be sufficient to write a new prescription for the same medication and should include patient instructions


2a.3 Pharmacy Perspective – Pre-Encounter and Pre-Population Scenario

	Code
	Description
	Comment

	2a.3.1.0
	Event:  Pharmacy offers to provide a medication list, patient portal, or full PHR to a patient
	

	   2a.3.1.1
	Action: Pharmacy sends a notice to the patient or offers the service when the patient comes in to the pharmacy
	If the patient accepts the offer to provide a PHR system, the pharmacy now also functions under perspective 5 as the PHR system

	2a.3.2.0
	Event: Pharmacy gets a request for a medication list from a PHR system
	

	   2a.3.2.1
	Action: Pharmacy gets a request from a PHR system that identifies the patient, includes consent to release information based on the PHR access media provided by the patient
	A good source for accurate record linkage would be the prescription number of a prescription the patient filled at that pharmacy

	   2a.3.2.2
	Action: Pharmacy responds to request and sends the medication data to the PHR along with any additional insurance or registration data
	Pharmacies have more data on refills and dates of filling prescriptions than might be found in physician’s records or EHR. Pharmacies also have useful registration data that can be used if insurance and physician records are not available in electronic form


2a.4 Payer Perspective – Pre-Encounter and Pre-Population Scenario

	Code
	Description
	Comment

	2a.4.1.0
	Event:  Payer offers to provide PHR services to the patient
	Sometimes the employer is the payer or may offer to play this role in close partnership with an insurance company

	   2a.4.1.1
	Action: Payer sends a notice to the patient to offer the service, provide claims data to populate a PHR, or provide a patient portal to review claims data
	If the patient accepts the offer to provide a PHR, the payer now functions under perspective 5 as the PHR system

	2a.4.2.0
	Event: Payer receives request to provide claims data to populate a PHR
	

	   2a.4.2.1
	Action: Payer gets a request from a PHR system that identifies the patient, includes consent to release information based on the PHR access media provided by the patient
	

	   2a.4.2.2
	Action: Payer sends the insurance information and medication claims to the PHR System using the time limited access media included in the request
	


2a.5 PHR System Perspective – Pre-Encounter and Pre-Population Scenario

	Code
	Description
	Comment

	2a.5.1.0
	Event:  A PHR system applies for certification
	Certification of PHR system software will be done by CCHIT using similar methods to those developed for ambulatory EHR. Certification of Functionality, Interoperability, and Security; are essential first steps before anyone can provide a PHR System that will be reliable and trustworthy. Lack of trust has been a key historical problem in the development of PHR and in the development of effective Health Information Exchange outside of a single enterprise.

	   2a.5.1.1
	Action: PHR System software vendor or developer applies to the certification agency for certification
	Certification must begin with an application for certification that provides information about the software system vendor or developer requesting certification. Certification will be done once for the software and the software vendor will then effectively extend that certification to all of their clients. Some PHR software developed for a national system or a large employer or insurance company may exist in only one instance. EHR software that includes PHR software will be sold to hundreds of physicians. PHR software that is marketed directly to consumers may have tens of thousands of instances but be certified only once.

	   2a.5.1.2
	Action: Certification agency provides requirements and test scripts with sample patient information and test messages
	Certification must be based on clear criteria and clear method for testing the PHR system software by using sample data and examining output based on hypothetical patients. Certification of HIPAA billing transactions has been assisted by use of a wibbler approach where random variations are inserted into a set of test patients to prevent gaming the system and simulating the output if the desired output is known in advance

	   2a.5.1.3
	Action: PHR system completes demonstration that they meet all certification requirements and pass all live testing
	The certification process will probably use a mixture of methods involving system assessment, demonstration of functions, and live laboratory testing of end to end interoperability

	   2a.5.1.4
	Acton: PHR system software vendor or developer generates a key pair and sends a certificate request to the certification agency. This is the essential first step in obtaining a digital certificate allowing only the requestor to possess the private key
	The certification agency itself, or a single delegated contractor, will also serve as the root certificate authority to issue authentication certificates to PHR System software vendors and developers to prove that they have been certified. The same certificate can be used by all instances of the software since the identification of the practice that owns the EHR or the consumer that owns the PHR will be added to each message or data that the PHR system sends. PHR software should be designed so that the software vendor can effectively provide a moderate level of authentication of the identity of all of their customers. A certificate issued as part of the certification process makes sense even if digital signatures are not used when delivering or storing data, and even if there is an NHIN handling all other certificates and authentication. The digital certificate now becomes portable proof that a particular software system was actually certified by the certification agency for the time period indicated on the certificate. Any data produced by that system can carry proof of that certification as part of any digital signatures added to the data. This gives a digital signature a dual purpose of both protecting non-repudiation of the data and affirming a trustworthy source. Certificates can be revoked centrally after they are issued adding to the power of certification.

	   2a.5.1.5
	Action: The certification agency provides a digital certificate to the PHR System
	The certificate can be used for authentication and digital signature. This will enable PHR systems to provide reliable authentication and proof of certification to anyone who uses them, and also enable them to digitally sign any data and messages that they send if that technology is implemented or required. All instances of the same software can be signed by the same certificate if the software has been designed to give each instance some form of access to the private key and the identification of the instance owner is reasonably well controlled by the software vendor.

	   2a.5.1.5.a1
	Alternative Action: If there is a local NHIN, PHR System certificates will not be used and instead the local NHIN provided certificates will be used by consumers and providers to sign PHR data from systems they own
	Individual certificates for each practice or patient are clearly superior, but initial PHR systems will be a low stakes and low risk security activity where software vendors providing a sub-optimal solution will be adequate to introduce the use of sophisticated security technology. 

	2a.5.2.0
	Event: A certified PHR offers its services to patients
	Offers can be made directly by the PHR System provider or in partnership with another group such as a physician’s EHR, a pharmacy, an insurance company, or an employer

	   2a.5.2.1
	Action: A PHR System sends information directly to patients or makes information available at normal health care locations
	Direct patient advertising or patient recruiting in shopping malls may or may not be an appropriate strategy. Aggressive and pervasive marketing may be necessary to drive rapid adoption, but has been a source of confusion with the Medicare Drug Program

	   2a.5.2.2
	Action: A PHR System might offer its services jointly at the time of an encounter with another provider such as a physician
	Recommendation from a trusted health care source such as the patient’s physician, pharmacist, or hospital may be the preferred strategy. 

	2a.5.3.0
	Event: PHR System receives a request from a patient to create an account
	Accounts could be created in advance but not activated until the patient specifically issues a request, reviews privacy and other policies, and gives consent to create an account

	   2a.5.3.1
	Action: Patient requests an account.
	Group marketing might occur when an employer offers accounts to all employees, a doctor to all patients, or and insurance company to all family members of all policy holders. It may be helpful if whole families could request accounts for all families in one transaction. If accounts are created together for all family members, each family member requires their own account and their own login. A policy must be developed for families to create accounts for all children that are accessible to all custodial parents with a separate login for each custodial parent that allows access to their own account plus all children they are responsible for.

	   2a.5.3.2
	Action: PHR system provides patient education about privacy and information sharing policies
	A screen display, documents, videos, or live instruction are acceptable in accordance with local privacy policies

	   2a.5.3.3
	Action: Patient accepts policies and gives consent to create an account and creates authentication credentials if they are required because there is no local NHIN
	Consent and login creation can be done in one step

	   2a.5.3.4
	Action: PHR System sends the access media to the patient
	The PHR cannot be used until the patient has access media. Patients who have access to multiple PHR accounts, such as their own and their children’s, should be able to use one access media and then identify the family member

	2a.5.4.0
	Event: PHR System receives requests, access media, and consent from the patient to populate the PHR
	

	   2a.5.4.1
	Action: PHR system sends requests for information to sources identified by the patient and for which the patient gives consent to release information. The request will be accompanied by a time limited access media that extends the patient’s access media for one time use. If there is a local NHIN, the information source should have their own access media that can be used instead
	Patient must identify the potential source of data and provide both consent and specific contact and account information to the PHR system. This will not normally be a general query to a Health Information Network or NHIN based on the patient’s name and other identifiers (a general purpose query for all records would be another use case). A current personal medication history will have a simple starting place and grow over time with future encounters.

	   2a.5.4.2
	Action: PHR system imports data and attempts to reconcile duplications
	The coding of medications will be critical for detecting duplications. Free text data should be avoided for medication names and even patients can enter data from NDC codes on their medication bottle, or prescription numbers, to assist in correct linkage of even patient entered data

	2a.5.5.0
	Event: PHR System allows patient to review data and make annotations or additions
	

	   2a.5.5.1
	Action: PHR system displays data obtained from pre-population requests in a data entry mode after the patient presents their access media
	Typical data entries might include adding a missing medication, adding over the counter medications, marking some medications inactive, indicating a change in dose from the original prescription, indicating how often some medications are used, and adding the last refill if not captured by pre-population requests.

	   2a.5.5.2
	Action: PHR system receives updates from the patient and files patient notes and additions. Patients cannot change data from other sources
	Patients should not be allowed to change data received from another primary source, but they can review and request changes in their record. Under HIPAA, patients can request review of their physician’s medical record and request changes, but the physician is not required to make the changes. In the case of a PHR the patient is the owner of the data and they can mark and annotate any data that they believe is not true, and identify medications that are no longer active. The purpose of the PHR medication list is to identify the medications that the patient is actually currently taking as well as to note any relevant recent or past medication. The time relevance of previous medications varies, but some medications have long term significance hence PHR systems should never routinely drop medications that fall outside of the current date range.

	2a.5.6.0
	Event: PHR System receives request to allow additional consumer users
	

	   2a.5.6.1
	Action: PHR receives consumer request to add users
	

	   2a.5.6.2
	Action: PHR creates user access media for new users
	

	2a.5.7.0
	Event: PHR System provides the patient a first look at the first ready to use version of the PHR
	

	   2a.5.7.1
	Action: PHR displays a copy of the PHR after the patient presents their access media
	The patient now has the information to print a paper copy or save an electronic copy

	2a.5.8.0
	Event: Patient decides to change PHR System provider
	Freedom of choice of system provider is essential

	   2.5.8.1
	Action: Patient saves an electronic and paper copy of their PHR for backup from their current system
	

	   2.5.8.2
	Action: Patient opens an account with a new PHR system and creates new access media if required
	An NHIN can provide patient authentication credentials that can be used with different vendors, but that is generally not available today.

	   2.5.8.3
	Action: Patient notifies the current PHR system provider and provides information about the new PHR system provider
	

	   2.5.8.4
	Action: Current PHR transfers the data to the new PHR System
	This can include a patient moving from a patient owned PHR system to one that is part of their physician’s EHR

	   2.5.8.5
	Action: Current provider closes the account and responds to future requests with forwarding information to reach the new PHR System provider
	Current users and old copies of the access media and PHR will still point to the old PHR System but no information will be returned if the old access media is used unless it was provided by an NHIN

	   2.5.8.6
	Action: New PHR system provides new access media and a current copy of the new PHR to the patient
	

	   2.5.8.7
	Action: If data transfer failed, the new PHR system can import the data from the backup copy of the old PHR and change the account information and digital signature to reflect the new PHR system provider
	

	2a.5.9.0
	Event: PHR System decides to go out of business
	Standards must be set for business operations and procedures when a vendor decides to cease operations voluntarily

	   2.5.9.1
	Action: PHR System notifies all consumers and providers and offers options and assistance
	Rules must be set for requirements for advance notice and providing alternative options

	   2.5.9.2
	Action: PHR System migrates data to the new PHR system provider 
	Data can be migrated but authentication and permissions do not migrate unless they come from an NHIN. The patient may need to re-enroll, get new access media, and re-authorize other users. 

	2a.5.10.0
	Event: PHR System experiences a disaster that requires a switch to a backup provider
	Disaster could be natural (hurricane, flood, or earthquake), terrorist, or system failure. Normally backup systems should be transparent to the users and not require new connection information, but sometimes they will.

	  2a.5.10.1
	Action: PHR system moves operations to a new location that requires a change in the URL for data access
	

	  2a.5.10.2
	Action: PHR system informs the patient, and other authorized users, of the new permanent or temporary URL and provides new access media
	

	2a.5.11.0
	Event: PHR system experiences a disaster so sudden and so catastrophic that no continuity of operations is possible
	This almost unimaginable event is included to affirm the robustness of the PHR system approach and the usefulness of standards that provide for continuity even when all disaster planning and preparation fails.

	  2a.5.11.1
	Action: The patient takes their most recent electronic copy of their PHR that should be in their possession and takes it to another certified PHR system provider 
	This is identical to a change of PHR supplier under hostile conditions without the cooperation of the original PHR system provider. This approach depends on patients keeping their own personal electronic copy of the PHR, perhaps on a smart card also used for access media and login authentication. Because each electronic PHR has a digital signature, it is possible for the new PHR System to validate that the information is intact, unmodified, and comes from a trusted original source.


2b.1 Consumer Perspective – Encounter Use Scenario

	Code
	Description
	Comment

	2b.1.1.0
	Event:  Patient visits a new physician for the first time
	Although not strictly part of the use case, this is a perfect time for the practice to share contact data with the patient and leave a brief record or the data and purpose of the encounter in the PHR

	   2b.1.1.1
	Action: Patient presents their access media to the front desk and logs into the PHR System if Internet connection is available at the front desk
	If a local NHIN is in operation the practice might be able to login themselves, but the usual procedure will be for the patient to do the login and grant the practice access for the duration of the encounter

	   2b.1.1.2
	Action: The data in the PHR is imported into practice systems to create a new billing record, EHR record and/or electronic prescribing record
	All PHR systems must use a uniform standard interface to decrease the burden on vendors

	   2b.1.1.3
	Action: If the practice is not automated or the systems lack interoperability, a paper copy or a printout from a web page saves the patient the effort and potential errors of filling out a new registration form and also provides a personal medication list at the same time
	

	   2b.1.1.4
	Action: The patient reviews the new administrative records created by the practice and signs any necessary consent forms
	Patient will get the final updated PHR at the time of checkout by presenting their access media again when they are ready to leave

	2b.1.2.0
	Event: Patient visits a physician they have seen previously for the first time with a PHR
	The physician already knows the patient and has billing system records and EHR records already setup or has a paper chart with previous notes. This is still an important opportunity to add new information from a PHR that is not in the practice files

	   2b.1.2.1
	Action: Patient presents their access media and logs in to the PHR system
	The import and comparison of the data is transparent to the patient

	   2b.1.2.2
	Action: Patient verifies comparison of PHR data with data already on file in the practice
	Patient will get final updated PHR at the time of checkout when they present their access media for a second time

	2b.1.3.0
	Event: Patient visits a physician they have seen previously who has seen the patient before with a PHR
	Each time the patient visits, the insurance must still be presented and checked, but now useful recent medication data is transferred at the same time

	   2b.1.3.1
	Action: Patient presents access media and logins in to the PHR system
	If there is a local NHIN, the practice might be able to do their own login, but patient presentation of access media at all encounters is a good practice with or without an NHIN to insure positive patient identification and linkage

	   2b.1.3.2
	Action: New and changed data from the PHR including data from other practices is added to the practice records
	Once data is imported at the front desk to an EHR,  it can be used by all practice staff and all updates transferred back to the patient at the end of the encounter when the patient checks out and presents the access media a second time

	2b.1.4.0
	Event: Nurse or other health care provider reviews medications and allergies with the patient as part of a screening process prior to being seen by the physician
	Nurse now has  a copy of the medication list even if the practice does not use an EHR. This helps take a more accurate screening history.

	   2b.1.4.1
	Action: Nurse receives a copy of the medications and allergies from the patient’s PHR system
	The copy could be the data imported into a practice EHR or e-prescribing system, a paper printout of the PHR, or an electronic web browser view of the PHR depending on the practice hardware and software availability

	   2b.1.4.2
	Action: Nurse and patient make any appropriate notes or changes and patient may request refills
	Updates are done in EHR if one exists or in the PHR depending on how the practice is operating

	2b.1.4.a1
	Alternative Event: The patient does not want to use a certified interoperable PHR system and instead maintains a personal medication list on a word processor or spreadsheet
	True interoperability and security are impossible but valuable data is provided by the patient

	  2b.1.4a1.1
	Alternative Action: The patient gives their personal medication list to the physician or the nurse
	The information will not have medication codes and may not be machines readable

	  2b.1.4a1.2
	Alternative Action: The physician or nurse enters the patient provided data into the EHR system or PHR system
	The data will need to be re-keyed by the provider, but this activity is a very routine part of health care delivery and legible patient provided lists are usually appreciated by the provider if they are the only source of data. Paper bags of medications brought to a visit remain a common part of medical encounters where digital data does not exist.

	2b.1.5.0
	Event: Physician reviews medications and allergies with the patient and writes new prescriptions or refills as needed
	Some of the prescriptions reviewed or refilled will have been written by another physician in another practice but the PHR will deliver the correct information to the current physician directly or through an NHIN

	   2b.1.5.1
	Action: Physician displays the personal medication list presented at the front desk in the EHR, e-prescribing, or PHR system or examines a paper printout placed in the chart. 
	Even paper printouts of the PHR done from a web browser at the front desk and inserted into a manual chart will be an important change in workflow and patient safety. If the physician uses an EHR or e-prescribing system that can import the data from the PHR, the physician has immediate access to data from the patient that may be the only source of information from other physicians and recent emergency room visits

	   2b.1.5.2
	Action: Physician and patient discuss changes to the current medication list
	Changes can be entered directly by the physician if they have a web browser, an EHR, or electronic prescribing system available in the exam room.

	   2b.1.5.3
	Action: Physician writes a new or refill prescription with the help of the insurance and personal medication list
	Having access to a PHR system will make electronic prescribing easier by eliminating duplicate data entry by the physician and by saving the physician the work of asking and looking up the patient’s pharmacy. Patient often cannot remember the phone number or address of the pharmacy they usually use and this wastes time and makes electronic prescribing difficult. EHR and e-prescribing saves time with refills only if you have a complete and accurate current medication list to eliminate the need to re-write each prescription

	   2b.1.5.4
	Action: Physician sends the prescription to the pharmacy by electronic message or fax so that the filled prescription is waiting for the patient when they arrive at the pharmacy
	Electronic prescribing or EHR use gets the data directly into the patient’s personal medication list at checkout and saves time at the pharmacy because the prescription is ready and waiting.

	2b.1.6.0
	Event: Patient visits a pharmacy to pick up a new prescription written by the physician
	Process is basically the same for mail order

	   2b.1.6.1
	Action: Patient presents their access media and logs in to the PHR
	If the patient is a new customer this saves time creating insurance records and also provides a current medication list.

	   2b.1.6.2
	Action: Patient gets an updated copy of the PHR that includes the new medication and might include other medication data if this is the first time the patient used that pharmacy with a PHR 
	

	2b.1.7.0
	Event: Patient visits a pharmacy to pick up a refill of an existing prescription
	Process is similar for mail order

	   2b.1.7.1
	Action: Patient presents their access media and logs in to the PHR System
	The patient should already be known to the pharmacy that has insurance and medication data on file

	   2b.1.7.2
	Action: Patient gets an updated PHR with the refill date added
	Pharmacist may inform the patient that no more refills remain and may offer to contact the physician to request more refills

	2b.1.8.0
	Event: Patient gets a coordination of benefits notice from payer that a visit claim and medication claim have been paid
	Arrives by mail or Email as a routine business practice and may trigger a look at the PHR to add new data. Not necessary if the payer is the PHR system and could be a routine automatic data transfer in the presence of an NHIN

	   2b.1.8.1
	Action: The patient presents their access media and logs in to the PHR system to review new claims for medications and other services
	Sometime the claims data may be the only way to get accurate information into the PHR. Data entry by the patient should always be a last resort for prescription medications. Claims data is usually less complete than data obtained from the pharmacy or the physician

	2b.1.9.0
	Event: The patient is admitted to a hospital
	A hospital admission is slightly different from an office visit because additional registration information might be required. Similar to ambulatory visits, data will be imported from the PHR into a hospital EHR. Data from old records is less useful, unless inpatient and ambulatory EHR are integrated and the same hospital is a major source of ambulatory care for the patient. JCAHO now requires that all hospitals get current medication lists at the time of admission and most are looking at the PBM as the source of that data

	   2b.1.9.1
	Action: Patient presents their access media and logs in to PHR system
	Registration for hospital admission is similar to ambulatory care and will be expedited by having a PHR

	   2b.1.9.2
	Action: Patient completes any additional registration information including advance directives
	Ideally a single registration would be adequate for all settings, but there is some justification for some additional data during hospitalization

	   2b.1.9.3
	Action: If patient does not provide a medication list, the hospital will launch some form of medication history query to a PBM clearing house.
	Some form of medication history on admission is a requirement of JCAHO for certification of hospitals. If the data does not come from a PHR, it must come from someplace else. An NHIN might provide medication history to hospitals even for patients that do not have a PHR using methods similar to a PBM clearinghouse

	   2b.1.9.4
	Action: At the time of discharge, the patient presents their access and media and logs in to the PHR to receive a new PHR with records of discharge medications and any relevant medications that were administered during the hospitalization
	Discharge medications are similar to ordinary prescriptions written during ambulatory care, but significant antibiotics, chemotherapy, inhalation medications, and immune suppressive medications would not be entered on a personal medication list unless they are added by the hospital as medication administration data. A typical hospital discharge abstract would provide that data in narrative form as part of the hospital course and that data would never appear on a personal medication list. Adding hospital administered medications to a PHR is an important new function provided by this use case.

	2b.1.10.0
	Event: Patient visits laboratory, radiology, and other hospital departments for tests and procedures
	Re-registration is not necessary for hospital inpatients, but most of these tests and procedures are done on an ambulatory basis and typically include starting with a new registration clipboard

	   2b.1.10.1
	Action: Patient presents their access media and logs in to the PHR system for one time access.
	Redundant clipboard registration is eliminated. This would be an excellent time for the patient’s PHR to receive contact information for the lab or imaging department and a record of the date when the procedure was done.

	2b.1.11.0
	Event: Patient has an accident and is found on the street and cared for by Paramedics
	

	   2b.11.1
	Action: Paramedics find the access media the patient is carrying
	The patient is unable to present the access media and login to the PHR system because of their injuries

	   2b.11.2
	Event: The paramedics connect to the PHR using a “break glass” emergency login
	The data on the access media must be sufficient for an emergency connection

	   2b.11.3
	Event: The patient is informed of the emergency access and the justification for it, and is asked to give after the fact consent for that access
	The most important part of “break glass” is the investigation, notification, and after the event obtaining of retroactive consent.

	2b.1.12.0
	Event: Patient visits an Emergency Room on their own
	An Emergency Room visit is basically not different from an ordinary office visit except that more patients are new patients, old records are usually not available, and a different physician will see the patient for follow-up

	  2b.1.12.1
	Action: same as for a routine office visit and additional tests or procedures starting with patient presentation of access media and log in to the PHR System
	Medications administered in the emergency room as well as any new prescriptions should be transferred to the PHR system when the patient checks out of the ER and presents their access media a second time


2b.2 Provider Perspective – Encounter Use Scenario

	Code
	Description
	Comment

	2b.2.1.0
	Event: Arrival of a new patient never seen before in the practice
	The practice has little or no information about the patient and must start a complete new set of files

	   2b.2.1.1
	Action: Patient presents their access media and logs in to PHR system for access during the encounter
	Uniform data import interfaces from all PHR to all EHR systems is essential to this use case

	   2b.2.1.2
	Action: New records are created with everything needed to bill the patient, start a new medical record, and do electronic prescribing from an EHR or standalone e-prescribing system
	Having a medication list, allergies, and key chronic conditions is an important starting point for a new patient. Knowing the pharmacy information will make electronic prescribing easier. Linking registration information to electronic prescribing will help physicians find the right formulary for each patient.

	   2b.2.1.3
	Action: If an NHIN is available, the practice may be able to login to the PHR System with permission from the patient using access media belonging to the practice or the physician
	Usually the patient login will work and simplify operations until a full NHIN with universal common provider authentication is available

	2b.2.2.0
	Event: Arrival of an established patient seen previously in the practice with a new PHR
	The patient is known and records and charts have been created previously, but there is still an opportunity to get new data from the PHR

	   2b.2.2.1
	Action: Patient presents their access media and logs in to the PHR system for access during the encounter
	Uniform data import interfaces from all PHR to all EHR systems is essential to this use case

	   2b.2.2.2
	Action: Patient data is compared with data in the practice and corrections are made
	Patients who have the wrong information about their medications may have safety risks and practices typically have incomplete data that does not include data from other providers and recent events such as an Emergency Room visit the night before where medications were administered or prescriptions written. The Physician also now has knowledge of whether previous prescriptions were actually filled and if chronic medication were refilled appropriately

	2b.2.3.0
	Event:  Arrival of an established patient with an established PHR
	All systems are in place and the PHR is used as a communication tool to link and collate data from multiple sources

	   2b.2.3.1
	Action: Patient logs in to the PHR using their access media and data from the PHR system is used to update the practice EHR or paper charts
	If an NHIN is available, the physician or practice staff may also have rights to login for the patient based on patient granted permissions

	2b.2.4.0
	Event: Nurse or other health care provider reviews medications and allergies with the patient as part of a screening history
	Screening is an initial interview where vital signs are measured and medications and allergies are typically reviewed prior to the patient seeing the physician

	   2b.2.4.1
	Action: nurse updates the PHR or EHR
	Data can be entered directly into the PHR or entered into the EHR or e-prescribing system and transferred to the patient’s PHR at the time of checkout. Whatever workflow is chosen, duplicate entry into two systems must always be avoided. Some updates may not happen until the patient reaches the pharmacy or gets home after the encounter in practices that are not automated and do not have Internet infrastructure available in all exam rooms.

	2b.2.5.0
	Event: Physician sees the patient, reviews medications, and changes dosage or other usage instructions
	

	   2b.2.5.1
	Event: Physician can change the patient dose instructions (called the prescription SIG) in the PHR system or in the EHR system, but does not need to send information to the pharmacy until the time of renewal because the original prescription remains unchanged while the patient may have changed to a new dose regimen.
	Changes in medication use and plan of care that are made by the physician will now be available the next time the patient sees another physician or goes to the pharmacy for a refill. If the physician is making changes in an EHR or e-prescribing system, these changes will be transferred to the patient in one step at the time of checkout from the practice

	2b.2.6.0
	Event: Physician writes a new prescription or refills and existing one
	The original prescription may have been written by another physician in another practice

	   2b.2.6.1
	Action: New prescription is sent to the pharmacy
	

	   2b.2.6.2
	Action: The medication list in the PHR is updated with the new prescriptions and refills including any change in dosage or instructions
	Depending on practice operations this might not happen until the time of patient checkout from the practice or on arrival at the pharmacy

	2b.2.7.0
	Event: The physician orders and the nurse administers a single dose medication in the office
	There is no prescription at the pharmacy, but there might be a claim at the payer and refills might be required

	   2b.2.7.1
	Action: Medications administered in the office are added to the PHR or EHR
	This information may be very significant for future health care and also includes medications administered in the hospital. Data might be transferred to the PHR in one step at the time of office checkout or hospital discharge

	2b.2.8.0
	Event: Physician gives the patient sample medications
	There is no prescription in the pharmacy and no claim at the payer

	   2b.2.8.1
	Action: Sample medications are added to the PHR, EHR, or e-prescribing system
	Sample medications are sometimes not recorded in the medical record and typically may need to be refilled and both the patient and other physicians should be aware of their use. Physicians are supposed to record dispensing of sample medication and this is a difficult task without information system support. Data in the EHR will reach the PHR on checkout after the visit when the patient presents access media for a second time, or through use of an NHIN if one is available

	2b.2.9.0
	Event: Physician sees an unknown patient in an emergency situation
	

	   2b.2.9.1
	Action: If physician can find the access media they can login to the PHR system with an emergency “break glass” login
	Break glass functionality will require some form of reliable universal provider authentication and that is a challenge in the absence of an NHIN. Setting appropriate standards for this essential task is mandatory. Perhaps local enterprise credentials can be used such as a hospital login until all physicians have an NHIN login

	   2b.2.9.2
	Action: After the encounter, the physician must submit a report justifying the action and if possible obtain consent from the patient or family
	A simple web based procedure may be adequate for many cases if the patient can authenticate after the encounter. The Social Security Administration uses a bar coded web page printout to facilitate fax back of copies of medical records and consent forms for release of medical information to their Electronic Medical Evidence system.


2b.3 Pharmacy Perspective – Encounter Use Scenario

	Code
	Description
	Comment

	2b.3.1.0
	Event:  Pharmacist receives a new prescription or refill sent by the physician to the pharmacy
	Prescriptions arrive hand carried by the patient, over the phone, by fax, and ideally as a electronic prescribing message, sometimes in response to a refill request message from the pharmacy

	   2b.3.1.1
	Action: Pharmacist enters or imports the prescription data into the pharmacy information system before the patient arrives
	With electronic prescribing, data does not have the be re-keyed

	   2b.3.1.2
	Action: Pharmacist fills the medication bottle and sends claim information to the payer to verify coverage. The last step includes checking the physical form of the medication to be sure the right medication is in the bottle.
	Pre-adjudication of the claim will determine how much the patient must pay when the prescription is picked up. It is not possible at this time to update the PHR because the medication has not actually been dispensed to the patient. The pharmacist will be the best source of information about the physical description of the medication if that information will be added to the PHR to provide a patient friendly method of referring to a medication

	   2b.3.1.3
	Action: If there is a problem with coverage or formulary, the patient and the physician will need to be notified and the problem resolved before the prescription can be picked up
	Patients are often willing to pay for non-formulary or premium cost medications

	2b.3.2.0
	Event: Patient picks up the medication at the pharmacy
	

	   2b.3.2.1
	Action: Patient presents their access media and logs in to the PHR system and the pharmacy can import the insurance data and current medication list. This will actually provide positive identification of the patient on arrival at the pharmacy so that they cannot pick up another patient’s medication without permission or by accident.
	A standard interface for all PHR systems is essential and should be exactly the same as the one used by EHR systems for data import and export to and from a PHR. Pharmacies do not require patient identification in all cases and PHR systems will not be used in all cases, but patient identification does occur sometimes and there is already some discussion of more identification in the future.

	   2b.3.2.2
	Action:  The new medication is added to the PHR
	The data transfer from the pharmacy to the PHR is done as one transaction using the patient provided access media that was used to provide insurance data and patient’s medication list. Generally, only the new prescription needs to be added if pre-population took place before the encounter to avoid repeating the work of data clean-up and reconciliation of multiple existing data sources

	2b.3.3.0
	Event: Patient requests a refill of an existing prescription
	

	   2b.3.3.1
	Action: Patient makes the request by phone or web portal
	

	   2b.3.3.2
	Action: Pharmacist has the necessary information in their own system or from the patient’s PHR
	The PHR may be useful for transfer of prescriptions to a new pharmacy for refills subject to business policies and state law. The information in the PHR will help by accurately identifying the medication and the previous pharmacy. Data in a PHR is really a secondary source and may not be as trustworthy as primary sources such as the EHR or electronic prescribing, but it is always better than nothing. Controlled substances cannot be handled in this fashion so the potential for abuse is relatively small

	2b.3.4.0
	Event: Patient picks up a refill of an existing medication
	

	   2b.3.4.1
	Action: Patient presents their access media and the PHR is updated using patient login
	Data transfer from pharmacy to PHR is done with a standard interface or document as a single step. Only the new refill is updated in the PHR to avoid adding noise to previously cleaned PHR data

	2b.3.5.0
	Event: Patient requests a consult form the Pharmacist to review the patient’s personal medication list
	Personal medication lists can be expected to increase patient interest in their medication list and the need for more education and corrections to the medication list

	   2b.3.5.1
	Action: As a result of the consult, the PHR may be updated using the access media and login presented by the patient
	Pharmacists can play a new and important role by assisting patient edits of their data and at the same time they can improve the data in their own information systems by doing the edit once and then importing or exporting the results


2b.4 Payer Perspective – Encounter Use Scenario 

	Code
	Description
	Comment

	2b.4.1.0
	Event:  Payer receives claims for medications
	Payers process claims from all physicians and all pharmacies so they may have the most complete information, including practices that do not use information systems. The main problem is that the data they require to pay claims is less than what is needed to write or fill prescriptions

	   2b.4.1.1
	Action: Payer receives the medication claim, usually from the pharmacy
	

	   2b.4.1.2
	Action: Payer adjudicates the claim and identifies any problems in coverage or formulary and pays the claim
	The date of the medication record may now be the date of adjudication and not the date the prescription was written or even the date when the prescription was filled and picked up at the pharmacy

	   2b.4.1.3
	Action: Payer can update the PHR if the patient presents access media and logs in to a PHR while checking claims data. If an NHIN is available, and if the payer has been granted permission by the patient, the payer can access the PHR system directly and add the new medication if it is not already on the patient’s personal medication list. The payer might even be the owner and operator of the patient’s PHR system.
	Duplicate entries for the same medication on the PHR medication list can be detected by preserving and using NDC medication codes for the package, mapping NDC to a more general code such as RxNorm, using the physician’s prescription number for the electronic prescribing system, using the pharmacy prescription number, and using the payer claim number. Updates to the patient’s PHR may require periodic patient login to the payer’s web portal to have updates transferred to the PHR by a data import after web login and an immediate data export after update is complete. This type of insurance claim encounter will be a new experience for most patients but allows patients to get claims data into their PHR on an on-going basis when the insurance company is not the provider of the PHR System


2b.5 PHR System Perspective – Encounter Use Scenario

	Code
	Description
	Comment

	2b.5.1.0
	Event: Patient, physician, pharmacy, or payer submit updates to the PHR at the time of an encounter
	Typically based on a patient login and local system import at the start of the encounter and an export to the PHR in one step at the time of checkout at the end of the encounter

	   2b.5.1.1
	Action: Patient presents their access  media and logs in to the PHR system that files the updates
	The PHR system may issue a time limited login ticket to the practice or hospital based on the patient’s access media and login

	   2b.5.1.2
	Action: PHR system displays a new updated version of the record with a new digital signature by the PHR system if digital signature is used assure non-repudiation and integrity
	This usually occurs at the end of the encounter, typically as part of the checkout process from an office visit, ancillary service provider, or hospital discharge when the patient will present their access media for a second time


2c.1 Consumer Perspective – Post-Encounter and Home Use Scenario

	Code
	Description
	Comment

	2c.1.1.0
	Event:  Patient, family member, or care giver review current medication list
	Home use of the PHR can be shared or delegated to others particularly for children or elderly patients

	   2c.1.1.1
	Action: Patient uses their access media to login to the PHR and displays their current registration data and medication history
	The standards probably should require the option of display in a standard web browser without installation of a special application so that the PHR will be maximally available including public web terminals in schools and libraries

	   2c.1.1.2
	Action: Patient can print a paper copy directly from the web browser screen
	If the PHR record is implemented as an XML document with a standard uniform XSLT formatting file, paper printouts will always be available from web browsers and look the same from all PHR system vendors

	   2c.1.1.3
	Action: Patient can save an electronic copy for personal use, backup, and to give to other providers
	Any media or local disks can be used including some types of access media used for login

	2c.1.2.0
	Event: Patient updates the PHR from home
	Patients have limited rights to change only certain sections of their record and cannot make changes to data entered by others

	   2c.1.2.1
	Action: Patient uses their access media to login to the PHR system and retrieves a copy in edit mode
	

	   2c.1.2.2
	Action: Patient enters changes to their PHR
	Changes are filed directly to the PHR system and a new PHR display is generated. After all edits are complete, a new copy should be printed and saved

	2c.1.3.0
	Event: Patient modifies user permissions for family members, providers, and other users of their PHR
	A clear set of roles and permissions needs to be developed for the PHR indicating who can view or enter specific types of data acting as a proxy for the patient

	   2c.1.3.1
	Action: Patient uses their access media to login to the PHR system and views the current list of authorized consumer users and their current level of permissions
	If an NHIN is available, it will provide services to manage access permissions

	   2c.1.3.2
	Action: Patient changes the permissions either removing or adding permissions to existing consumer or provider users
	In extreme situations, a family member or a parent may have custodial rights over a mentally ill, mentally incompetent, or non-independent minor and that non-patient consumer may have been delegated this control that has been removed from the patient. This situation must be anticipated and carefully articulated in the standard that will default to give the patient full control over permissions.

	   2c.1.3.3
	Action: Patient requests access for a new user
	This task cannot be done by the patient alone because the PHR System will need to create new access media and login for the new users unless this is done by an NHIN, hence it is normally part of scenario b, an encounter with the PHR System

	2c.1.4.0
	Event: Patient reviews who has seen their record
	

	   2c.1.4.1
	Action: Patient uses their access media to login to the PHR System and displays the access log of users who have viewed the record and when the access occurred
	

	   2c.1.4.2
	Action: The access log includes a record of all emergency or “break glass” access to the record without normal login and the results of investigations after the event to validate the justification and obtain after the fact patient consent
	Patients need to provide after the fact consent for emergency access and they can do this while access the PHR System from home

	2c.1.5.0
	Event: Patient reviews changes to their record
	

	   2c.1.5.1
	Action: Patient uses their access media to login to the PHR system and requests a transaction log
	

	2c.1.6.0
	Event: Patient wants to learn the various names of their medications and how to identify their specific medications
	

	   2c.1.6.1
	Action: The PHR can be designed to include generic names, brand names, physical descriptions (yellow liquid or small red pill with the number 512), or even indications such as blood pressure medicine, antibiotic for ear infection, cholesterol medicine, etc. as part of the data and routine display 
	It is probably best to include this supplemental information in the PHR System so that all patients and all providers share the same information and can communicate more effectively. All of this information may not be available for all medications but including brand name, generic name, and some form of patient friendly name will prevent errors in communication

	2c.1.7.0
	Event: Patient wants to search the Internet for information about their medications
	

	   2c.1.7.1
	Action: Patient uses the Internet to access database information about their medications
	Perhaps the best source of information for patients will be the National Library of Medicine consumer database and this might be directly linked to PHR Systems for use with a single click. There are many other patient oriented medication data sources that could be integrated into a PHR system as well. General Internet searches on drug names require patient education on problems with data quality of unsupervised medical information on the Internet and are therefore less well suit for direct integration into the PHR systems.


2c.2 Provider Perspective – Post-Encounter and Home Use Scenario

	Code
	Description
	Comment

	2c.2.1.0
	Event: Physician review of the PHR outside of a patient encounter or a specific request for information or services from a patient
	Use of the PHR by a physician in the absence of the patient or a specific request for a service from a patient should be very rare and normally will occur through use of the Physician’s own EHR or e-prescribing system as in the case of drug recalls. Careful policies should be developed, but the patient’s PHR, can with the patient’s consent, become an extension of the physician’s EHR and thus be appropriate for review. This might take the form of physician review of patient entered data on refilling chronic medications, use of “as needed” medications, and notes on medication actions and side effects. This is really an asynchronous home monitoring encounter usually for chronic disease management. A PHR that is not population based or practice based is typically not searchable across patients so population use is very limited. As use of PHR grows, and as potential public health uses are explored, population use may become important. The potential use of PHR for post-marketing medication surveillance has been suggested but will require data on vital signs, labs, and problems to detect unsuspected side effects or adverse effects of medications.

	   2c.2.1.1
	Action: Physician logs in to the PHR and displays the PHR for a patient. This will probably require an NHIN as the patient will not be available to present the access media and do the login for the physician
	The physician might use this to learn what another physician has prescribed for the patient. This normally should be part of a referral encounter and normally should be communicated physician to physician, but sometimes the patient may be the only available source of information

	   2c.2.1.2
	Action: Physician might contact the patient with questions or suggestions
	


2c.3 Pharmacy Perspective – Post-Encounter and Home Use Scenario

	Code
	Description
	Comment

	2c.3.1.0
	Event:  Pharmacist reviews the patient’s medication list when the patient is not present and has not requested a pharmacy consult
	This is a very unusual circumstance and has potential for abuse for marketing purposes. There must be rules governing medication review without a specific patient request. Cleaver pharmacy systems could use their information on where patients keep their PHR to make sequential automated queries to a PHR system for all patients in their files. This practice must be discouraged and systems might be designed to prevent this type of automated fishing for useful data. Normal pharmacy queries should be limited to their own systems and their own privacy rules and restrictions and use a PHR as a work around

	   2c.3.1.1
	Action: Pharmacy logs in to the PHR and displays a patient’s PHR for review. This will probably require an NHIN and special permission from the patient
	In some situations this might be useful to avoid inappropriate attempts to contact a patient who now uses another pharmacy and may have already refilled a lapsed prescription or discontinued use of a recalled drug.

	   2c.3.1.2
	Action: Pharmacy might inform the patient, physician, or even the insurance company of a recommended change in medications
	


2c.4 Payer Perspective – Post-Encounter and Home Use Scenario

	Code
	Description
	Comment

	2c.4.1.0
	Event:  Payer review of a Patient’s PHR
	This should be an unusual event because the payer will normally use their own claims based systems for this type of review. A PHR may include important information on OTC medication or alternative and herbal therapies and notes from the patient that might explain unusual patterns of medication claims. Other potential uses might include helping to administer a flexible spending account.

	   2c.4.1.1
	Action: Payer logs in to the PHR System and reviews data in the patient’s PHR without a request from the patient. This will probably require an NHIN and special patient permission.
	When the payer is also the PHR system provider, this type of access will be more readily available to the payer.

	   2c.4.1.2
	Action: Payer might make recommendations to the patient or the physician regarding formulary or coverage issues
	


2c.5 PHR System Perspective – Post-Encounter and Home Use Scenario

	Code
	Description
	Comment

	2c.5.1.0
	Event:  PHR System receives requests for data display outside the context of a clinical encounter
	

	   2c.5.1.1
	Action: PHR receives a request to display data on a single patient
	Queries across multiple patients will not be part of the initial use case. A family query for all family members with a single access media login of a user authorized to see all family member’s PHR data should be offered as family-based use of the data can be very helpful to consumers as well as providers. 

	   2c.5.1.2
	Action: PHR System displays the current data.
	Eventually the system must be enhanced to handle longitudinal data and include selected views of the data and historical data on demand. The initial version will be limited to the medication and registration data that is current or relevant past and recent data.

	2c.5.2.0
	Event: PHR System receives Updates to PHR data that are not part of a usual encounter
	

	   2c.5.2.1
	Action: Patient uses their access media to login to the PHR system and submit new data usually in the form of additions, status changes, or annotations
	

	   2c.5.2.2
	Action: PHR system files the changes and displays a new copy of the PHR with a new digital signature
	Patient can print the updated copy or save it to an electronic media

	2c.5.3.0
	Event: PHR System receives requests for changes in access permissions
	

	   2c.5.3.1
	Action: The PHR system makes the changes in access permission requested by the patient
	

	   2c.5.3.2
	Action: The PHR may need to provide new access media and create a new login for the new user.
	This task is easier when performed in the context of an NHIN

	2c.5.4.0
	Event: PHR System receives requests for audit displays
	

	   2c.5.4.1
	Action: The PHR system verifies permissions and access media before displaying the access or transaction logs
	

	2c.5.5.0
	Event: The PHR System conducts periodic scheduled, system maintenance and integrity checks
	Good information system operation practices are too important to be left to the discretion of each software vendor and system provider. Standards must be set for appropriate best practices including continuity of operations and disaster recovery or back-up operation

	   2c.5.5.1
	Action: The PHR conducts periodic operations to verify the internal integrity of the database, validate the database against transaction logs, maintain local backups, and prepare for disaster operations at a remote backup site in another region with periodic comparison of remote secondary data with data at the primary site.
	The integrity of the data must be assured and the accuracy of secondary copies prepared at mirror sites for use in a disaster must be verified.

	   2c.5.5.2
	Action: The PHR system conducts periodic tests of data recovery operations and periodic tests of continuity of operation from a remote standby site
	Data backup and hot spare disaster operation sites are of no value unless they are regularly tested for their ability to be used without data loss.













































































� In cases where patients (or authorized patient proxies) withhold important clinical information from emergency clinicians or others with whom the patient has no formal relationship, those clinicians and medical institutions may not have the complete information they need to deliver optimal care.  It may not be known to them at the time, but they are considered stakeholders nonetheless.
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Consumer Empowerment Use Case Scenario a: Pre-Encounter Use Scenario


PHR System offers to provide a PHR


Insurance company offers to provide a PHR


Pharmacy offers to provide a PHR


Physician offers to provide a PHR


Consumer gets offers of PHR systems or data


Consumer selects a PHR System


Consumer accepts policies and requests account


PHR system sends privacy policy


PHR sends access media


PHR sends requests for pre-poulation data


Consumer sends requests for pre-population data and gives consent for release of medical information


Consumer uses acces media for first login


PHR gets pre-population data


Payer sends claims data to PHR based on Consumer consent and consumer login


Consumer sees pre-populated PHR for first time


Consumer enters notes and additional medication data


Consumer requests access for other users


Consumer sees completed PHR


Physician sends EHR data based on Consumer consent and consumer login


Pharmacy sends pharmacy data based on Consumer consent and consumer login


PHR generates first version of the PHR


PHR adds data entered by the Consumer


PHR sends access media to other users


Family member uses access media and login to view PHR


Note: In the presence of an NHIN, the access media may come from the NHIN rather than from the PHR system
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Consumer Empowerment Use Case Scenario b: Encounter Use Scenario


Patient visits a new physician for the first time


Patient presents access media and logs in to PHR


PHR sends registration and medication data


Patient prints a paper copy of registration and medication list from web browser PHR system


Patient presents access media and logs in to PHR


Patient checks out at the end of the encounter


Patient gets an updated copy of their PHR


Front desk keys in registration data


Paper copy of medication list is placed in the paper chart


Paper Only


Practice imports PHR data into practice management system


Internet
Available


Practice uses web interface to view data in the PHR and enters updates


Physician writes paper prescriptions


Web Only


PHR gets web data from healthcare providers using the patient access media and login


Pharmacy gets a paper prescription


Practice imports PHR into EHR or e-prescribing system


EHR or
 e-prescribing
used 


Physican writes electronic Rx


Pharmacist enters manual data


Pharmacy has electornic Rx


PBM has Rx claim


PHR gets Rx and other data from the EHR or eRx system


PHR gets Rx data from the Pharmacy


EHR exports PHR


Adjudicates
Claim


PHR sends data to the Pharmacy


Patient presents access media at the pharmacy and logs in to PHR


Patient picks up new medication and updated PHR


Phamacy fills the prescription and gives medication to patient



_1198946996.vsd
Adjust width of  box to change  paragraph width. Box's height adjusts according to text.


Consumer
Perspective


Provider
Perspective


Pharmacy
Perspective


Payer
Perspedtive


PHR System Perspective


Consumer Empowerment Use Case Scenario b2: Encounter Use Scenario
Using Claims Data to Update PHR


Consumer receives claims payment notice


PHR sends data to the insurance company using consumer login


Payer sends notice of benefits to subscriber by regular mail or Email as per usual busnisess practices


Consumer uses access media to login to PHR


Triggers consumer connection to their PHR


Payer sends information from claims to the PHR


PHR gets new medications from insurance claims


Consumer has updated PHR with new medications from claims data
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Consumer Empowerment Use Case Scenario c: Post-Encounter Use Scenario


Consumer wants to review medication list at home after an encounter


Consumer uses access media to login to PHR


PHR sends medication list to the patient


Consumer reviews list and sends updates and notes to PHR if necessary


PHR files patient additions and notes and returns an updated version to the consumer who cannot change data from other sources


Consumer has an updated copy of PHR with changes to medication list made by the patient


Consumer uses PHR medication list to learn names of medications, correct dose, appearance, and indications


Consumer searches the Internet for information about their medications using a trusted source such as NLM


Consumer requests access to PHR for other family members


PHR creates new access media for new user or uses access media from an NHIN if available


New user gets access media to login to PHR


NLM and other Internet
Databases


Single click access from PHR
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Consumer Empowerment Use Case Scenario a2: Pre-Encounter Use Scenario
Change of PHR Provider and Disaster Recovery


Consumer decides to change PHR provider


Consumer prepares a backup copy of PHR


Consumer opens an account with a new PHR system


Consumer gets new access media from new PHR


Consumer uses access media login to current PHR


Current PHR sends current PHR data for display


New PHR creates a new account


Consumer sends notice to old PHR to close account and transfer data to new PHR


Old PHR closes account sends data to new PHR and creates forwarding information


Patient presents new access media and logs in to new PHR


Consumer gets new PHR and sends backup of old PHR for verification


New PHR verifies data transfer with backup or uses backup to pre-populate the new account


New PHR gets data from old PHR
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