DRAFT                           Target VA/DoD Standards Profile                     DRAFT

Quarterly Update, July – September 2004
Target DoD/VA Health Standards Profile

September 2005

	
	Standards Relevant to Information Sharing
	

	Category/Sub-category
	Service Area
	Standards

	Information Standards

	Message Format
	Clinical Information Electronic Data Interchange (EDI)
	Health Level 7 (HL7) v2.4 (eXtensible Markup Language (XML) encoded) (includes Immunizations)

	
	Healthcare Business EDI
	American National Standards Group (ANSI) Accredited Standards Committee (ASC) X12N 270, 271, 276, 277, 278, 820, 834, 835, 837 Healthcare Administrative Transactions
National Council for Prescription Drug Programs (NCPDP) Telecommunication Standard  Implementation Guide v5.1
Health Level 7 (HL7) v2.4 (eXtensible Markup Language (XML) encoded)

	
	Medical Imagery EDI
	Digital Imaging and Communications in Medicine (DICOM):2003

	Content and Structure
	Text-based Reports
	Health Level 7 (HL7) Clinical Document Architecture (CDA)  Release 2.0

	Data Representation Standards

	Clinical Data Representation
	Lab and Clinical Observation Codes
	Logical Observation Identifier Name Codes (LOINC)

	
	Mental Disorder Codes
	Diagnostic and Statistical Manual of Mental Disorders (DSM)-4th edition

	
	Multiaxial Medical Nomenclature
	Systematized Nomenclature of Medicine Clinical Terms (SNOMED CT)

	
	Outpatient Procedure
	Current Procedural Terminology (CPT-4)

	
	Patient Diagnosis
	International Classification of Diseases, 9th Revision, Clinical Modification (ICD-9-CM)

	
	Dental Codes 
	Current Dental Terminology, 5th edition (CDT-5)

	
	Ancillary Services Reporting and Claims Processing
	Healthcare Common Procedure Coding System (HCPCS)

	
	Revenue Codes and Workload Weights
	Resource-Based Relative Value Scale (RBRVS)

	
	Demographics (Patient)  
	Health Level 7 (HL7) v2.4+  1  

	
	Lab Result Content
	Systematized Nomenclature of Medicine Clinical Terms (SNOMED CT)

	
	Interventions and Procedures: Non-Laboratory
	Systematized Nomenclature of Medicine Clinical Terms (SNOMED CT)

	
	Interventions and Procedures: Laboratory Test Order Names
	Logical Observation Identifier Name Codes (LOINC)



	
	Units
	Health Level 7 (HL7) codes for Units, v2.4+  1

	
	Immunizations  -  Clinical Content
	Health Level 7 (HL7) v2.4+  1  CVX (Clinical Vaccine Formulation), MVX (Manufacturing Vaccine Formulation) codes from HL7

	
	Clinical Encounters
	Selected vocabulary from Health Level 7 (HL7) v2.4+  1  

	
	Anatomy
	Systematized Nomenclature of Medicine Clinical Terms (SNOMED CT)
Health Level 7 (HL7) Vocabulary (General Practice)

National Cancer Institutes (NCI) Thesaurus (Research and Clinical Trials)

	
	Diagnosis and Problem Lists
	Systematized Nomenclature of Medicine Clinical Terms (SNOMED CT)

	
	Nursing
	Systematized Nomenclature of Medicine Clinical Terms (SNOMED CT)

	
	Billing and Financial (HIPAA)
	International Classification of Diseases, 9th Revision, Clinical Modification (ICD-9-CM); National Drug Code (NDC); Healthcare Common Procedure Coding System (HCPCS); Current Procedural Terminology (CPT-4); Current Dental Terminology, 5th edition (CDT-5); Advanced Billing Concept (ABC); Diagnostic Related Group (DRG)

	
	Medications

	
	Special Populations (vocabulary for gender, race & ethnicity)
	Health Level 7 (HL7), v2.4+  1

	
	Drug Classifications (only for:

a. Mechanism of Action

b. Physiologic Effect)
	National Drug File Reference Terminology (NDF-RT)

	
	Active Ingredients (Conditional until UNII codes are available.)
	Primary standards:

Food and Drug Administration (FDA) Established Names (for active ingredient) and FDA Unique Ingredient Identifier (UNII) Codes 

Secondary standards in order of precedence:

a. United States Pharmacopeia and the National Formulary (USP-NF) and UNII codes

b. United States Adopted Names (USAN) and UNII codes

c. International Nonproprietary Names (INN) and UNII codes

d. International Union of Pure and Applied Chemists (IUPAC) and UNII codes

e. Common name and UNII codes    

	
	Manufactured Dosage Form
	Food and Drug Administration (FDA)/Center for Drug Evaluation and Research (CDER) Data Standards Manual 

	
	Product Name/Code 
	Food and Drug Administration (FDA) National Drug Code (NDC) Product Name/Code

	
	Package Name/Code
	Food and Drug Administration (FDA)/Center for Drug Evaluation and Research (CDER) Data Standards Manual

	
	Clinical Drug
	Semantic Clinical Drug (SCD) of RxNorm, a portion of the Unified Medical Language System (UMLS)

	
	Structured Product Labeling Sections 
	Clinical Structured Product Label (SPL) - Logical Observation Identifier Name Codes (LOINC)

	
	Genes 
	Human Gene Nomenclature (HUGN) 

	
	Chemicals

(Conditional based on addressing the healthcare requirements for access and use of the EPA system.)
	Environmental Protection Agency (EPA) Substance Registry System (SRS)

(Provides a common basis/nomenclature for identification of non-medication chemicals, biological organisms and other substances.)

	Materials Management
	Product Identification
	European Article Numbering 13 International (EAN-13)

	Information Modeling and Metadata
	Object and Data Modeling
	FIPS PUB 184, IDEF1X
Object Management Group (OMG) Unified Modeling Language (UML) v1.4:2001
Object Management Group (OMG) XML Metadata Interchange (XMI)

	Security Standards

	
	Authentication
	IETF RFC 1510, Kerberos v5
IETF RFC  2138, Remote Authentication User Dial In Service (RADIUS) 
IETF RFC  2289, One-Time Password System
IETF RFC  2402, Internet Protocol (IP) Authentication Header (An IPsec Standard)
IETF RFC  2632, Secure Multipurpose Internet Mail Extensions (S/MIME) v3, Certificate Handling
ISO/IEC 7816 Parts 1 &  7-10, Contact-Type Smart Card Standards 
OASIS Security Assertion Markup Language (SAML) v1.1
OASIS eXtensible Access Control Markup Language (XACML) v1.0

	
	Data Integrity and Non-repudiation
	FIPS Pub 180-2, Secure Hash Standard
FIPS Pub 186-2, Digital Signature Standard
IETF RFC 2246, Transport Layer Security (TLS) v1.0
IETF RFC 2402, Internet Protocol (IP) Authentication Header (An IPsec Standard)
IETF RFC 2406, Internet Protocol (IP) Encapsulating Security Payload (ESP) (An IPsec standard)
IETF RFC 2632, Secure Multipurpose Internet Mail Extensions (S/MIME) v3, Certificate Handling
ITU-T X.509:2000, Public Key Infrastructure (PKI) Framework with Corrigenda 1 and 2

IETF RFC 2560, Internet X.509 Public Key Infrastructure (PKI) Online Certificate Status Protocol (OCSP)

	
	Confidentiality 
	FIPS Pub 46-3, Data Encryption Standard (DES and 3DES)
FIPS Pub 140-2, Security Requirements for Cryptographic Modules
FIPS Pub 186-2, Digital Signature Standard
FIPS Pub 197, Advanced Encryption Standard
IETF RFC 2420, Point-to-Point Triple DES Protocol
IETF RFC2560, Internet X.509 Public Key Infrastructure (PKI) Online Certificate Status Protocol (OCSP)
IETF RFC 2632, Secure Multipurpose Internet Mail Extensions (S/MIME) v3, Certificate Handling
ITU-T X.509:2000, Public Key Infrastructure (PKI) Framework with Corrigenda 1 and 2 
W3C eXtensible Markup Language (XML) Encryption

	
	Certification
	ISO/IEC 15408, Evaluation Criteria for IT Security (Common Criteria) 

FIPS Pub 140-2, Security Requirements for Cryptographic Modules

	Technical Standards

	Communications
	Collaborative Communications
	ITU-T Teleconference Standards for Data: T.120, T.122, T.124, T.125

	
	Directory Services
	IETF RFC 1034 and 1035, Domain Name System (DNS)
IETF RFC 3596, Domain Name System (DNS) Extensions to Support Internet Protocol v6 (IPv6)
IETF RFC 2136, Domain Name System (DNS) Dynamic Updates
IETF RFC 3377, Lightweight Directory Access Protocol (LDAP) v3
ITU-T X.500, Data Communication Networks Directory

	
	Internet Transport Services
	IETF RFC 793, Transmission Control Protocol (TCP)
IETF RFC 2581, Transmission Control Protocol (TCP) Congestion Control
IETF RFC 959, File Transport Protocol (FTP) 2
IETF RFC 2460, 2461, 2462, and 2463, Internet Protocol v6 (IPv6)
IETF Standard 5 (RFC 791, 950, 919, 922, 792, and 1112), Internet Protocol v4 (IPv4) 

IETF RFC 2131, Dynamic Host Configuration Protocol (DHCP)
IETF RFC 2236, Internet Group Management Protocol v2 (IGMPv2)

	
	File Transfer
	IETF RFC 959, File Transport Protocol (FTP) 2 
IETF RFC 2228, File Transport Protocol (FTP) Security Extensions 2 
IETF RFC 2428, File Transport Protocol (FTP) Extensions for Internet Protocol v6 (IPv6)

	
	Electronic Mail
	IETF RFC 1870 and 2821, Simple Mail Transfer Protocol (SMTP)
IETF RFC 2822, Internet Message Format
IETF RFC 2045-2049, Multipurpose Internet Mail Extension (MIME) Standards
IETF RFC 2231, Multipurpose Internet Mail Extension (MIME) Extensions

	
	Video Teleconferencing
	ITU-T Teleconference Standards for Video, Communications and Control: H.323 v2:1998, H.323:2000, H.225, H.245, H.261, H.264

ITU-T Teleconference Standards for Audio: G.711, G.722, G.728 

ITU-T Teleconference Standards for Digital and Image Compression: T.81, T.82
ITU-T Teleconference Standards for Data: T.120, T.122, T.124, T.125

	
	Wireless
	IEEE 802.11a, Wireless LAN Specification, 5 GHz Band
IEEE 802.11b, Wireless LAN Specification, 2.4 GHz Band (11 Mbps)
IEEE 802.11g, Wireless LAN Specification, 2.4 GHz Band (54 Mbps)

	
	Ethernet Standards
	ISO/IEC 8802-3:2000, 10 BASE-T, 100 BASE-T, and 1000 BASE-T Ethernet

	
	Object Management Services
	W3C Simple Object Access Protocol (SOAP) v1.1

	
	Web File Sharing
	IETF RFC 2616, Hypertext Transfer Protocol (HTTP/1.1)
ANSI/ISO/IEC 9636, Computer Graphics-Interfacing (CGI), Parts 1 thru 6

	Information Processing
	Document Distribution Format
	MS Word (.doc)

Portable Document Format (.pdf)

Rich Text Format (.rtf)

	
	Graphics Services
	ANSI/ISO/IEC 9636, Computer Graphics-Interfacing (CGI), Parts 1 thru 6
Graphics Interchange Format (GIF), v89a
ISO/IEC 8632, Computer Graphics Metafile (CGM), Parts 1, 3, and 4 
ISO/IEC 15444-1:2001, Joint Photographic Experts Group (JPEG) 2000 with Amendments 1 and 2, 2002

	
	Video Compression
	ISO/IEC 11172, Moving Picture Experts Group 1 (MPEG-1), Parts 2, 3
ISO/IEC 13818, Moving Picture Experts Group 2 (MPEG-2), Parts 1-3

	
	Document Interchange
	W3C Hypertext Transfer Markup Language (HTML) v4.01
W3C eXtensible Markup Language (XML)
W3C Namespaces in eXtensible Markup Language (XML)
W3C Web Services Description Language (WSDL) v1.1
OASIS Universal Description, Discovery and Integration (UDDI) v3.0
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1 + means “v2.4 or any higher versions of v2.X.” 
2 Because of increased security awareness within DoD, the recommended use of FTP is an FTP over Transport Layer Security (TLS) session which includes the use of IETF RFC 959, 2228, and 2246.                                      


