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Introduction

This document defines the Tier 3 Criteria to be used in evaluating standards’ readiness to be selected for inclusion in Interoperability Specifications.  Tier 3 builds on the Tier 2 criteria as approved by the HITSP at its June 2006 meeting.  Tier 3 refines and provides more detail for the concepts contained in Tier 2.  It includes a method to enable the user to apply objective metrics to the Readiness Criteria.  Tier 3 criteria will be produced as two documents.  The first, this document, lists and explains the Tier 3 criteria to be used by the Healthcare Information Technology Standards Panel (HITSP) and its Technical Committees for evaluating standards.  A second document will be a worksheet in which evaluators actually enter criteria scores during an evaluation.  

Background Information

The HITSP Board assigns to its Technical Committees use cases that may be initially developed by the Office of the National Coordinator (ONC), which refines the Breakthroughs identified by the American Health Information Community (the Community). The Technical Committees then perform high-level requirements analysis in which they identify specific activities that require interoperability in terms of context or information models, information exchange, terminology or content, security, and process standards.  The Technical Committees then identify a pool of potential candidate standards, potential duplications and overlaps and gaps for their respective use cases.  Tier 2 criteria are used to screen these candidates.  Specifically, Tier 2 criteria are used to inform harmonization recommendations to select standards for use in the HITSP Interoperability Specifications.  Tier 3 delves deeper into assistance to the Technical Committees in their standards selection. These analyses, recommendations and evaluations are sent to the HITSP for approval.  Upon approval, the Technical Committees proceed to develop and refine Interoperability Specifications for harmonization with a more granular context pertaining to performance, business, service, technical, and data dimensions of use case(s), which upon further discovery may again require evaluation of new candidate standards.

For the purposes of this document, the term “standard” refers, but is not limited to,

· Specifications

· Implementation Guides

· Code Sets

· Terminologies

· Integration Profiles
 

Although the intent of the Tier 3 Criteria is to be applicable to all “standards” as described above, the Committee expects there will be a need to refine the criteria based on experience of the Technical Committees during the standards selection process and to better accommodate use of “integration profiles, implementation guides, building blocks or services” produced by third parties who are not normally considered standards developers.

CRITERIA
1.0 CODE SET USAGE 

To be determined suitable, standard(s) must:

1.1 Code Sets used in standard harmonize with other standards named 

The code sets used in the standard use codes sets in common with other standards?

 (Scoring:  3 = Yes, 0 = No)

2.0 Data element usage

Question – is the category data element with branches for code set, simple element, etc?
When standards are being chosen for the use case by a Technical Committee, the choice should, first, take into account the comprehensiveness of data elements in the standards under review compared with those needed in the use case.  That is, are all the data elements needed to satisfy the use case needs present in the standard under review?  Second, the choice should consider the compatibility of those elements with the elements of other standards chosen for that use case.  Third, the choice should consider the compatibility of the data elements for the use case with those for similar concepts by other HITSP Technical Committees.  Compatibility means the equivalence of the data elements in terms of their names, definitions, data representations, and the context in the use case of the concepts to which they refer.  
The goals of these comparisons (with other standards in the use case and across use cases and Technical Committees) are to increase the semantic understanding of terms across the HITSP‑chosen standards, to increase the level of meaningful health information exchanges among software vendors whose products support the use case, and to encourage SDO's to harmonize their data elements, definitions, and representations with each other.

By introducing criteria to be considered for the data elements and code sets of standards
, the standards harmonization committee will bring pressure/encouragement to the HITSP standards selection process that will 1) force decisions about code sets and terminologies of data elements to be explicit, 2) lead to harmonization among SDO’s of the data element definitions and data representations in their standards, and 3) support the interoperability of health information exchanges among vendors who can map the data elements in their products to those in the HITSP-chosen standards and learn of the gaps and inconsistencies.  

While mapping of data elements to a recognized standard set of elements can address the inconsistency problem in the short run, it is expensive to maintain this mapping.  In addition, the marketplace is encouraged by the application of these criteria to develop terminology services to guide the data element choices of the users (providers and other health information exchangers) by suggesting the right data element to express the desired concept.

Criteria


o
Comprehensive--Existing data elements (vocabulary, code sets, other)  in the standards chosen for the specific use case are sufficiently comprehensive to enable the use case




Scoring (Yes = 3; No = 0)


o
Compatibility--The data elements in the chosen standard are compatible in terms of their names, definitions, representations, and the context in the use case of the concepts to which they refer with the data elements: .


-
In other standards that could be chosen for the use case (less important if the choice has already been made), and




Scoring (Yes = 3; No = 0)



-
In the standards that support other closely related use cases




Scoring (Yes = 3; No = 0)

-
Compliant with Federal regulations that name specific vocabulary or code sets for such purposes as in this use case, such as HIPAA-designated transaction and code set standards?
· 
o
Mapability–The data elements in the use case may not be fully compatible across all HITSP use cases. However, the elements of the chosen standard may be mapped into the data elements of other HITSP use-case standards or to a reference terminology that includes the concepts of the other HITSP use-case standards’ data elements 
.

-
Fully compatible with other HITSP uses of the data elements and to CHI data element definitions  
Scoring (Yes = 3; No = 0)

· Mapable into the data elements of other HITSP use-case standards or to a reference terminology that includes the concepts of the other HITSP use-case standards’ data elements
Scoring (Yes = 2; No = 0)
-
Not mapable into the data elements of other HITSP use-case standards or to a reference terminology that includes the concepts of the other HITSP use-case standards’ data elements
Scoring (Yes = 0)


o
Costs:



-
Cost of changing data definitions and data representations by current user case users to meet the HITSP recommendation is low relative to the benefit of the change





Scoring (Yes = 3; No = 0)



-
Cost of harmonizing an SDO’s standards’ data elements to meet HITSP recommendations is low relative to the benefit of harmonizing





Scoring (Yes = 3; No = 0)



-
Cost of mapping the data elements in the HITSP recommendation with those in other standards commonly used in the particular use case, and in other use cases, is low relative to the benefit of the mapping




Scoring (Yes = 3; No = 0)



-
Cost of structured data entry by the user to improve the semantic interoperability of the use case data elements, compared with mapping across standards, is low relative to the benefit of the structured data entry




Scoring (Yes = 3; No = 0)


o
Harmonization–SDO’s are willing to adopt mutually equivalent definitions and representations for the data elements used in their standards




Scoring (Yes = 3; No = 0)
[Each of these 4 data element criteria could be ranked 0, 1, 2, 3, and then averaged (divided by the total number of criteria) to achieve a score comparable with those of other standards harmonization criteria if we desire to give the same weight to Data Element Usage as to the other major categories.  ]
Data Type – Date, Address, Name, Compound Data Types, - are the data types the same? What if not the same (mapping)?

Terminology

3.0 Security

As interoperability is defined through the HITSP Interoperability Specifications, the importance of security and privacy has been raised repeatedly as an ongoing area of concern. One of the most difficult problems in dealing with issues surrounding interoperability is that many times, a proposed solution set cannot meet the architectural requirements of an organization or entity due to issues surrounding security or privacy. 

Based on recent issues surrounding security-related problems in health information exchange, it is imperative that HITSP consider a baseline level of security criteria in its evaluation of health information standards. These issues may not directly relate to the use of certain health information standards, but the areas in which HITSP currently focuses interoperability efforts (consumer empowerment, laboratory result transmissions, and reporting of biosurveillance data) directly relate to potential security and privacy issues present in the health care community. Furthermore, HITSP’s potential business model revolves around the concept of accepting and harmonizing additional use cases/scenarios where security and privacy could be of more paramount and known importance.

The primary reasons for considering the initial security criteria is to establish an initial security and privacy framework around HITSP efforts. This framework should be independent of ongoing security efforts within the ONC community, specifically HISPC and CCHIT. These efforts also should be complimentary to the ongoing security and privacy efforts within the private health information technology sector.

As part of the evaluation process, HITSP Technical Committees then would have a complementary mechanism whereby comparisons opf security traits between multiple components, transactions, and transaction packages are available for review both within the Technical Committees and by outside organizations, such as an SDO or a private consultant. One of the main issues that applicability of security criteria is intended to solve is to outline the process by which a standard or set of standards is chosen. Specifically, outside SDO’s, vendors, and consultants will want to know whether the security aspect of a component, transaction, or transaction package was considered, even if at a cursory level of analysis.

This provides a future basis for implementation as standards harmonization and adoption efforts proceed, as the implementation of standards may require changes in a systems-level and/or enterprise-level architecture.

The focus of of these secrutiy criteria would be on the three roles defined in the HITSP Harmonization Framework. Each of the roles have been explicitly established as deliverables of the HITSP Harmonization process:

· Component

· Transaction Package

· Transaction

In evaluating the categories of standards, HITSP will apply the criteria to only the following categories of selected standards:

· Context

· Information Exchange

There are seven core criteria initially defined as part of the Tier 3 criteria. This set of criteria is intended to focus on a cursory analysis of the defined role.  The scoring of this criteria is also intended to be straightforward. 

Zero (0) represents a NO for the specified component, transaction, or transaction package.

Three (3) represents a YES for the specified component, transaction, or transaction package

Not applicable (N/A) is intended to represent those components, transaction packages, and transactions that have no known applicable security criteria. 

The applicable criteria for Tier 3 are listed below in DRAFT form:

Applicability – The proposed transaction package or component can have security criteria applied directly to it, without significant change to the core transaction or component. The information received has no material changes from the information sent.
SCORE: 0,3,N/A

Fidelity - Information communicated from source to destination retains intended meaning when displayed to recipient

SCORE: 0,3,N/A

Independent verifiability – Verifiable data integrity in the absence of the system that generated the document/message.

Does the transaction package or component maintain a level of verifiable data integrity outside the scope of the exchanging systems or services?

SCORE: 0,3, N/A

Transportability - The document/message can be transmitted to another system, while maintaining the integrity of the document/message information and signature attributes

    SCORE: 0,3, N/A

No repudiation – Does the component or transaction package contain the necessary information to ensure that only the authenticated user could have created the package/component/message?
SCORE: 0,3,N/A

Accountability - Authenticated user and/or responsible organization is associated with the exchanged document/message in the context of the component, transaction, or transaction package

SCORE: 0,3,N/A

Integrity - Information received will not change from the information sent 

SCORE: 0,3,N/A

4.0 Total Costs and Ease of implementation

4.1 Total costs including implementation and ongoing use

Consideration must be given to the total costs of implementation across the industry, disruption of current processes due to conversion, coordination and communication costs born by implementers or the lost revenue of current solutions in place that will no longer be useful.  We believe that while total costs and ease of implementation and deployment are important criteria, we are unlikely to be able to determine this for individual standards before they are incorporated into an Interoperability Specification that can be evaluated against the benefits of fulfilling the use case requirements.
  Similarly the ease or complexity of implementation and deployment will not be determinable independent of the entire Interoperability Specification. We therefore recommend deferring Total Costs and Ease of Implementation and Deployment to possible refinements of Tier 2 to be developed along with the Interoperability Specifications as a future exercise.  

Tier 3 criteria for this category? (It is important that the initial business case meets the needs of the industry. The TCs are not considering this at this time. Recommendation that this be evaluated at the Panel level when the business cases are evaluated. There may be a criteria that assists the TC at a granular level to help evaluate one choice versus another.)
4.2 Testing and testability 

Testing is not yet defined but is likely to include critical design review, controlled demonstrations/connect-a-thons and fully operational pilots.  The latter is probably outside the scope of HITSP.   We anticipate that standards and combinations of standards that are in use will be preferred and those standards and combinations of standards that have been successfully tested will be preferred to those not yet tested.

4.3 Conformance Criteria

Does documentation exist?

(Scoring:  3 = Yes, 0 = No)

4.4 Profiles

how to apply standard 

(Scoring:  3 = Yes, 0 = No)

A framework addressing the use case(s) at the performance, business, service, technical, and data dimensions along the Y-axis  may be used to form matrix grids with sub-context of use case(s) along the X-axis.  The matrix grids then may be used for check list.  The semantics/vocabulary/terminology for the X-axis matrix label would come from data elements/code sets/context (see comment 22, 23).

4.5 External Criteria of Suitability of Implementation 

The electronic exchange of health care information has gained increasing prominence, and as such has attracted increased attention from federal and state regulators.  Content, timeliness, electronic formats, security, and privacy are all impacted by various State and Federal regulations.  It is critical that analysis be undertaken of any candidate for an interoperability specification to determine whether the candidate meets the legal requirements imposed on the exchange, and if not what laws or regulations would need to be changed to accommodate the candidate.  Exchanges of information may be regulated for Federal programs only (e.g. Medicare electronic prescribing standards), or for all exchanges (e.g. HIPAA).
 

HITSP will compile a list of Federal and State laws and regulations against which candidates should be evaluated.  Technical committees will do this evaluation.
 

Criteria 1 -  Content meets applicable State and Federal requirements
 

Criteria 2 -  Electronic format meets applicable State and Federal requirements
 

Criteria 3 - Security protections meet applicable State and Federal requirements
 

Criteria 4 - Exchange meets applicable State and Federal privacy requirements.
 

 

 

(Scoring could be based on a range from full applicability to major violation.)
�I question why we include in this list: specifications, Implementation Guides, and Integration profiles.  Since these are not standards per se, but rather industry or segment specific instructions on how to implement a given standard.


I would add to this list however:


Transaction and message standards.


�Totally agree with this.  I propose that the criteria to also include the explicit semantics/vocabulary to document the more granular context of the standards – whether the standards pertains to performance, business, service, technical, data dimensions of use case(s) implementation.  This will provide as a baseline in support of continual understanding and refinement of terminology as Mike states in the next paragraph.


�This approach can be supported with implementation of above paragraph and comment 22.


�Why are we measuring against SNOMED, has this become the defacto standard?


�We have learned from HIPAA that this is not easy to determine, without full industry input about how the various stakeholders currently support information.  Changing this information may be easy for some and very hard for others.  How will the evaluators determine this without broad industry input?


�Again, this is not always a simple option, it can be quite challenging for some vendors or users, while easy for others.  How will the evaluators determine this without broad industry input?


�I agree with your comment, but don’t believe even the Interoperability Specification can provide enough information to determine cost without the industry stakeholders looking at the criteria and evaluating it against their current implementations can we really understand what these costs might be.
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