Organizational risk in the information arena requires an identification, assessment of magnitude and a plan to mitigate the risk according to accepted guidelines.  We present the various NIST guidelines to help you identify and mitigate those risks found within your information systems:

NIST 800-30
Risk Management Guide for

Information Technology Systems
Purpose:

Risk is the net negative impact of the exercise of a vulnerability, considering both the probability

and the impact of occurrence. Risk management is the process of identifying risk, assessing risk,

and taking steps to reduce risk to an acceptable level. This guide provides a foundation for the

development of an effective risk management program, containing both the definitions and the

practical guidance necessary for assessing and mitigating risks identified within IT systems. The

ultimate goal is to help organizations to better manage IT-related mission risks.  In addition, this guide provides information on the selection of cost-effective security controls.2

These controls can be used to mitigate risk for the better protection of mission-critical

information and the IT systems that process, store, and carry this information.

Organizations may choose to expand or abbreviate the comprehensive processes and steps

suggested in this guide and tailor them to their environment in managing IT-related mission

risks.

Objective:

The objective of performing risk management is to enable the organization to accomplish its

mission(s) (1) by better securing the IT systems that store, process, or transmit organizational

information; (2) by enabling management to make well-informed risk management decisions to

justify the expenditures that are part of an IT budget; and (3) by assisting management in

authorizing (or accrediting) the IT systems3 on the basis of the supporting documentation

resulting from the performance of risk management.

NIST 800-53

Recommended Security Controls Federal Information for Systems 

Using NIST SP 800-53, Revision 1, in the Risk Management Process 
Risk management is an essential part of an organization’s information security program, providing an effective framework for the selection of appropriate security controls. The risk-based approach enables organizations to protect the information systems that store, process, and transmit organizational information, to make well-informed risk management decisions, and to apply system authorization and accreditation processes. 

The risk management process includes the following steps: 

* Categorize the information system and its information in accordance with FIPS 199. 

* Select an initial set of baseline, or minimum, controls from NIST SP 800-53, based on the categorization and the minimum security requirements defined in FIPS 200. Apply the tailoring guidance from NIST SP 800-53 to identify the starting point controls. 

* Supplement the initial set of tailored security controls based on the assessment of risk and the organization’s specific requirements. 

* Document the security controls, including refinements and adjustments to the initial set of controls, in the system security plan. 

* Implement the security controls in the information system, and apply security configuration settings. 

* Assess the security controls to determine if implemented correctly, operating properly, and meeting security requirements. 

* Authorize information system operation, using security certification and accreditation procedures. Security accreditation is the decision to authorize operation of an information system and to accept the risk to agency operations, agency assets, or individuals based on the implementation of an agreed-upon set of security controls. Security certification is a comprehensive assessment of the system’s security controls to determine the extent to which the controls are implemented correctly, operating as intended, and meeting the security requirements of the system. 

* Monitor and assess selected security controls to track changes to the information system on a continuous basis, and reassess the effectiveness of controls. 

NIST standards and guides that assist organizations in using the risk management process to select security controls are listed in the More Information section below. 

NIST SP 800-60, Guide for Mapping Types of Information and Information Systems to 
Security Categories: 
assists organizations in identifying information types and impact levels, and assigning impact levels for confidentiality, integrity, and availability. The impact levels are based on the security categorization definitions in FIPS 199. 
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                                          Table 3-6. Risk-Level Matrix
                                                                             Impact
	Threat

Likelihood

	Low

(10)

	Medium

(50)

	High

(100)


	High (1.0)

	Low

10 X 1.0 = 10

	Medium

50 X 1.0 = 50

	High

100 X 1.0 = 100


	Medium (0.5)

	Low

10 X 0.5 = 5

	Medium

50 X 0.5 = 25

	Medium

100 X 0.5 = 50


	Low (0.1)

	Low

10 X 0.1 = 1

	Low

50 X 0.1 = 5

	Low

100 X 0.1 = 10



