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	Meeting Name
	HITSP Foundations Committee (Security and Privacy Long Term Directions)  

	Meeting Date and Time: 
	Wednesday, November 7, 2007 at 10:30PM EDT

	Next Meeting Scheduled:
	Wednesday, November 21, 2007 at 10:30 – Focus on Security and Privacy Long Term Directions
The Small Scale Harmonization Project meets F2F in Chicago on November 12-13


Participants 

	Agenda


· Review revised Privacy Framework and resolve remaining comments
	Decisions and Actions


1. Ed Larsen will finalize Privacy framework by addressing HIPAA related comments in example column, provide definitions for reconciliation and other minor edits and distribute for groups final approval at next meeting.  This will then be released to Panel for review and comment prior to December panel meeting.
2. A new work, reconciling the Privacy framework with the life cycle of a medical record was identified.  Gary Dickenson is providing details.
3. Dr Peel will provide Microsoft Health Vault privacy principles.  If resources are available these will be mapped into framework.

4. When approved by the Panel, the framework might be used to inform NHIE projects through ONC coordination.
	General Notes


Prepared by Ed Larsen
Steve Wagner, co-chair called the meeting to order.  We continued the discussion of the role of privacy policy and principles within the Privacy framework.  Dr. Peel maintained that a framework should state principles, that HIPAA was not the baseline but constitutional and common law as interpreted by courts established these principles, and that the result should be “hard-wired” privacy mechanisms.  This was generally unacceptable to the group.  The framework was itself not designed to state policy but as means of organizing privacy policy requirements as established by some policy making authority or jurisdiction.  In turn the framework could support comparison between different policy requirements and potential technical (or non technical) solutions, such as the HITSP S&P constructs.  The group also was uncomfortable that while health privacy rights have and may be derived from the Constitution, the courts, the states, etc. as yet these have not been codified in a definitive manner, making a single set of privacy requirements for the US impossible to state.  Finally, in the face of multiple requirements by jurisdiction and the expected changes over time, hard-wiring at the standards level was unworkable.  However, in a given implementation, in a defined jurisdiction at a point in time, privacy mechanisms can be hard-wired into the implementation based on HITSP constructs, if that is a prudent decision for the implementer.
Walter Suarez pointed out that CCHIT had formed an expert panel on consent directives within EHRs and that less than 20 states have consent to disclose laws, that is more stringent than HIPAA, except for sensitive data, e.g., mental health, HIV.
Again the framework’s purpose is to provide a consistent tool in which policy makers can define and compare privacy policy requirements and technical experts can identify solutions.  When a representative inventory of requirements is reached, such a framework will allow a user to identify future work items and gaps and roll-out into a roadmap.  

Dan Bart offered that the telecom industry found that using the term “protecting information” was less politically charged than “privacy”.  It is not clear that such redefinition will work in healthcare given the existing intensity of debate.

Deborah Lafky suggested that ONC might be able to help Foundations to improve the HIPAA policy requirements.  She also indicated that the NHIE projects might find early value in the framework for assessing the privacy requirements and solutions for their specific projects.  She will coordinate on behalf of ONC.

Gary Dickenson recommended that the Privacy framework be mapped to the electronic health record lifecycle.  While recognizing that this was a new work item following approval of the framework itself, the group thought this a good suggestion.  Gary will provide information on the HL7 work on EHR life cycle (see subsequent e-mails) and further consideration of this analysis and potential collaboration with HL7 EHR TC.

Dr. Peel will provide the group with Microsoft’s Health Vault privacy principles, which might be used as a test case for the Privacy framework.

Ed Larsen will distribute key definitions where TN900 and NCVHS differ and make final edits to framework and HIPAA example per previously submitted comments.  The group will be asked to approve this version for release to the Panel.  We also should plan to brief TC Leadership on one its Friday calls.
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S&P:  Security and Privacy Subgroup
SSHP:  Small Scale Harmonization Project

Please note – Any corrections to the attendance list and contact information should be sent to Ed Larsen (e.larsen@ix.netcom.com).
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