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CCHIT History

 July 2004: Certification of HIT products a key action in HHS
Strategic Framework

e Sept 2004: AHIMA, HIMSS, and the Alliance fund and
launch CCHIT

e June 2005: Eight additional organizations add $325k funding
support

e July 2005: HHS issues Health IT RFPs

e Sept 2005: CCHIT awarded 3 year, $7.5M HHS contract to
develop compliance criteria and inspection process for EHRS
and the networks through which they interoperate
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To accelerate the adoption of
robust, interoperable health IT
by creating an efficient,
credible and sustainable
product certification program.
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CCCHIT Goa!s_ of _Product
s Certification
* Accelerate adoption by reducing the risks of
Investing in HIT

* Facilitate interoperability of HIT products within
the emerging national health information network

* Enhance avallability of HIT adoption incentives
and relief of regulatory barriers

e Ensure that HIT products and networks always
protect the privacy of personal health information
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CCHIT Stakeholders

Private Sector Public Sector
e Providers * HHS/ONC
* Vendors « HHS Contractors
» Payers/purchasers » Safety Net Providers
« Standards Development e Public Health
Organizations « Federal agencies
* Quality Improvement — CMS, VHA, NIST, CDC,
Organizations DoD, DHS, DoC, NSF,
* Researchers GSA, EPA and others

e Consumers
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EiCCHIT Guiding Principles

« Always protect the privacy of the patient/
consumer’s health information

* Need for decisive private-sector action now

e Governance must be credible, objective,
and collaborative

« Seek input and deliver compelling value for
all key stakeholders

 Inspection process must be objective, fair,
reliable, repeatable

o Certification must be efficient, timely, and
cost-effective
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B CCHIT Staff

:CCHIT CCHIT Organization

Board of
B Volunteer Commissioners
Business Advisory / \ Operations Oversight
Committee Chair Committee
Executive
Director
Supporting Staff | Commercial Certification
and Industry Liasons Certification Process Advisory
Work Group

Development Director

Coordinator

Ambulatory
Functionality
(Comprehensive EHR)
Criteria & Testing

WORK GROUPS

Coordinator Coordinator Coordinator
Inpatient Interoperability Security
Functionality (Ambulatory (Ambulatory
(Quality & & Inpatient) & Inpatient)
Safety Focus) Criteria & Testing Criteria & Testing

Criteria & Testing
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3 - Ensuring Fairness,
= Transparency, and Credibllity

e Structure

— Commission
» Open call for participation
» At least two from provider, payer, and vendor stakeholder groups
» At least one from each of seven other stakeholder groups

— Workgroups
» Open call for participation
» Two co-chairs from different stakeholder groups
» Members represent balance and diversity of stakeholders

 Policies and Processes

Rigorous conflict of interest disclosure policy

Minutes of all meetings published on CCHIT website

Work products published for Public Comment after each step
All comments reviewed and responses published

e Communication
 Town Halls — open forum at major conferences
 Town Calls — teleconferences with Q & A; open to all
» Specific outreach to stakeholder groups © 2006 | Slide 11 | 5/4/06
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£ - Scope of Work
T Under HHS Contract

* Phase | (Oct 05 — Sep 06)

— Develop, pilot test, and assess certification of
EHR products for ambulatory care settings

* Phase Il (Oct 06 — Sep 07)

— Develop, pilot test, and assess certification of
EHR products for inpatient care settings

* Phase Ill (Oct 07 — Sep 08)

— Develop, pilot test, and assess certification of
infrastructure or network components through
which EHRs interoperate
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Hr -~ Timeline of Activities
:::C:Z:(:J:HIT and Deliverables

2005 2006 2007 2008
@ 1 @ o @’ o o o ‘1 Q2 Q3
g’?r § Vevelop, publish proposed criteria and inspection proces?
v Pilot test and publish report > Phase I:

Ambulatory EHR
i? Vnal comments, begin certification

-

o OQ . . .
{(?)’ eD!l ‘)evelop, publish proposed criteria

vevelop, publish proposed inspection process Phase II:
é? Each Phase includes at -

least two Glles of v Pilot test and publish report Inpatient EHR
public comment during éf’ MI comments, begin certification
development plus one -~
cycle after pilot test

~ 2 ;] i N |
Not showil iteriatith i%.J i(i.j vevelop, publish proposed criteria

each domain are updated
annually after initial
development Phase lll: Networks-<

Dﬂlop, publish proposed ins. proc.

PWtest & publish report
”nal comments,
J egin certification
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Step A:
Gather Data

Available
Standards
Frameworks

Element X

Priority as
seen by

stakeholders ((

| Availability in
|| the
| marketplace

Practicality of
certification

Development Process

Step B:

Develop Criteria

'Lg- Publish for public

iu comment

/\{'
Element
Decisio
Process

Step C: Develop
Inspection Process

'@- Publish for public

£' comment

Criteria
for May 2006

Requirement X

Test
Scenarios

Step-by-Step | ]

Crosswalk Test Scripts
Step 1
Step 2
Roadmap for Stgg 3
2007-2008 :
2007 | 2008 1
Future X

Do not certify X
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Step D:
Pilot Test

HCCHIT

Call for Pilot
Participation

Random Selection
of Participants
within each
Market Segment

Conduct
Pilot Tests

Refine Test
Process and
Scripts as
Needed

Development Process

Launch
Step E: Certification
Finalization Program

] : :
(@ Publish for public
f] comment

Publish for Comment:
 Pilot Results

e Final Criteria

e Final Test Process

e Final Test Scripts

e Certification Handbook
and Agreement

e Respond to
New Comments

e Final Adjustments

e Review & Approval
by Commission

e Publish Final Version
of all Materials
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HHET: “Functionality Criteria:
CCHlT Recap of the Development
Process and Pilot Test Results

 Criteria are all based on HL7 DSTU for Ambulatory EHR

« Criteria vetted and refined through:
— Two cycles of Public Comment (5/2005, 8/2005)
— Pilot Testing with six different ambulatory EHR products
— Final cycle of Public Comment (3/2006)
» Of the 264 Criteria:
— 245 fully validated by Pilot Test and stable since publication in 11/2005
— 12 revised with minor wording changes
— 6 classified Provisional
— 1 was deleted
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Sample Document:

Functionality Criteria

Final Criteria: FUNCTIONALITY

= . Hote:
{ : ( : For 2006 Certification of Ambulatory EHRs ltems highlighted in yellow are
Effective May 1, 2006 Provisional for 2006 [see cover letter)
£ 2006 The Cerffication Commission for Healthcare Information Technology
Original ine] WG Category and Descripticn Specific Criteria Source or Pricrities [L.M,H) Availabilty] Compliance
#Phase | Referencas -
]
= | =
§ g |2
i g 7|z Roadmap columns
]
g |5 Fls |5 forecast future
[ = i i e |z . .
HEA R AR AL criteria
3 B Zl 5|68
g g 3 = w = | lE
HEARAFARA i R

[] F [ldentify and maintain a patient 1. The system sha create a sngle patient record for D211 ul H H H 5 | R -
record: Hey identfying information  |each patient -

F] is stored and linked to the patient 2. The systemn shall associate (siore and link) key 0C111 Key identifier mformation must be unique io
record. Both siatic and dynamic data fidentifier information (e.g.. system IC. medical recard the patient record but may take any sysiem
elements will be maintaned. Alook [number) with each patient record. H| H H H H [H X defined intermal or extemnal form.
up function uses this infermation o

3 uniguely identify the patient. 3. The cystem chal Store more than one idendhier for | [DG.1.1.1 For imencperability, practoes need io be

each patient record. able to store additional patient dentifiers.
Examples include an (D gensrated by an
Enterprise Master Patient Index, a health
Hf H | M [ H| MI]H X plan or insurance subscriber D, regicnal
andior naticnal patient identfiers iffwhen
such become available.
4 4. The systemn shal use key identifying information te [DC.1.1.1
identify (look up) the unigue patient record. H| H H H H | H *
3 5. The system shal provide more than ene means of  [DC.1.1.1 Exarnples of ideniifiers for lnoking up a
identifyng (locking up) a patient. H|l H H H H | H b patient include date of birth, phone
nurnber.
6 . The system sha provide a field which will identify DC114 Examples nclude patients who ars
patients as being exempt from reporting funciions. deceased, iransferrsd, moved, sesn as
. . . . consuts only. Being exempt from reporting
PrOV| Sion al Crlte“ a 5 not the same as de-identifying a patient
) X who will be included in reporis. De-
dentifying patients for reperting is
are I n yel | OW addressad in the "Health recond output’
functionaity.

7 7. The system shall provide the ability to merge patient [DC.1.1.1 If & duplicate chart is created, information

informaticn in a controlled method when approprite. X ¥ |eoud be menged into ane chart
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SEeRia ‘Interoperability Criteria:
EE:C:::(:::HIT Recap of the Development Process
* Challenges

— Workgroup noted existence of conflicting/competing standards, missing
implementation guides, and other gaps

 Criteria were developed and vetted:
— Two cycles of Public Comment (5/2005, 8/2005)
— Proposed Criteria and Roadmap published Nov 2005
— Final cycle of Public Comment (3/2006)
* Intervening events:
— ANSI-HITSP launched Oct 2005
— AHIC Breakthrough Use Cases released March 2006
e Status

— ePrescribing and Lab Result Receiving criteria originally on Roadmap
for Sept 2006 moved to May 2007 Roadmap

— Interoperability Workgroup tasked with supporting the AHIC
Breakthrough Use Cases

— Also urgent to include eRx and Lab criteria in
Nov/Dec 2006 Pilot Test © 2006 | Slide 20 | 5/4/06



Sample Document:

Interoperability Criteria

Final Criteria: INTEROPERABILITY
For 2006 Certification of Ambulatory EHRs
Effective May 1, 2006

@ 2006 The Cenification Commission for Heatheare Information Technology

Compliance

iR
< | &
= i S
Line# | WG Category and Description Specifie Criteria Source or References o 3
) = = Comments
= 2 (&g
= a |a
S| E|ZE
2 E .x =
S 12128
L] I |Laberatony and Imaging Receive |ab results (ne specified format) — self atesiaton X
2 Receive general atory results wsing common vocabulary with  [ELINGS 1.0 or later version CCHIT will specify the standard,
nbound interface opfionality remowved implementation guide and versions that
wiill be required for interoperabdly
rements. CCHIT will
with HITSF standards
recommentations.
3 Send orders 1o lab systems HL7 V2.5 avail. now; LOINC test naming x Complete order must be defined
avail now; Implementation Guide in dev. (minirnum
definition for a minimum data sef foran
orer messages.
4 (1) Create and share sets of digital medical images managed by DICOM awvail. Mow X
PACS (2} create and share imagng reports like EKGs (3) web IHE Cross-Enterprise Immage Information
access to digtal medical images and reports from EHRs Sharing integration profie (Aug 2005)
5 | Order and schedule radiclogy tests x
[+ I [Medications Transmission of prescriptions MCFDP SCRIPT 4.2 or later X 1. Certifying the ability fo cutput 3 fle in
a certain format. 2. CCHIT will specify
thie standard, mplementation guides and
wersions that w be required for
interoperability cerfification
requirements. CCHIT will afgn
certification with HITSP standards
recommentations.
T | Use Standardized Communication of Sig instructions in e- Indusiry 513G Task Group x
prescribing.
8 | ‘Query and rzceive medication mformation NCPDP/RxHuD developed® %
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HHET: ~Security Criteria:
§E.C.:.(.:.H|T Recap of the Development

Process and Pilot Test Results

» Criteria drawn from several different sources of standards

* Criteria vetted and refined through:

Two cycles of Public Comment (5/2005, 8/2005)
Pilot Testing with six different ambulatory EHR products
Final cycle of Public Comment (3/2006)

e Of the 51 Criteria:

6 criteria had minor revision

1 criterion moved to 2007 roadmap

1 criterion removed as redundant with another
25 defined as Assignable

11 classified as Provisional
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EEEEEEN HW :|||'ﬂ IT .
HE = .
HE 2 | ‘
EE i 1 i ] ] ] ] ] ]
EEEEEEN
Final Criteria: SECURITY & RELIABILITY ot
. . ote:
For 2006 Certification of Ambulatory EHRs - .
i Items highlighted in yellow are
Effective May 1, 2006 Provisional for 2006 {see cover letter)
& 20045 The Certification Commission for Healthears Information Technalegy
Compliance
E 2
2 ] &
A 2 g | 3
Line # WG L Specific Criteria Source or References] 2 & = =
Description a2 = = =
5 2 3 £
g g = - o §
2]z | B | i3
tg | : g | 3
£ 5] [ E g
528 The system shall support protection of integrity of all CC SFR: FPT_RCV ¥ X
Protected Health Information (PHI) deliverad over the
Internet or other known open networks via SHAT hashing
and an open protocol such as TLS, 551, IPSec, XML digital
signature, or S/MIME or their successors.
529 The system shall support ensuring the authenticity of remote|CC SFR: FPT_RCW Y x
nodes (mutual node authentication) when communicating
Protected Health Infarmation (PHI) over the Intermet or ather 1
kmown open networks using open protocol (2.g. TLS, S5L, e 0 o o
FSec. XML sig, SMIME). If “Y” appears in Assignable
R1 SR Reliability: The system shall generate a backup copy of the application |Canadian: Alberia ¥ 1
Backup / data, security credentials, and logiaudit files. 7.3.18 (Security); COI u mn ! th e fu n Ctl O n Can b e
Recow CC SFR: FOP_ROL. 1
= for ey - assigned to an external component
HIPAA: 164.310(d}{1) J
R2 The system restors functionality shall result in a fully Canadian: Albera Y x
operational and secure state. This state shall include the 7.3.18.8 (Security);
rastaration of the application data, security credentials, and |CC SFR: FAU_GEM:
logfaudit files to their previous state. SPE00-53: AlL-2
AUDITABLE EVENTS;
HIPAA: 164.310(d}{1)
R3 If the system claims to be available 24x7 then the systam  |Canadian: Albera Y X
shall have ability to run a backup concurrently with the 7.4.2 8 (Technica+D11);
operation of the application. CC SFR: FOP_ROL:
HIPAA: 184.310(d}1)
2006 | Slide 23 | 5/4/06




HECHIT Test Scripts: Recap of the

R Development Process

» Case Scenarios developed by Use Case Workgroup; Test Scripts
developed, crosswalked and refined in conjunction with Functionality,
Interoperability, and Security WGs

e Case Scenarios and Test Scripts vetted and refined through:

— First cycle of Public Comment (10/2005)
— Pilot Testing with six different ambulatory EHR products
— Final cycle of Public Comment (3/2006)

* Any Test Steps not fully validated by the Pilot Test (i.e. pass rate
<83%) were revised and/or made Provisional
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Sample Document: Test

HE []

H B

. . n n ] n
Scripts (Functionality scenario
EEEEEEE

EEEEEEE

EEEEENE . o

mE Certification Commission

mm ' ' I—l I | for Healthcare Operational Test Scripts — Version 1.0

e nformation Technology

EEEEEEE

EIEERENRR

Procedure Expected Result Actual Result PassiFail Criteria and Reference Comments
10 Record reasons for System accepts reasons QI Fass | @ Fai FZ31  The system shall :rmndeme_ab Iy d_u-:.mem
wisit for visit encouniErs by one or mone of the following means
e : direct keyboard entry of text structured data entry
* Vislon screening utilizing ternplates, forms, pick lists or macro
* Hearing screaning substtution: dictaton with subsequent transcription of
¢ |mmunization woice to bewd, either manually or via voice recognition
boosters System

11 Review required System displays O Pass | O Fail |F180 The system shall provide the abdity to establsh critenia

immunization boosters. | immunizations due at this for disease managemert, welinass, and prevertive
N sanvices based on patient demographic data (mnimally
n:dlf 51ir5terdr| ha5ralr=_:ac5-' ; xrls.lt.D_ - age and gender].
isplayed notification o . a ) )
- . e F 1381 The syster shall cisplay alens based on estsblished
immunizations d..JE. this | » PV guidelinzs.
step may be omittad.) » MME . . .

F 180 The systern shall dentify preventive services, fests or
counselng that ars due on an indivdua patient

F 192 The systern shall provide the ab ity wo identify criteria for
disease management, preventive, and weliness
sanvices based on patient demographic data (age,
gender).

F 185 The systern shall provide the abfity o notfy the
provider that patients are due or are owerdue for
disease management, prevenive, and weliness
SEMICES.

12 Retrizve the current Report is displayed that QO Fass | QFail |F217  The system shall provide the abwity to generate reporis
immunization record shows summary of consisting of all or part :i’an.lln::l vizual patient's medical
from the EHR. mmunizations. Report TRCOTS (.. PEtIent summarny.

noludes immunization. F228 The systemn shall create hardoopy and elecironic report
date given, patiznt name, summary informration (procedurss, !-rfd_lzau-:-ns. abs
. . imrrunizations, allergies and vital signs)
dentifier and demographic
nfarmation. Fg The systern shall provide the abdity o include
demaographic information in repors.

13 Review allergies in Allergy to penicillin QO Pass | QFail |F2@  The system shall capture and siore lists of medications

chart ndicated and other agents 1o which the patient has had an
) ) allergic or other adwerse reaction

© 2006 | Slide 25 | 5/4/06




::CCHI

Sample Document: Test
Scripts (Security scenario)

EEEEEEN
EEEREEEN Ly it
EE Certification Commizsion
mE ' ' H I I for Healthcare Cperational Test Scripts — Version 1.0
ol Information Technology
EEEEEEN
EEERERN
Procedurs Expected Result Actual Result Pass/Fail Criteria and Reference Assignable Comments
16 Create one valid UUser account successfully D Pass | DFail |32 ;"‘E 53'55‘3;_5"'31'2;'3”'59
clinical user account. created as per CICLNTIET RN (N, CXNETS. .
i L : Mithod used to create, modify, and
This user .3_|::|:|:=-un1 '.n._ll- dnc_umen.atu:un prc:_u'lded R A
have no administrative | during self-attestation. g Thausyelimymut e Sefifes epneiaie.
rlgh_ts i:lu will have Anprﬂpr:atﬂ privileges ars penTissions with 3 User usng one or
clinical rights. as=1g “Fd- ] ) rmire of ihe follewng access controls:
If 523 is assigned, see 1} userbased (access rights assigned Y—-523
stap 181. fo each user); 2) role-based (users are =
o ; : M-53
grouped and access rights assigned o
these groups) or 3) context-based
{rae-based with additional access
rights assigned or restricted based on
tne conmtzed of the fransaction such as
tme-of-day, workstation-'ocaton,
emengency-mode, eta.)
17 Access the directory of | Directory of clinical O Pass | QFail |F213 The systern shall sllow authorzed
usEers. personnel is as in users to update the directary.
procedure 114 abowve, and N
updated with addition of
user created in procadure
118.
18 Show identifizers At a minimumy, the system O Pass | O Fail | F21T  The system shall maintain a direciory Mote — if applicant
required for licensed =hall mai which contains identifiers required for cannot show this
TR i .. licensed clinicians to support the i S
G.IHIG.EHEWEUPP:{JI’TthE of PI’OVISIOHBJ Step practice of medcne induding 303 Y imformation, they i
practice of medicine. DEA, minimum state medical icense, DEA, may seif-attest to it
numbsr NP, and UPIN number. by providing a table
of the Airectory.

118 Set password strength | Password sirength rules OPass | OFail [S513 '.':hen passwords are used, the system .
rules to require 5 are set 1o 8 characters ?_;":;E’ff; ﬂﬁm?mrhﬁma ASSI agn able
characters minimum. minimum. ) characters, and inclusion of alpha- Y Ste

If 513 is assigned, see numesic complexity. p
step 182. |
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EEEEDE L o = =
COLIT Certification Process Diagram
C C I - . .
sanmm (fI’OIII Certification Handbook)
EEEEE
APPLICATION FUNCTIONALITY SECURITY SELF ATTESTATION
PROCESS INSPECTION INSPECTION INSPECTION
@ | On inspection date: On inspection date: CCHIT |
o| CCHIT Proclor supervises Proctor and Security CC'I—”T F'rg.'.u‘tor E[‘Id Secl::lnty
Complete N the Jury-Observed Inspector cbeerve ixngetatiurnm;xﬁs;s
Certification Application k\_ Demansiration A - demonsiration 4
Online +
r/_ Juror votes collated - F N
) N  ftems del?'a’?d ltems declared Items declared
Confirm receipt of application L ﬂ}$$gﬁae ?:ry ‘noncompliant’ are identified ‘noncompliant’ are identified
areidentiied —/ - 4
Received Pmt and A Sub:'i’f__ﬂsm (,
it and Fees.
i of Samdﬁy [eiest of same—d‘?ynl-:lfﬁt Provide clarifications or
1 St L T h
YES nnr\c%rrr;? ;‘;s g on nmomﬂaas: A additional information
Application s \g y - 4
Ready? missing
Infarmation
YES Schedule additional
1 test date Completed in allotted time? ) 4 Information reviewed and
Submit self atiestation (SA) e o e

materials

Applicant may request
retest with new jury/
inspector (no fee

charged)

CCHIT ‘desktop review'
Review of SA materials for
iness

NO [7
T product is found
Provide naoncomgdiant after retest
Ready? missing with new juryfinspector,
information Vendor may appeal for

Commission review (no

fee charged)

NO

Commission review —
concur with juryfinspector?

YES
m

Figure 1:
The CCHIT
Certification Process

Izsue report on noncompliant
inspection to Applicant

END
Certification denied —
Applicant mav reanplv

YES

Passed all items?

Verify production use

——

Issue Certification Document

Add to list of Cartified

Wendors on CCHIT Website
and issue press release on
next batch announcement
date

(:) = CCHIT Process
I:] = Applicant Process
<> = CCHIT Decision
<> = Applicant Decision

LEGEND

END

Certification granted — Vendor must comply with

Maintenance requirements

© 2006 | Slide 27 | 5/4/06



v
W L
D
C~_T

Vendor personnel
follow Test Script to
demonstrate system
at the vendor facility

The Jury-Observed
Functionality Demonstration

CCHIT Proctor

Juror A
\ (Practicing
physician)

Web conferencing ”M’Q
— Juror B

(gotomeeting.com) 5=
and concurrent
audio conferencing

Juror C
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..:C:Z:(:J:HIT The Security Inspection

CCHIT
Y Proctor
v gl
v _ |
LR
N —
e Web conferencing Juror D (IT/Security Expert)
Vendor personnel (gotomeeting.com) also reviews self-attestation
follow Test Script to and concurrent material offline, calls or
demonstrate system audio conferencing emails vendor as needed for
at the vendor facility additional documentation
Juror D
(IT/Security

Expert) © 2006 | Slide 29 | 5/4/06



Faillsafe Mechanisms:

CCHIT

Retests an

FUNCTIONALITY
INSPECTION

SECURITY
INSPECTION

Appeals

SELF ATTESTATION
INSPECTION

On inspection date:

CCHIT Proctor supervises

the Jury-Observed
Demonstration

A 4

Juror votes collated -

items declared
‘noncompliant’ by
a majority of the jury

\ are identified )

Same-day retest
of noncompliant steps on
first pass

Schedule additional
test date
(fee charged)

Applicant may request

retest with new jury/ Passed all items?

Completed in allotted time? ) #—————

On inspection date: CCHIT
Proctor and Security
Inspector observe
demonstration

Items declared
‘noncompliant’ are identified

\f/

Same-day retest
of noncompliant steps on
first pass

CCHIT Proctor and Security
Inspector review self
attestation materials

Items declared
‘noncompliant’ are identified

Provide clarifications or
additional information

Information reviewed and
results compiled

inspector (no fee
charged)

If product is found
noncompliant after retest
with new jury/inspector,
Vendor may appeal for
Commission review (no
fee charged)

Commission review —
oncur with jury/inspector?

Issue report on noncompliant
inspection to Applicant

Verify production use

Issue Certification Document

Add to list of Certified

Vendors on CCHIT Website
and issue press release on
next batch announcement

LEGEND

= Applicant Process

C) = CCHIT Process
-

= CCHIT Decision

*/ <> = Applicant Decision

END END
Certification denied — Certification granted — Vendor must comply with
Applicant may reapply Maintenance requirements
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:CCHIT Current Status: Recent and
o Upcoming Events

e March 27, 2006
Workgroups for Phase |l announced

 May 1, 2006:
Final Certification Criteria and Inspection Process for
Ambulatory EHR products released

 May 3, 20006:
Certification Program officially launched; applications
from vendors being accepted online through May 12

e Early/Mid-July 2006:
Planned announcement of certified products from first
guarterly inspection cycle
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Thank Youl!
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