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‘E\é:;a;:srdml The PCI Security Standards Council

* An open global forum, launched in 2006,
responsible for the development, management,

education, and awareness of the PCI Security
Standards, including:

— Data Security Standard (DSS)

— Payment Application Data Security Standard (PA-DSS)
— Pin-Entry Device (PED)

I PCl PA-DSS I
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@:;;;;:Mc.} Roles and Responsibilities of the Council

PCI SSC.... PCIl SSC Does Not...
* Is an Independent Industry |« Manage or drive
Standard Compliance
« Manages the technical and — Each brand continues to
business requirements for maintain its own compliance
programs
how payment data should be

» |dentifies stakeholders that need
stored and protected to validate compliance

e Maintains List of Qualified Eii‘lr;'t;r:;e\;a"dat'on Levels
PCIl Assessors

— QSAs, ASVs
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\pci . 2009 PCI SSC Objectives

« Manage new and existing standards
« Operational Stablility and Efficiency
 Enhance Stakeholder Engagement
e Training

 Expand Global Reach of PCI SSC

Enhance cardholder data security
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@ EIL;;ISErds Council Di d YO u K n OW?

Verizonbusiness

2009 Data Breach
Investigations Report

According to Verizon’s 2009 Data Breach Investigations Report (DBIR)

» 75% of compromises were discovered at least weeks after the
compromise.

» Post-breach reviews resulted in the discovery that:

— Breached organizations only had 11% compliance level for Req 3 (Protect card holder
data).

— only 5% compliance level for Req 10 (track & monitor all access to network resources
and cardholder data)



@:;;;:;::mm Changing a mindset



http://images.google.com/imgres?imgurl=http://www.cksinfo.com/clipart/signssymbols/checkmarks/checkbox-1.png&imgrefurl=http://www.cksinfo.com/signssymbols/checkmarks/index.html&usg=__mtqTO7Qj5BMokdJI4WqYiblx6g4=&h=427&w=361&sz=19&hl=en&start=5&tbnid=j08rFObNNsV1UM:&tbnh=126&tbnw=107&prev=/images%3Fq%3Dcheckbox%26gbv%3D2%26hl%3Den
http://images.google.com/imgres?imgurl=http://www.dreamstime.com/padlock-icon-thumb32632.jpg&imgrefurl=http://www.dreamstime.com/stock-photography-padlock-icon-image32632&usg=__pksbfKnElOd360YPvBVwOb1IYDE=&h=326&w=300&sz=15&hl=en&start=6&tbnid=TcAROhLsgIbPkM:&tbnh=118&tbnw=109&prev=/images%3Fq%3Dpadlock%26gbv%3D2%26hl%3Den
http://images.google.com/imgres?imgurl=http://3.bp.blogspot.com/_qXgzrbZXmN4/SRmvEjvhbbI/AAAAAAAAA8E/OAHbgHQ6UeY/s200/arrow%2Bpointing%2Bright.jpg&imgrefurl=http://underassault.blogspot.com/2008_11_01_archive.html&usg=__wmVodUrOIEvKWDKHgKgnNKti66w=&h=200&w=200&sz=2&hl=en&start=14&tbnid=_MBFnDsqOSu6XM:&tbnh=104&tbnw=104&prev=/images%3Fq%3Darrow%2Bpointing%2Bright%26gbv%3D2%26hl%3Den

@:a:;;:rmc.} Common Myths of PCI DSS

 One product will make us compliant
e Outsourcing processing makes us compliant

« PCIDSS compliance is an IT project

e PCIDSS will make us secure

« PCIDSS is unreasonable; it requires too much



@:a:;;:rmc.} Common Myths of PCI DSS

« PCIDSS requires us to hire a QSA
« PCIDSS is only for high-volume transactions

« We completed a SAQ so we're compliant

« We are required to store cardholder data
« PCIDSS is too hard



@ g?e:#rgjla{rds Council Wh a.t ’ S N eXt ?

Market
Implementation
(10/1/08-6/30/09)

Discuss New
5 Version / Revision

Feedback Begins
(7/1/09-10/31/09)

(9/30/10)

a3, COMMUNITY
MEETING

* @2 COMMUNITY
MEETING

New Version /

4 Revision and

Final Review
(5/1/10-8/31/10)

Feedback Review
and Decision
(11/1/09-4/30/10)
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@ égﬁr[jl::rds Council Wh a.t ’ S N eXt ?
- | el ‘, S
* Research of Emerging Technologies ’ -

e Special Interest Groups
* Wireless
 Virtualization
* Pre-Authorization
» Scoping

 New education programs

 Additional standards

—
e Quality Assurance program ‘

2010 release of PCI DSS, PA-DSS and PTS
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