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The PCI Security Standards Council

• An open global forum, launched in 2006, 
responsible for the development, management, 
education, and awareness of the PCI Security 
Standards, including: 
– Data Security Standard (DSS)

– Payment Application Data Security Standard (PA-DSS)

– Pin-Entry Device (PED)

PCI PEDPCI PED PCI PAPCI PA--DSSDSS PCI DSSPCI DSS
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PCI DSS Drivers
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Roles and Responsibilities of the Council

• Is an Independent Industry 
Standard 

• Manages the technical and 
business  requirements for 
how payment data should be 
stored and protected 

• Maintains List of Qualified 
PCI Assessors
– QSAs, ASVs

PCI SSC…. PCI SSC Does Not…

• Manage or drive 
Compliance
– Each brand continues to 

maintain its own compliance 
programs

• Identifies stakeholders  that need 
to validate compliance

• Definitions of Validation Levels
• Fines and Fees
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2009 PCI SSC Objectives

• Manage new and existing standards
• Operational Stability and Efficiency
• Enhance Stakeholder Engagement
• Training
• Expand Global Reach of PCI SSC

Enhance cardholder data securityEnhance cardholder data security



Global Headlines

Hacker pleads guilty to 
monster credit card theft
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Hacker norte- 
americano assume 
culpa por invasão e 
roubo de dados 
financeiros

Größter Kreditkarten-Datenklau aller 
Zeiten: Täter plädiert auf Knast

Arrest in Epic 
Cyber Swindle

3 Indicted in Theft of 
130 Million Card 
Numbers

La prison à vie pour un cyberesroc ?

Kredietkaarthacker pleit 
schuldig

主犯は当局の協力者－史上最

 
大のクレジットカード情報盗

 
難事件



Communication



Did You Know?

According to Verizon’s 2009 Data Breach Investigations Report (DBIR)

• 75% of compromises were discovered at least weeks after the 
compromise. 

• Post-breach reviews resulted in the discovery that:
– Breached organizations only had 11% compliance level for Req 3 (Protect card holder 

data).
– only 5% compliance level for Req 10 (track & monitor all access to network resources 

and cardholder data) 
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Changing a mindset
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Common Myths of PCI DSSCommon Myths of PCI DSS

• One product will make us compliant

• Outsourcing processing makes us compliant

• PCI DSS compliance is an IT project

• PCI DSS will make us secure

• PCI DSS is unreasonable; it requires too much



Common Myths of PCI DSSCommon Myths of PCI DSS

• PCI DSS requires us to hire a QSA

• PCI DSS is only for high-volume transactions

• We completed a SAQ so we’re compliant

• We are required to store cardholder data
• PCI DSS is too hard



What’s Next?
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What’s Next?

• Research of Emerging Technologies

• Special Interest Groups
• Wireless
• Virtualization
• Pre-Authorization
• Scoping

• New education programs

• Additional standards

• Quality Assurance program

• 2010 release of PCI DSS, PA-DSS and PTS
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