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Biometrics in Airport and Border Security

m Agenda
o Registered Traveler programs
o Border Crossing programs
o Transportation Security
o Biometric Standards
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TSA Registered Traveler Program

m TSA Registered Traveler

o Five USairports.: Minneapolis, Dallas, Los Angeles, Boston,
Washington National

o Finger and iris biometrics

e Started in 2004 — recent announcement that it will be extended
Into 2005

e Provides access to expedited security screening process
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Other Registered Traveler Programs

« Schiphol Airport, .
AT EEET e CanPass, Canadian

. Border Services Agency
e Operational 2001 .
peration . Operational 2003

e |rishiometric
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Transportation Security

= US Transportation Worker |dentity Card (TWIC) Program
* Vision: Improve security by establishing a system-wide
common credential, used across all transportation modes, for all
personnel requiring unescorted physical and/or logical accessto
secure areas of the transportation system.
= Biometrics
 Reference Biometric
o 10-print fingerprint used for criminal background checks
(IAFIS), watchlist, and duplicate checks
e 1:1 matching to bind cardholder to credential
* Operational Biometric
* Any biometric used at local transportation sites for physical
and logical access control.

s ANSI Annual Conference — October 13, 2004
A” .’ East Meets West: Facing Challenges and Making Connections Slide 5




TWIC Workflow

Database Queries

m . 4-/ >1:n biometric search

»>Name-Based
Spon or [ ] Terrorist-Focused Risk

Assessment

> Office of National Risk
Assessment (ONRA)

Transportatlon
Workers &

Identity
Management

[——— | 3 System (IDMS)
= =
Enroliment < 1
Centers Card Production

Facility

Numbers Indicate Workflow

Transportation Order

Workers Local Facilities
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ANSI INCITS 383

m INCITS383-Biometric Profile - Interoperability and Data
| nter change - Biometrics-Based Verification and I dentification of
Transportation Workers

ANS/INCITS358-2002 - Information Technology - BioAPI Specification

NISTIR 6529-A - Common Biometric Exchange Formats Framework
(CBEFF)

ANS/INCITS377-2004 - Finger Pattern Data | nterchange Format
ANS/INCITS378-2004 - Finger Minutiae Format for Data Interchange
ANS/INCITS379-2004 - Iris Image Interchange Format
ANS/INCITS381-2004 - Finger Image Based Interchange Format
ANSI/INCITS 385-2004 - Face Recognition Format for Data Interchange
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Border Security Programs

USVISIT — face, finger biometrics (2004)
Frankfurt Airport — iris biometric (2003)

Nexus Air — US, Canada— iris biometric (2005)
Narita Airport — finger, face, iris (2005)
E-Passport

BASIL project — Israel — face, hand geometry
UAE — Expelled foreigners check - iris
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US VISIT Program

Extend wirtual border Fositwe identification and Identify owverstays . Positive
throwgh pre- wisit authorization through and lacation identificaton and
enrcliment and biographic and biomeine management for et authonzation
comsulate scresning foreign nationals through biographic

and Diomeinc data

US-VISIT
A system of systems that facilitates pre-

iegitimate '
?FEUEI Apprehend known entry, Eﬂff}‘, SfEfU_E manggemenf and
el s exit of foreign nationals
terronsis
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Border Security — Frankfurt Airport

= Expedited Customs
passage

= Operational 2003

= Expansion to
additional gates
announced

= [ris biometric
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Biometric Standards Objectives

® Promote competition among different vendors and
technologies

m Facilitate objective testing and evaluation

m Define optimal strategies for employing biometricsin a
variety of applications

m Leverage investments in biometric technology and
applications

m Expedite adoption and market growth in biometrics
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Biometric Standards and Interoperability

International

ISO

IEC

ICAO

ITU-T

ISO/IEC JTC1

Information Technology

BioAPI
NIST/BC Consortium
Biometric WG

Open Group

SC 17 SC 27
Cards & Personal IT Security : SC 37.
e : Biometrics
Identification Techniques
National ANSI TN INCITS ML
| represents the US
X9 INCITS in JTC 1 SC 37
B10
Identification T4 _ M1 _
Cards & Related Security Techniques Biometrics
Devices
ANSI



INCITS Organization

Task Groups M1.1 Harmonized Vocabulary

M1.2 Technical Interfaces
M1.3 Data Interchange Formats

M1.4 Biometric Profiles

M1.5 Performance Testing & Reporting

M1.6 Cross Jurisdictional & Societal

Ad Hoc Groups

AHGBISGF

E=rEaan el

| AHGEMS AHGSQ
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M1 Program of Work

Approved!

* Finger Minutiae Format
For Data Interchange

* Finger Pattern-Based
Interchange Format

319
e
3435
319
3B

* Face Recognition Format
for Data Interchange

*Iris Recognition Format
for Data Interchange

* Finger Image Format
for Data Interchange

* Sighature/Sign Image Based
Interchange Format

* Hand Geometry Interchange
Format

* Biometric Sample Quality

Conformance testing
methodologies for:

* ANSI/INCITS 358 - BioAPI
* Finger Image
* Finger Minutiae

Biometric Profiles for:

* Verification & ldentification
of Transportation Workers >

* Personal identification for
Border Management R

* Point of Sale Biometric
Identification

* DoD implementations

* Commercial Biometric
Physical Access Control

>

gA

* Performance Testing &
Reporting Standards
(Technology, Scenario
& Operational Testing)

l
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Fast Track | 358
* BioAPI V1.1
ANSI/INCITS 358
INCITS

Fast Track
(planned)

v

* Revised CBEFF
NISTIR 6529-A

Expedited
Process

ISO/IEC JTC 1
SC 37



Technical Interface Standards

m Enable interoperability among biometric applications and
biometric service providers supporting various technologies

m Support standard packaging of biometric data records that
assures security, integrity, and privacy and provides for
Identification of data origin and format specifications

m Support standardized exchange of data between biometric
service provides in client-server architectures
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Data Interface Standards

m Open, non-proprietary dataformat standards

m Enable inter-operability across multiple vendors within a
biometric technology

m Enable future re-enrollment with new/improved algorithms
from same or different vendor

m Offer avariety of datatypes including multiple image and
template formats

m Support compilation of biometric databases for use in
evaluating multiple algorithms
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Practical Benefits

Vendor A Vendor B
Today Enroll Enroll
(Proprietary Capture Capture
Formats) Process Process
Match Match
Soon ; Capture
Enro
(Standard | — FOEEEE
Formats) Match
Capture |1 > Match
Process
Capture i Process

Match
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Biometric Profiles

m Parts m Specify the use of:
e Functional environment for the e Mandatory and optional
application - for example - requirementsin base biometric
Border Management: standards to support the functional
_ Pre-arrival environment and biometric
_ Arrival functions of the application profile -
for example

— Stay Management :
— API - INCITS 358-2002, BioAPI

- Be?:gtureM t Specification, Version 1.1

B a _ ase gnagemen — File Format - Common Biometric
e Biometric functionsfor an Exchange File Format (CBEFF)

application: NISTIR 6529

— Enroliment e Mandatory and optional

— Verification requirementsin other base

— ldentification standards to support the application

— Watchlist Identification profile - for example
e Standards requirernents — ComprOn = JPEG, JPEG 2000

— Encryption - AES
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Performance Testing Standards

m Need m Goals

e Inconsistently reported e Provide uniform, repeatable
performance measures are methods for evaluating &
difficult or impossible to reporting performance of
compare biometric technologies &

o Disparate evaluation systems
techniques thwart efforts to o Provide data needed by
engineer systems with customers and system
predictable performance Integrators to design systems

e Performance claims that that meet specific
conflict with user experience performance requirements
diminish confidencein e Improve user perception of
biometric technologies biometric technologies
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Conclusion

m Standards have been accelerated to support homeland
Security needs

m ANS| standards now exist and are being used in avariety of
homeland security systems

m Vendors have displayed interest and are expected to offer
standards compliant products
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