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Executive Order 14028: 
Improving the Nation’s Cybersecurity

• Issued 12 May 2021

• Charges multiple agencies – including NIST–with enhancing 
cybersecurity through a variety of initiatives related to the 
security and integrity of the software supply chain.

• Section 4 of the EO directs NIST to solicit input from the 
private sector, academia, government agencies, and others 
and to identify existing or develop new standards, tools, best 
practices, and other guidelines to enhance software supply 
chain security. 

• Section 4 also directs NIST to initiate two labeling efforts 
related to the Internet of Things (IoT) and software to inform 
consumers about the security of their products. 

• Information on NIST efforts available at: 
https://www.nist.gov/itl/executive-order-improving-nations-
cybersecurity

https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity


EO Directives and Milestones

 Identify IoT cybersecurity criteria for a consumer labeling 
program
• Consider whether such a consumer labeling program may 

be operated in conjunction with or modeled after any 
similar existing government programs

• The criteria shall:
• Reflect increasingly comprehensive levels of testing 

and assessment that a product may have undergone.
• Use or be compatible with existing labeling schemes 

that manufacturers use to inform consumers about 
the security of their products.

 Identify secure software development practices or criteria 
for a consumer software labeling program
• Consider whether such a consumer software labeling 

program may be operated in conjunction with or modeled 
after any similar existing government programs.
• The criteria shall reflect a baseline level of secure 

practices, and if practicable, shall reflect increasingly 
comprehensive levels of testing and assessment that a 
product may have undergone. 

• Identify, modify, or develop a recommended label or, if 
practicable, a tiered software security rating system.

NIST, in coordination with representatives of other agencies…shall initiate pilot programs informed by existing 
consumer product labeling programs to educate the public on the security capabilities of Internet-of-Things (IoT) 

devices and software development practices and shall consider ways to incentivize manufacturers and developers to 
participate in these programs.

Within 270 days (February 6, 2022), NIST, in coordination with the Federal Trade Commission (FTC) & other agencies 
shall:



NIST Approach

• NIST will identify key elements of labeling programs in terms of 
minimum requirements and desirable attributes – rather than 
establishing its own programs.

• Open, transparent, collaborative, inclusive
• Labeling should:

• Encourage innovation in manufacturers’ IoT security efforts, leaving 
room for changes in technologies and the security landscape.  

• Be practical and not be burdensome to manufacturers and 
distributors. 

• Factor in usability as a key consideration. 
• Allow for diversity of approaches and solutions across industries, 

verticals, and use cases – so long as they are deemed useful and 
effective for consumers. 

• Build on national and international experience. 



Activities to Date

• Consultation with public and private sector stakeholders
• Landscape review of existing consumer IoT labeling and conformity 

assessment initiatives 
• National and international policy initiatives
• Standards
• Existing IoT device labeling schemes

• Published white paper with DRAFT Baseline Security Criteria for 
Consumer IoT Devices

• Public workshop 14-15 September 2021



What’s Next

• Review comments on DRAFT Baseline Security Criteria for 
Consumer IoT Devices

• Publish DRAFT criteria for consumer software labeling by end of 
October 2021

• Publish final criteria for consumer IoT devices and consumer 
software by February 2022

• Consult with the private sector and relevant agencies to assess 
the effectiveness of the programs

• Publish final report by 12 May 2022



Thank you!

Warren Merkel
NIST Standards Coordination Office
Warren.Merkel@nist.gov


	Labeling for Consumer �IoT Devices & Software �Under Executive Order 14028
	Executive Order 14028: �Improving the Nation’s Cybersecurity
	EO Directives and Milestones
	NIST Approach
	Activities to Date
	What’s Next
	Thank you!

